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1 Reason for Change

The current document doesn’t provide mechanism for differentiating between different versions and types of RO and ESF implementations. This CR proposes that DRM Type and SRM Type will be exchanged between DRM and SRM as part of the SRM Hello message and response. By exchanging this information, DRM can compare the SRM Type with its internal list of supported SRM Types, and SRM can compare the DRM Type with its internal list of supported DRM Types. If there is no mutual support – an error is returned. If there is a mutual support, then the expected RO’s and ESF’s passed in the SRM AP (Access Protocol) are expected to contain formats supported by the DRM and SRM types declared in the SRM Hello message and response. 
The proposed changes include:

· Adding a new parameter in the SRM Hello Request Message – DRM Type

· Adding a new parameter in the SRM Hello Response Message – SRM Type

· Adding an error stating that the there is no mutual support between the DRM and the SRM for the declared DRM and SRM types
The scope of the change is limited.

The effected sections are: 5.5.1.2, 5.5.3.2 
If changes are not accepted then SRM implementation of the requirements stated in the RD-SRM document will be limited to very specific versions and formats of RO and ESF, thus excluding any evolvements and variations of the RO and ESF types in DRM and SRM devices. 
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

There is no impact on other SRM specifications
4 Intellectual Property Rights

5 Recommendation

6 Detailed Change Proposal

Change 1:  Adding DRM Type and SRM Type as Defined Elements
5.5.1.2     Security Elements

For the mutual authentication, the elements in the following Table 2 are used in this specification.
Table 2: Elements for Mutual Authentication
	Name
	Notation
	Description

	SRM Certificate
	CertS
	Certificate Chain of Secure Removable Media

	Device Certificate
	CertD
	Certificate Chain of Device

	SRM Public Key
	PuKeyS
	SRM’s public key used in signature verification and asymmetric encryption

	Device Public Key
	PuKeyD 
	Device’s public key used in signature verification and asymmetric encryption

	SRM Private Key
	PrKeyS
	SRM’s private key used in signature and asymmetric decryption

	Device Private Key
	PrKeyH
	Device’s private key used in signature verification and asymmetric decryption

	SRM Identifier
	IDS
	Hash of SRM Public Key by SHA1

	Device Identifier
	IDD
	Hash of Device Public Key by SHA1

	DRM Type
	TypeD
	DRM Type with regard to RO and ESF version and format

	SRM Type
	TypeS
	SRM Type with regard to RO and ESF version and format


Change 2:  Adding DRM Type and SRM Type to SRM Hello Message
5.5.3.2 SRM Hello Message
The DRM Agent sends the SRM_Hello_Message request to detect the SRM Agent. The parameters of the request are defined in Table 4.
Table 4: Parameters of SRM Hello Message Request
	Parameters
	Protection Requirement
	Description

	Device ID (IDD)
	No
	The hash of the device’s public key in the device certificate chain.

	DRM Type (TypeD)
	No
	DRM Type with regard to RO and ESF version and format

	Device Certificate Chain (CertD)
	No
	TBD


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.

On receiving the SRM_Hello_Message request, the SRM Agent verifies the device certificate chain as specified in chapter 5.5.1. If the verification proves the device certificate chain is valid, the SRM Agent verifies the integrity of device ID by comparing it with the hash of the device’s public key in the device certificate chain.
After the action, the SRM Agent sends the SRM_Hello_Message response to carry the result of the action. The parameters of the response are defined in Table 5.
Table 5: Parameters of SRM Hello Message Response
	Parameters
	Protection Requirement
	Description

	SRM ID (IDS)
	No
	The hash of the SRM’s public key in the SRM certificate chain

	SRM Type (TypeS)
	No
	SRM Type with regard to RO and ESF version and format

	SRM Certificate Chain (CertS)
	No
	TBD

	Error Code
	No
	Refer to Table 6


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the SRM_Hello_Message response, the DRM Agent verifies the SRM certificate chain as specified in chapter 5.5.1. If the verification proves the SRM certificate chain is valid, the DRM Agent verifies the integrity of SRM ID by comparing it with the hash of the SRM’s public key in the SRM certificate chain.
If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the SRM_Hello_Message response contains the error cases in Table 6.
Table 6: Error Code of SRM Hello Message
	Error Code
	Description

	No Error
	The device certificate chain and the device ID were verified successfully.

	Generating Parameters in Response Failed
	The SRM Agent failed to generate the parameters in Table 5. (i.e. SRM ID or SRM Certificate Chain)

	Device Certificate Chain Verification Failed
	TBD

	Integrity of Device ID verification Failed
	The device ID and the hash of the device’s public key in the device certificate chain are not identical.

	Type Mismatch
	There is no mutual support between the DRM and SRM for the declared DRM and SRM types


If the DRM Agent fails to receive the response or finds an error by referring to the Error Code, then the DRM Agent MUST terminate the SRM Detection function.
The SRM Detection function MUST be performed in the following cases:

· The DRM Agent receives the SRM Discovery Event.

· The DRM Agent detects exceptions during exchanging messages.
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