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1 Reason for Change

The current TS does not specify how to do revocation status checking for SRMs or Devices.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

It is recommended that SCE use the same revocation mechanism.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DLDRM approve this document.

6 Detailed Change Proposal

Change 1:  Add section 5.5.4 as listed below

5.5.1. Revocation Status Checking

The revocation status checking is performed based on the following principles.

During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL).

The functions defined in chapter 5.6 are allowed until a particular threshold is reached.

Trust model sets thresholds.

Once a threshold is reached, one or more of the functions in chapter 5.6 can be blocked. 

When the entity (DRM Agent or SRM Agent) receives a fresh CRL, then it resets its threshold counters. Once the threshold counters are reset, the blocked functions of chapter 5.6 are unblocked.
Editor’s Note:
Mutual authentication will be defined

Protocol to realize the certificate revocation status checking will be defined

Unblocking procedures, including receiving fresh CRL, will be defined.

Types of thresholds will be defined
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