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1 Reason for Contribution

The co-signers believe that the principles stated in the CR 0441 SRM Revocation Checking are not sufficient but that additional principles should be used.

2 Summary of Contribution

This IC provides additional principles that should be followed when designing and specifying the revocation status checking in the Technical Specifications of SRM and SCE. Some of the principles are also applicable to other aspects of SRM and SCE.

3 Detailed Proposal

3.1 Background

OMA DRM V2.0 limits the legitimate use (within OMA DRM) of Rights Objects by cryptographically binding access to the Content Encryption Key(s) to a specific Device or to a specific Domain of Devices. In either case, there is a priori awareness by the Rights Issuer of the identities of the consuming Devices in that acquisition of a Rights Object via ROAP and establishment of a Domain Context each require destination-specific cryptographic computation on the part of the Rights Issuer. In addition, the RI can easily check the revocation status of the Devices it issues Device-bound Rights or the initial Domain-bound Rights. However, in both SRM and SCE, Rights are moved between non-Rights Issuer entities without an easy mechanism to check the revocation status of the entities.

This issue of revocation status checking for SRM and SCE is complex and several discussions were held in dedicated calls and after-hour meetings to resolve the issue. One outcome of the discussions was CR 0441, which provides some initial guidelines for revocation status checking.
In order to limit abuse that can be caused by a compromised Device/SRM essentially acting as a Rights Issuer, the Rights Issuer should extend its reach into transactions that are conducted offline but still involve Rights originally granted by the Rights Issuer via a cryptographically-bound Rights Object.

RI-signed critical information ensures that compliant sink entities conform to permissions and constraints as initially intended by the RI, and act accordingly with respect to any ensuing operations as a source entity. If such critical information includes a DCF hash, a compliant sink Device will not accept bogus content. Even though SRMs are not expected to handle DCF processing, they are still expected to conduct operations as a source entity responsibly. In addition, the use of RI-signed threshold counting requirements enables a Device or SRM to reliably limit its counting of transactions toward a threshold to only those transactions that the RI intended to be counted.

The use of outbound thresholds that compliant source entities are responsible to adhere to, handles the awareness (in the long term) by source entities of the revocation status of intended sink/recipient entities.

Similar to outbound thresholds, source and sink entities should count pair-wise transactions up to a threshold. After reaching the pair-wise threshold, neither entity would accept additional transactions from the other entity unless each entity reports the pairing to a trusted intermediary (to be defined). This reporting will occur asynchronously. The trusted intermediary would provide some sort of response (also to be defined) that would reset the pair-wise counts. This reporting by compliant source and sink entities of pair-wise transaction counts serves as an aid in monitoring offline activity, which in turn serves as a means of populating revocation lists. Note that whether or not the responses that are used to reset the pair-wise counters are also used to update locally cached time (thus influencing determination of CRL freshness and determination of certificate expiration), pairing reports are useful: If a Device or SRM is revoked, then (non-compromised) Rights Issuers and Devices and SRMs that are aware of the revocation will not provide it with access to Content. Thus, source- and sink- entity reporting can quell the propagation of prohibited transfers even if sink-only entities do not update their locally cached CRL information.  

3.1.1 Managing RI certificate information 

In certain applications, it may be prohibitive to have peer entities store and forward the necessary certificate chain information that securely validates the Rights Issuer public key. For local use, by a given entity, once the certificate chain information is verified/validated, all that needs to be retained is information pertaining to the Rights Issuer public key itself (e.g., the Rights Issuer public key value, Rights Issuer ID, certificate expiration date). A compromised source entity could generate a public key for which it knows the corresponding private key and claim that the public key is that of a particular Rights Issuer (thus enabling successful forgery of Rights Issuer signatures if the relying party/sink entity does not have a priori knowledge of the authentic Rights Issuer public key). 

Following successful mutual authentication and key exchange between the source and sink entities, the source entity uses the resulting secure authenticated channel to transfer, in particular, the public key of the germane Rights Issuer, the data pertaining to that type of transaction that was previously digitally signed by that Rights Issuer, the actual digital signature over that data, and any necessary additional information that is used to uniquely identify the Rights Issuer certificate. The Rights Issuer certificate/certificate chain information does not need to be stored or transferred by the source entity. If the digital signature verifies, the sink entity conditionally accepts the validity of the Rights Issuer public key if there is no data stored at the sink entity that specifically contradicts the representation of the Rights Issuer public key information as asserted by the source entity. 

A contradiction between Rights Issuer public key information presented by a prospective source entity and the corresponding validated version of that Rights Issuer public key information (if available) may be interpreted as grounds for the sink entity to locally blacklist that source entity with regard to the current and future transactions. A source entity may therefore be ill advised to engage in transactions involving Rights Issuer public key information that it has not reliably validated. The sink entity stores the pertinent purported Rights Issuer public key information and associates it with the ID of the source entity that provided that public key information. If precisely that Rights Issuer public key information was previously stored, but involving a different source entity, only the new source entity ID has to be added. The system may impose/pre-define a limit on the permitted number of transactions involving Rights Issuer public keys that have not been previously validated (via appropriate certificate chain information) prior to mandating that the sink entity ascertains such certificate chain information. The system may further specify whether certificate chain information pertaining to all non-validated Rights Issuer public keys needs to be acquired whenever any such certificate chain information is acquired. Alternatively, the sink entity may be programmed to randomly choose which non-validated Rights Issuer public keys are to be validated first.

Discrepancies between Rights Issuer public key information as represented by certificate chain information vs. that previously stored on the sink entity can be used to locally blacklist (on the sink entity) the source entity(ies) responsible for providing the invalid Rights Issuer information. Such blacklisted entities should be automatically barred from all future transactions with that sink entity. The sink entity marks the Rights Issuer public key information as successfully validated once appropriate certificate chain information has been processed. Once validated, such Rights Issuer public key information can be used by that entity in its future role as a source entity or as a sink entity during any particular transaction.

This method enables effective out-of-band transfer transactions. In particular, a source entity that falsifies information relating to Rights Issuer public keys will be caught and no longer trusted even if the Rights Issuer ID information is falsified each time so as to increase the likelihood that the sink entity does not have a priori knowledge of that Rights Issuer public key. If the Rights Issuer ID itself is fictitious in that it has not actually been assigned to a Rights Issuer, that should also be grounds for the sink entity to locally blacklist that source entity, once the sink entity reliably determines (with high probability) that no such Rights Issuer certificate exists. A sink entity may be able to determine that a certificate corresponding to a particular Rights Issuer ID value has not (yet) been issued because that ID value is out of range of the Rights Issuer IDs assigned thus far.
3.2 CR 441 Principles

The following are the principles stated in CR441:
During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL).

The functions defined in chapter 5.6 are allowed until a particular threshold is reached.

Trust model sets thresholds.

Once a threshold is reached, one or more of the functions in chapter 5.6 can be blocked. 

When the entity (DRM Agent or SRM Agent) receives a fresh CRL, then it resets its threshold counters. Once the threshold counters are reset, the blocked functions of chapter 5.6 are unblocked.
Editor’s Note:

Mutual authentication will be defined

Protocol to realize the certificate revocation status checking will be defined

Unblocking procedures, including receiving fresh CRL, will be defined.

Types of thresholds will be defined

3.3 Additional Principles

In addition to the principles stated in CR 441, the following principles should be used:

· Entities need to count outgoing events (i.e, events for which the entity acts as source) until the counters reach threshold limits.

· There are different types of events that will be counted, e.g. Moves vs. Direct Rendering. The types will be defined in the TS. Distinct counters are used for each event type.

· The trust model will define the threshold limits for each type of event. There may be different threshold limits for a Device vs. an SRM.

· When a counter of a particular event type reaches the threshold, further operations of that type are disabled (unless the operation does not count towards that threshold as determined by a verifiable RI-signed indicator).

· If a pair-wise transactions threshold is reached, then no further (countable) transactions between the pair are allowed. The trust model will define the pair-wise transactions threshold limit.  A separate counter is used for each Device/SRM with which a Device/SRM communicates. A countable transaction causes the appropriate counter to increment regardless of which of the two entities is the source of the transaction.
· An RI may indicate (via store-and-forward signed information) whether a transaction concerning a particular RO does not need to be counted on a per event-type transaction or pair-wise transaction basis. Independent of the location of this indication, it MUST be signed by the RI. The signed information has to take into account whether or not the permission is present, e.g. if the RO has no Move permission, then obviously it can't be moved nor counted.

· For example: When Moving an RO from a Device to an SRM, the logic would be something like the following:

IF AllowMoves == TRUE

   Move the RO to the SRM

   IF RO.DontCountMove flag exists

      IF RO.DontCountMove == FALSE

         Increment MoveCounter

         IF MoveCounter == MoveThreshold

            AllowMoves = FALSE

         ENDIF

      ENDIF

   ELSE

      Increment MoveCounter

      IF MoveCounter == MoveThreshold

         AllowMoves = FALSE

      ENDIF

   ENDIF

ELSE

    Error

ENDIF

· Resetting the pair-wise transaction counters requires reporting the pairings and receiving a signed receipt from a trusted intermediary acknowledging the report.

· Further clarification: The signed receipts used for this purpose may be of the same response type (e.g., OCSP response) that entities that do not support DRM Time will use to securely acquire time when a fresh CRL is required in order to reset event type counters.  Unless the response corresponds specifically to the most recent pairings report, the pair-wise transaction counters should not be reset.  If the time field from a pairings report receipt is retained and used to overwrite locally cached time, it will impact the determination of whether or not the locally cached CRL information is fresh enough, and will be used to determine whether or not certificates are expired. 

· Devices (or other entities) that support DRM Time can tell whether or not a CRL is current.

· Entities should get an updated CRL whenever they detect the CRL is outdated. The mechanism used for detection will be defined, possibly by using a nonce-based OCSP Response.

· The reliance on any public key requires that the relying entity verify that based on its most current secure acquisition of time (either via an OCSP response or DRM Time support), the corresponding certificate has not expired. In the case of not-yet-validated RI public key information, the relying party uses the RI certificate expiration time as purported by the source entity relative to that information.

· Certificate chains, OCSP Responses and CRLs are not considered sensitive and are digitally signed. Hence, a secure channel is not required for their distribution.

· Once an RI’s certificate chain information is verified/validated, an SRM or Device only needs to retain enough information pertaining to the RI’s public key itself (e.g., the RI public key value, RI ID and the certificate expiration date).
· A source entity may provide the RI’s public key, RI ID and certificate expiration date to a sink entity instead of the RI’s certificate chain to minimize the amount of information being exchanged. The sink entity will trust the RI public key provided by the source entity unless it has knowledge that the provided public key is not the RI’s public key. This knowledge may come from the sink entity having already verified the RI’s certificate chain or from a contradiction between the public key provided by the current source entity and a public key provided by a previous source entity. If the provided public key can not be trusted, the transaction or operation is aborted.

· Further clarification: Whenever a source entity uses the secure authenticated channel to provide Rights Issuer public key information for which an immediate and reliable determination of correctness or incorrectness cannot be made, the provided information is stored and associated with the authenticated source entity ID. The Rights Issuer public key information provided by a prospective source entity is implicitly trusted unless it is contradicted by information that has been previously validated by the sink entity based on a certificate chain, or the presented Rights Issuer ID is reliably determined to not correspond to an issued certificate, or there is uncorroborated evidence of a contradiction based on information provided by a previous source entity. It is therefore imperative that each sink entity locally blacklists any SRM or Device entity that has provided it with inaccurate Rights Issuer public key information prior to the availability of reliable contradictory information on the sink entity once such validated data becomes available. In addition to such retroactive local blacklisting, the sink entity should immediately (locally) blacklist any source entity that presents information that contradicts previously validated information.  Locally blacklisted entities are barred from further transactions regardless of role as a source or sink entity.  

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification. This obligation does not imply an obligation on Members to conduct IPR searches. This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn. Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration. These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DLDRM group use the additional principles listed in this IC for revocation status checking and other aspects in the SRM/SCE Technical Specifications.
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