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1 Reason for Change

This CR proposes a change into the current OMA-DRM Rights Expression Language v2.1 document, to address the change of functionality agreed by the OMA-DLDRM-2006-0453R01-CR_Meetering_CR: If the user doesn’t  give the consent (or metering is disabled), the Rights Issuer should be who decides if the content can be used, but not a default negative by the DRM Agent.
To achieve this functionality, a new attribute for the tracked element is defined: contentAccessGranted.

The contentAccessGranted attribute contains a boolean value. If true, the DRM Agent MUST grant the access to the DRM Content even if the metering is not enabled. If false, or invalid value, the DRM Agent MUST NOT grant the access to the DRM Content if the metering is not enabled. If the metering is enabled the DRM Agent MAY ignore this attribute.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR

6 Detailed Change Proposal

Change 1:  5.5. Requirements Model

The requirement model enhances the permission model by allowing specific pre-conditions that should be fulfilled in order to obtain the related permissions.

Requirements are associated with one <permission> element at a time. For a permission to be granted all its requirements MUST be fulfilled. If a requirement is not understood or cannot be enforced by the consuming device the parent permission is invalid and MUST NOT be granted. If present, a <requirement> element SHOULD contain at least one of its child elements. If a <requirement> element does not contain any requirements such as <tracked>,  it does not require any specific pre-condition to be fulfilled.

For a given permission element to be allowed, the requirements specified by the permission element specific <requirement> element (if present) as well as those specified by the top-level <requirement> element (if present) contained in the same <permission> element MUST be respected. 

5.5.1 Element <tracked>
	Element
	<!ELEMENT o-dd:tracked EMPTY>

	Semantics
	The <tracked> element indicates that DRM Agent is required to record Metering Information. 

The Metering Information SHALL consist of the number of times that the DRM Content has been consumed and the accumulated usage time that the DRM Content has been consumed for.

If metering is not enabled and the contentAccessGranted attribute is not present, or it is present and contains an invalid value, or it is present and the value is “false”, the DRM Agent MUST NOT grant access to the DRM Content and MUST NOT store Metering Information associated with the consumption of the associated DRM Content.
If metering is not enabled and the contentAccessGranted is present with the value “true”, the DRM Agent MUST grant access to the DRM Content, but MUST NOT store Metering Information associated with the consumption of the associated DRM Content.
If metering is enabled and the <tracked> element is present in the RO and if the timed attribute is not present, or it is present and contains an invalid value, or it is present and the value is equal to zero, or if the Device is not able to measure the time since the Device began to access the DRM Content, then the DRM Agent MUST record the appropriate Metering Information immediately upon the Device beginning to access the DRM Content, as referenced via the <uid> element in the <context> element of the <asset> element of the RO.
If metering is enabled and the <tracked> element is present in the RO and the timed attribute is present and its value is equal to a valid value and if the Device is still accessing the DRM Content, as referenced via the <uid> element in the <context> element of the <asset> element of the RO, after the number of seconds specified by the value of the timed attribute then DRM Agent MUST record the appropriate Metering Information.

If metering is enabled and the <tracked> element is defined in a parent RO then the DRM Agent MUST record the appropriate Metering Information as defined above for the associated DRM Content as referenced via the <uid> element in the <context> element of the <asset> element of the child RO.


5.5.1.1 Attribute <timed>
	Element
	<!ATTLIST oma-dd:tracked oma-dd:timer CDATA #IMPLIED>

	Semantics
	The timed attribute contains a positive integer value. It specifies the number of seconds after which the access to the DRM Content SHALL be considered a Meterable Event i.e. if this attribute is present and the Device is still accessing the DRM Content, after the number of seconds specified by the value of this attribute then DRM Agent MUST record Metering Information for the DRM Content being consumed.


5.5.1.2 Attribute < contentAccessGranted >
	Element
	<!ATTLIST oma-dd:tracked oma-dd: contentAccessGranted CDATA #IMPLIED>

	Semantics
	The contentAccessGranted attribute contains a boolean value. If true, the DRM Agent MUST grant the access to the DRM Content even if the metering is not enabled. If false, or invalid value, the DRM Agent MUST NOT grant the access to the DRM Content if the metering is not enabled.

If the metering is enabled the DRM Agent MAY ignore this attribute. 


Change 2:  6.1. ODRL Subset

6.1 ODRL Subset

¡Error! No se encuentra el origen de la referencia. depicts the syntax of the ODRL mobile profile using XML document type definition ¡Error! No se encuentra el origen de la referencia.. The document type definition has the public identifier ’-//OMA//DTD DRMREL 2.0//EN’ and is located at ’http://www.openmobilealliance.org/tech/DTD/drmrel20.dtd’.

A DRM Agent MUST be able to parse all elements defined in the DRM REL DTD. Proprietary elements MAY be added in new namespaces. DRM Agents MAY ignore any element not defined in the DRM REL DTD. This DTD defines the valid subset of Rights Objects for OMA DRM 2.0 that can be generated as jointly defined by the ODRL expression language XML schema, the ODRL data dictionary XML schema and the OMA data dictionary XML schema.

Rights Issuer servers MUST be able to generate Rights Object according to the below DTD.

<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)>

<!ATTLIST o-ex:rights


xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX”


xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD”


xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd”


xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#”


xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#”


o-ex:id id #REQUIRED

>

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

<!ELEMENT o-dd:version (#PCDATA)>

<!ELEMENT o-dd:uid (#PCDATA)>

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)>

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

<!ATTLIST o-ex:asset

   o-ex:id ID #IMPLIED

   o-ex:idref IDREF #IMPLIED

>

<!ELEMENT o-ex:inherit (o-ex:context)>

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)>

<!ELEMENT ds:DigestMethod (#PCDATA)>

<!ATTLIST ds:DigestMethod


Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"

>

<!ELEMENT ds:DigestValue (#PCDATA)>
<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

<!ELEMENT xenc:EncryptionMethod (#PCDATA)>

<!ATTLIST xenc:EncryptionMethod


Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"

>

<!ELEMENT xenc:CipherData (xenc:CipherValue)>

<!ELEMENT xenc:CipherValue (#PCDATA)>

<!ELEMENT ds:RetrievalMethod (#PCDATA)>

<!ATTLIST ds:RetrievalMethod


URI CDATA #REQUIRED

>

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

<!ATTLIST o-ex:permission


oma-dd:onExpiredURL CDATA #IMPLIED

>
<!ELEMENT o-dd:play (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:display (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:execute (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:print (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)>
<!ATTLIST o-ex:constraint

   o-ex:id ID #IMPLIED
>

<!ELEMENT o-dd:count (#PCDATA)>

<!ELEMENT oma-dd:timed-count (#PCDATA)>

<!ATTLIST oma-dd:timed-count


oma-dd:timer CDATA #IMPLIED

>

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>

<!ELEMENT o-dd:start (#PCDATA)>

<!ELEMENT o-dd:end (#PCDATA)>

<!ELEMENT o-dd:interval (#PCDATA)>

<!ELEMENT o-dd:accumulated (#PCDATA)>

<!ELEMENT o-dd:individual (o-ex:context)>

<!ELEMENT oma-dd:export (o-ex:constraint, o-ex-requirement?)>

<!ATTLIST oma-dd:export


oma-dd:mode (move | copy) #REQUIRED

>

<!ELEMENT oma-dd:system (o-ex:context+)>

<!ELEMENT o-ex:requirement (o-dd:tracked?)>

<!ELEMENT o-dd:tracked EMPTY>

<!ATTLIST o-dd:tracked


oma-dd:timed CDATA #IMPLIED

oma-dd:contentAccessGranted CDATA #IMPLIED
>

Change 3:  6.3. OMA Dictionary

6.2 OMA Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilealliance.com/oma-dd"
   xmlns:xsd="http://www.w3.org/2001/XMLSchema"

   xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
   xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

   xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
   xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"
   elementFormDefault="qualified" attributeFormDefault="qualified"
>
   <xsd:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://odrl.net/1.1/ODRL-EX-11.xsd"/>

   <xsd:element name="export" substitutionGroup="o-ex:permissionElement">

      <xsd:complexType>

         <xsd:complexContent>

            <xsd:extension base="o-ex:permissionType">

               <xsd:attribute name="mode" use="required">

                  <xsd:simpleType>

                     <xsd:restriction base="xsd:NMTOKEN">

                        <xsd:enumeration value="move"/>

                        <xsd:enumeration value="copy"/>

                     </xsd:restriction>

                  </xsd:simpleType>

               </xsd:attribute>

            </xsd:extension>

         </xsd:complexContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:element name="system" type="o-ex:constraintType"
       substitutionGroup="o-ex:constraintElement"/>
   <xsd:element name="timed-count" substitutionGroup="o-ex:constraintElement">

      <xsd:complexType>

         <xsd:simpleContent>

            <xsd:extension base="xsd:positiveInteger">

               <xsd:attribute name="timer" type="xsd:positiveInteger" use="required"/>

            </xsd:extension>

         </xsd:simpleContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:attribute name="timed" type="xsd:positiveInteger"/>
   <xsd:attribute name=" contentAccessGranted" type="xsd:boolean"/>
   <xsd:attribute name="onExpiredURL" type="xsd:anyURL"/>
</xsd:schema>
Change 4:  C.1. Subscription Scenario with Metering

A.1 Subscription Scenario with Metering

The example shown below illustrates the use of a parent and Child Rights Object to implement a subscription scenario by which a Rights Issuer can extend the validity of a number of Rights Objects and corresponding DRM Content through issuing a single new Rights Object rather than having to re-issue all Rights Objects.  In this scenario the RI requires Metering Information for loyalty collection purposes and so the RI includes the <tracked> element in the Parent RO.  When granting access to content using the ParentRO the DRM agent records Metering Information for the DRM Content and returns this to the RI when it receives a Metering Report ROAP Trigger.

The parent Rights Object specifies the <play> Permission with a <datetime> constraint that ends on April 30. The Child Rights Object specifies that the Permissions and Constraints should be inherited from the identified <asset> referencing the parent Rights Object. Once the subscribed DRM Content is about to expire, the Rights Issuer can efficiently extend the subscription by issuing a single, new parent Rights Object with the same subscription URN and an updated <datetime> Constraint, this time set to, e.g., October 31. No change is required to the child Rights Object; it will inherit the <play> Permission with the updated end date.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4p">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>SubscriptionGUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:end>2006-08-01T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

    <o-ex:requirement>

      <o-dd:tracked timed="10" contentAccessGranted="false"/>

    </o-ex:requirement>

   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4c">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>SubscriptionGUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

 </o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Object












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 8 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

