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1 Reason for Change

The various SRM platforms may support different transport mappings for the SRM message requests and responses.  In some cases, the messages will be communicated as binary objects. This CR defines the SRM messages in the form of an ASN.1 module that could be used to encode the binary messages. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the proposed text for inclusion in the SRM Technical Specification.
6 Detailed Change Proposal

Change 1:  Add new section for the ASN.1 module
Appendix xx.  ASN.1 Definition of SRM Messages (Informative)

This section expresses the SRM messages communicated between DRM agent and SRM agent as an  ASN.1 module. These messages are used with mapping to SRM specific APIs or to the Transport layer. 

SecureRemovableMedia DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS

--OMA Certificate Profile [CertProf]

WAPCertificate FROM WAPCertificateProfiles {joint-iso-itu-t(1) identified-organizations(23) wap(43) modules(0) certificate-profiles(1)};
SRM-Protocol ::= CHOICE {

      msgSRMHello

SRMHello,

      msgRightsRetrieval

RightsRetrieval,

      msgLRIDRetrieval

LRIDRetrieval,

      msgRightsInstall

RightsInstallation,

      msgRightsUpdate

RightsUpdate,

      msgRightsRemoval

RightsRemoval,

      msgRightsLock

RightsLock,

      msgRightsRelease

RightsRelease,

      respSRMHello

SRMHelloResponse,

      respRightsRetrieval

RightsRetrievalResponse,

      respLRIDRetrieval

LRIDRetrievalResponse, 

      respRightsInstall

RightsInstallationResponse,

      respRightsUpdate

RightsUpdateResponse,

      respRightsRemoval

RightsRemovalResponse,

      respRightsLock

RightsLockResponse,

      respRightsRelease

RightsReleaseResponse }

SRMHello ::= SEQUENCE {

      deviceID

ID,

      deviceCert

CertificateChain }

SRMHelloResponse ::= SEQUENCE {

      srmID

ID,

      srmCert

CertificateChain,

      responseStatus
ErrorCode }

RightsInstallation ::= SEQUENCE {

      roID


RID,
      cidList

LCID,

      encSRMData

RO,

      encESFData 

ESF }

RightsInstallationResponse ::= ErrorCode

RightsRetrieval ::= SEQUENCE {  

      roID


RID,

      readDataFlag

RightsEnabled }

RightsRetrievalResponse ::= SEQUENCE {

      encSRMData

RO,

      encESFData 

ESF,

      responseStatus 
ErrorCode }

RightsRemoval ::= RID 

RightsRemovalResponse ::= ErrorCode 

RightsLock ::= RID 

RightsLockResponse ::= ErrorCode

RightsRelease ::= RID

RightsReleaseResponse ::= ErrorCode

RightsUpdate ::= SEQUENCE {

      roID

RID,

      newESF
ESF }

RightsUpdateResponse ::= ErrorCode

LRIDRetrieval ::= SEQUENCE {

                } --TBD

LRIDRetrievalResponse ::= SEQUENCE {  

                } -- TBD
RID ::= VisibleString  

-- RO ID of SRM RO to write

LCID ::= SET OF ContentID
-- list of contents which are associated with the RID

RO ::= OCTET STRING  

-- RO data encrypted by Session Key

ESF ::= OCTET STRING 

-- ESF data encrypted by Session Key

ContentID ::= VisibleString

RightsEnabled ::= BOOLEAN 
CertificateChain ::= SEQUENCE OF WAPCertificate

ID ::= VisibleString

ErrorCode ::= ENUMERATED {

    success               
(0),      -- No error

    invalidParameter 
(1),      -- Parameter is invalid

    noCard
(2),      -- Card is not inserted

    rightsNotFound       
(3),      -- Specified Rights do not exist

    notEnoughSpace   
(4),      -- No space in SRM

    invalidHMAC           
(5),      -- HMAC is invalid   

    memoryError           
(6),      -- Memory error

    rightsNotLockedUpdate 
(7),      -- The Rights is not locked for update     

    updateFailure  
(8),      -- The SRM Agent fails to update Rights
    

    invalidDRMagent       
(9),      -- This DRM Agent hasn’t locked the Rights     

    disableLocked     
(10),    -- The Rights has already been disabled or locked.

    rightsNotLockedRelease 
(11),    -- The Rights is not locked for release

    releaseFailure 
(12),    -- The SRM Agent fails to release Rights

    internalError         
(13)     -- Uncategorized Internal error
}

END
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