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1 Reason for Contribution

Both SRM and SCE require a protocol to ensure that a Move can occur without the duplication of Rights.

2 Summary of Contribution

This Input Contribution proposes a Move protocol to be used by both SRM and SCE.

3 Detailed Proposal

Two types of Move are required in SRM because an SRM is a “slave” entity responding to commands (or messages) from a Device. In SRM, a Device can “push” Rights to an SRM or a Device can “pull” Rights from an SRM. In SCE, a source Device can “push” Rights to a sink Device, or the sink Device can “pull” Rights from a source Device.

Although this protocol could be changed to Move multiple Rights at once, for sake of simplicity, only one Rights (i.e., Rights corresponding to a single ROID) is moved per evocation of the protocol.

Security Considerations

If a source entity supports multiple trust models and the use of RI-signed data is not required by all the trust models, then it will be possible for a compromised source entity to transfer Rights from a trust model that requires RI-signed data to the trust model which does not require RI-signed data and in the process remove any constraints on the Rights that were placed there by the original RI.
If a sink entity supports at least one trust model that does not require the use of RI-signed data, then it will be possible for this entity to receive Rights under false pretense, i.e., where the constraints have been modified, the RI identity has been modified, the ROID has been modified, and/or the trust model ID has been modified.  Under such circumstances, that entity when acting as a source entity in a future transaction will unwittingly perpetuate any unauthorized modifications.  This does not assume any compromise relative to this entity.
Assumptions

The protocol assumes that a Device (whether or not it supports DRM Time) will time out when waiting to receive a message. In other words, the Device will not wait indefinitely to receive a message.

Retries

At several places in the protocol, retries are allowed. The number of retries should be limited to a reasonable number to avoid getting into infinite loops.  It is not assumed that messages to be retried are retrieved from storage, since they can be reformulated based on available information.

Push Move

In this type of Move, a Device is “pushing” Rights to an SRM or another Device. The protocol is illustrated in the following figure.
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Figure 1, Push Move

The steps required to Move Rights from a source Device to a sink SRM or Device are as follows:

1. The Rights to be Moved are selected.  A Secure Authenticated Channel (SAC) between the source and sink entities is established via the AKA protocol using the credentials under the trust model of the Rights that will be Moved. Note: the SAC for the selected trust model may have already been established previously.

2. The source Device disables the Rights to be Moved.

3. The source Device sends a MoveRights message to the sink SRM/Device. This message contains the Rights being Moved, identified by its ROID, and is protected as required by the SAC. The sink SRM/Device validates the message. If valid, it sets Status to Ack and continues with step 4. Otherwise, the sink SRM/Device sets Status to Nak and jumps to step 5.

4. The sink SRM/Device installs the Rights.

5. The sink SRM/Device sends a MoveAck message with the value of Status to the source Device. The source Device validates the MoveAck. If the MoveAck is valid and Status is Ack, the source Device continues with step 8. If the MoveAck message is valid and Status is Nak, the source Device cancels the Move and re-enables the Rights. Otherwise (if the source Device times out or receives an invalid MoveAck), the source Device continues with step 6.

6. The source Device sends a RightsQuery message to the sink SRM/Device with the ROID of the Rights being moved. The sink SRM/Device validates the RightsQuery. If valid and the SRM/Device has the Rights matching the ROID, it sets Status to Ack. Otherwise, it sets Status to Nak.

7. The sink SRM/Device sends a QueryResults with the value of Status. The source Device validates the QueryResults. If valid and Status is Ack, it continues with step 8. If valid and Status is Nak, the source Device can either re-enable the Rights and cancel the Move or it can retry at step 3. Otherwise (if the source Device times out or received an invalid QueryResults), the source Device can retry at step 6, or cancel the protocol and re-enable the Rights
. Note that if the source Device times out or received an invalid QueryResults, the sink SRM/Device may nevertheless have received and installed the Rights.

8. The source Device removes the Rights that were Moved. In SCE, partial Moves are allowed and hence, if a partial Move was performed by this protocol, the Rights on the source Device would be adjusted by the partial Rights that were Moved.

Pull Move

In this type of Move, a Device is “pulling” Rights from an SRM or another Device. The protocol is illustrated in the following diagram.
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Figure 2, Pull Move

The steps required to Move Rights from a source SRM or Device to a sink Device are as follows:

1. The Rights to be Moved are selected.  A Secure Authenticated Channel (SAC) between the source and sink entities is established via the AKA protocol using the credentials under the trust model of the Rights that will be Moved. Note: the SAC for the selected trust model may have already been established previously.

2. The sink Device sends a GetRights message to the source SRM/Device with the ROID of the Rights to be Moved. The source SRM/Device validates the message. If valid, then the source SRM/Device checks the ROID.  If the ROID matches an existing Rights, the source SRM/Device sets Status to Ack and continues with step 3. Otherwise, it sets Status to Nak and continues with step 4. If GetRights is not valid, the source SRM/Device takes no action, in effect, cancelling the protocol.

3. The source SRM/Device disables the Rights indicated by the ROID in the GetRights message.

4. The source SRM/Device sends a RightsAck message to the sink Device. If Status is Ack, this message will contain the Rights being Moved. (In the case of SCE, partial Moves are allowed so the Rights would contain the partial Rights.) The sink Device validates the RightsAck message. If valid and Status is Ack, it continues with step 5. If valid and Status is Nak, the sink Device cancels the protocol. If the sink Device times out while waiting for the RightsAck message or the message is invalid, it can retry at step 2.

5. The sink Device installs the received Rights, but in a disabled state.

6. The sink Device sends a RemoveRights message with the ROID of the Moved Rights. The source SRM/Device validates the message. If valid, it sets Status to Ack and continues with step 7. Otherwise, it sets Status to Nak and continues with step 8.

7. The source SRM/Device removes the Rights that were Moved. In SCE, partial Moves are allowed and hence, if a partial Move was performed by this protocol, the Rights on the source Device would be adjusted by the partial Rights that were Moved.

8. The source SRM/Device sends a RemoveAck message with the Status value to the sink Device. If the Status value has been set to Nak, the source SRM/Device may (safely) re-enable the Rights if the source SRM/Device always cancels the protocol upon sending the RemoveAck message (whether the Status value is Ack or Nak). The sink Device validates the message. If valid and Status is Ack, it continues with step 9. Otherwise, the sink Device can retry at step 6 or cancel the protocol. If the protocol is cancelled by the sink Device at this step, the sink Device MUST remove the Rights that were Moved (but are disabled).

9. The sink Device enables the Rights that were Moved.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DLDRM group adopt this Move protocol for both SRM and SCE.










� Re-enabling Rights that were disabled because of a Move might require permission from a Rights Issuer. Note: If the Rights did not have any RI-signed data, the identity of the RI to contact to get permission may not be known or may be in error.
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