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1 Reason for Change

Based on the input contribution (INP-0489) about the SRM Extended State Format that was presented in Shenzhen, this document proposes the change request to include the Extended State Format in the current SRM technical specification.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes in the SRM TS.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change
Appendix A. Data Format (Normative)

A.1 Format of Message Parameter
A.1.1 RID

A data structure for RID is described as follows:

Rid () {

roidLength


16
uimsbf
for ( i = 0 ; i < roidLength ; i++ ) {

    byte



8
uimsbf

}

}

Table 1 specifies each field in the data structure.

Table 1: Elements of RID
	Elements
	Variables
	Description
	Value

	RID Length
	roidLength
	Length of globally unique Rights Object Identification
	Unsigned integer from 0000h to FFFFh

	RID
	byte
	Globally unique Rights Object Identification
	This is the “id” attribute of the <ro> element in the <protectedRO> element which is included in the RO Response of ROAP.


A.1.2 CID

A data structure for content identification is described as follows:

Cid () {

cidLength


16
uimsbf
for ( i = 0 ; i < cidLength ; i++ ) {

    byte



8
uimsbf

}

}

Table 2 specifies each field in the data structure.

Table 2: Elements of CID
	Elements
	Variables
	Description
	Value

	CID Length
	cidLength
	Length of Content Identification
	Unsigned integer from 0000h to FFFFh

	CID
	byte
	Content Identification
	This contains the ContentURI value of a DCF. This conforms to [RFC2396] and is present in the <uid> element when its parent <context> element is included in the <asset>element of the <ro> element.


A.2 ESF (Extended State Format)

A DRM Agent MUST be able to generate an ESF from a Rights Object. The format of a Rights Object is specified in the OMA DRM REL specification [OMADRMv2]. A data structure for an ESF is represented by the ExtendedStateFormat(). The data structure is described as follows:
ExtendedStateFormat () {
    tagOfEsfIdentification
16
uimsbf
    lengthOfEsfIdentification
16
uimsbf

    EsfIdentification()

    tagOfAssets


16
uimsbf

    lengthOfAssets

16
uimsbf

    numberOfAssets

8
uimsbf

    for ( i = 0 ; i < numberOfAssets ; i++ ) {

        Asset()

    }

    tagOfPermissions

16
uimsbf

    lengthOfPermissions

16
uimsbf
    numberOfPermissions

8
uimsbf

    for ( i = 0 ; i < numberOfPermissions ; i++ ) {

        Permission ()
    }
}

Table 3 specifies each field in the data structure.
Table 3: Elements of Extended State Format
	Elements
	Variables
	Description
	Value

	ESF Identification
	tagOfEsfIdentification
	Tag of ESF identification field
	Unsigned integer fixed to FF01h

	
	lengthOfEsfIdentification
	It includes the length of the subsequent EsfIdentification() field.
	Unsigned integer from 0000h to FFFFh

	
	EsfIdentification()
	Identification of ESF
	Refer to A.2.1

	Asset
	tagOfAssets
	Tag of Asset field 
	Unsigned integer fixed to FF02h

	
	lengthOfAssets
	Byte length of Asset fields.
It includes the length of the numberOfAssets (2bytes) and its all subsequent Asset() fields.
	Unsigned integer from 0000h to FFFFh

	
	numberOfAssets
	Number of the <asset> elements contained in the <agreement> element 
	Unsigned integer from 00h to FFh

	
	Asset()
	The <asset> elements in the <agreement> element are converted into these fields.
	Refer to A.2.2

	Permission
	tagOfPermissions
	Tag of the Permission fields
	Unsigned integer fixed to FF03h

	
	lengthOfPermissions
	Byte length of the Permission fields. It includes the length of the numberOfPermissions (2bytes) and its all subsequent Permission() fields.
	Unsigned integer from 0000h to FFFFh

	
	numberOfPermissions
	Number of the <permission> elements contained in the <agreement> element
	Unsigned integer from 00h to FFh

	
	Permission()
	The <permission> elements in the <agreement> element are converted into these fields.
	Refer to A.2.3


A.2.1 ESF Identification

The EsfIdentification() contains information to identify an ESF and a Rights Object that the ESF is converted from.
A data structure for ESF identification is described as follows.

EsfIdentification () {

    drmVersionLength

8
uimsbf

    for ( i = 0 ; i < drmVersionLength ; i++ ) {

        byte


8
uimsbf

    }

    esfVersionLength

8
uimsbf

    for ( i = 0 ; i < esfVersionLength ; i++ ) {

        byte


8
uimsbf

    }
    rightsType


8
uimsbf

    Rid()
    riAliasLength


16
uimsbf

    for ( i = 0 ; i < riAliasLength ; i++ ) {

        byte


8
uimsbf

    }
    roAliasLength


16
uimsbf

    for ( i = 0 ; i < roAliasLength ; i++ ) {

        byte


8
uimsbf

    }
}
Table 4 specifies each field in the data structure.
Table 4: Elements of ESF Identification Field
	Elements
	Variables
	Description
	Value

	DRM Version
	drmVersionLength
	Length of DRM version in byte
	Unsigned integer from 00h to FFh

	
	byte
	It specifies the version of the Rights Object that the ESF is converted from.
	It contains the value of the <version> element included in the <context> element. The <context> element is the child of the <rights> element. (i.e. the value is a character string “2.0” without quotes.)

	ESF Version
	esfVersionLength
	Length of ESF version in byte
	Unsigned integer from 00h to FFh

	
	byte
	ESF version
	It MUST be “1.0” without quotes.

	Rights Type
	rightsType
	Type of Rights Object to distinguish Device RO and Domain RO
	If “domainRO” attribute with the value “true” is not present at the <ro> element in the RO Response of the ROAP, the rightsType has the value 0x00. If the attribute is present, the rightsType has the value 0x01. 
The SRM Enabler version 1.0 doesn’t support Domain RO, and the rightsType in ESFs moved to SRMs with version 1.0 MUST have the value of 0x00.

	RID with its length
	Rid()
	Identifier of a Rights Object that the ESF is converted from
	Refer to A.1.1

	RI Alias
	riAliasLength
	Length of RI Alias in byte
	Unsigned integer from 0000h to FFFFh

	
	byte
	If the riAlias element is present in the ROAP trigger, this element contains the value of the riAlias element. The ROAP trigger is used to download a Rights Object that the ESF is converted from.
	This element contains the value of the riAlias element in the ROAP trigger.

	RO Alias
	roAliasLength
	Length of RO Alias in byte
	Unsigned integer from 0000h to FFFFh

	
	byte
	If the roAlias element is present in the ROAP trigger, this element contains the value of the roAlias element. The ROAP trigger is used to download a Rights Object that the ESF is converted from.
	This element contains the value of the roAlias element in the ROAP trigger.


A.2.2 DRM Content Identification
The agreement model in the OMA DRM REL v2.0 expresses the Rights that are granted over a DRM Content. If <asset> element is the child of the <agreement> element, the <asset> element specifies the identity of the DRM Content. 

A data structure for DRM Content identification is represented by the Asset(). The data structure is described as follows.
A.2.2.1 Asset Field

The <asset> element of the <agreement> element is converted into the Asset(). The Asset() in the ESF contains information to identify an associated DRM Content and plain CEK of the DRM Content.
Asset () {
    Cid()

    Cek()

    assetIDLength


16
uimsbf

    for ( i = 0 ; i < assetIDLength ; i++ ) {

        byte


8
uimsbf

    }
}
Table 5 specifies each field in the data structure.
Table 5: Elements of Asset Field
	Elements
	Variables
	Description
	Value

	CID with its length
	Cid()
	Content Identification. It identifies a DRM Content associated with the Rights Object that the ESF is converted from.
	Refer to A.1.2

	CEK
	Cek()
	Content Encryption Key
	Refer to A.2.2.2

	Asset ID
	assetIDLength
	Length of Asset ID in byte
	Unsigned integer from 0000h to FFFFh

	
	byte
	It contains the “idref” attribute of the <asset> element that is the child of the <agreement> element. If there is no “idref” attribute at the <asset> element, the assetIDLength field has the value of 0.
	It contains the “idref” attribute of the <asset> element that is the child of the <agreement> element.


A.2.2.2 Content Encryption Key Field
The security model in the OMA DRM REL v2.0 provides a key in order to protect the confidentiality of the DRM Content. A data structure for content encryption key is represented by the Cek(). The data structure is described as follows:

Cek () {

    // CEK (Content Encryption Key)

    cekLength


8
uimsbf

    for ( i = 0 ; i < cekLength ; i++ ) {

        bit



1
bslbf

    }

    // CEK Padding
    for ( i = 0 ; i < (8 – (cekLength % 8)) ; i++ ) {

        bit



1
bslbf
    }
}
Table 6 specifies each field in the data structure.
Table 6: Elements of CEK (Content Encryption Key) Field
	Elements
	Variables
	Description
	Value

	CEK
	cekLength
	Length of CEK in bit. It doesn’t include the length of the CEK Padding.
	Unsigned integer from 00h to FFh

	
	bit
	The value of a CEK field contains the content encryption key of a DRM Content that is identified by the Asset field in chapter A.2.2.1.
	This is the decrypted value of the <CipherValue> element of the <CipherData> element. The <CipherData> element is the child of the <EncryptedKey> element that is also the child of the <KeyInfo> element. The <KeyInfo> element is contained in the <asset> element. The CEK stays plaintext in ESF. Value decryption of the <CipherValue> is specified in [OMADRMv2].

	CEK Padding
	bit
	Padding to align the next variable or data structure on a byte boundary
	All bits in the padding are set to 0.


Permission
The permission model in the OMA DRM REL v2.0 expresses the Rights that facilitates the expression of permissions over DRM Contents.
The <permission> element is converted into the Permission(). The Permission() contains information of permissions and constraints.
Permission Field

A data structure for permission is represented by the Permission(). The data structure is described as follows:

Permission () {

    numberOfPermInfos

8
uimsbf

    for ( i = 0 ; i < numberOfPermInfos ; i++ ) {

        PermissionInfo()
    }

}

Table 7 specifies each field in the data structure.

Table 7: Elements of Permission Field
	Elements
	Variables
	Description
	Value

	Number of Permission Information Field
	numberOfPermInfos
	Number of child elements of the <permission> element
	Unsigned integer from 00h to FFh

	Permission Information
	PermissionInfo()
	A Permission Information field matches one of permissions (i.e. play, display, execute, print, export, and top-level constraint)

The child elements of the <permission> element are converted into this field.
	Refer to A.2.3.2


Permission Information Field

The child elements of the <permission> elements are converted into the permission information field. The data structure is described as follows:

PermissionInfo () {

    permissionId


8
uimsbf

    numberOfConstraints

8
uimsbf

    for ( i = 0 ; i < numberOfConstraints ; i++ ) {

        Constraint()
    }

}

Table 8 specifies each field in the data structure.

Table 8: Elements of Permission Information Field
	Elements
	Variables
	Description
	Value

	Permission ID
	permissionId
	It identifies each child element of the <permission> element. It contains value as specified in Table 9.
	Refer to Table 9 

	Constraint
	numberOfConstraints
	It is the number of every child elements of the <constraint> element in the <permission> element.
	Unsigned integer from 00h to FFh

	
	Constraint()
	A Constraint field matches one of constraints (i.e. count, timed-count, interval, accumulated, individual, and system)

The child elements of the <constraint> element in the <permission> are converted into this field.
	Refer to A.2.3.3


Table 9: Permission ID Table
	Permission
	Description
	ID Value

	Top Level Constraint
	PermissionInfo () is converted from the <constraint> element that is a child of the <permission> element.
	0x00

	Play
	PermissionInfo () is converted from the <play> element contained in the <permission> element.
	0x10

	Display
	PermissionInfo () is converted from the <display> element contained in the <permission> element.
	0x20

	Execute
	PermissionInfo () is converted from the <execute> element contained in the <permission> element.
	0x30

	Print
	PermissionInfo () is converted from the <print> element contained in the <permission> element.
	0x40

	Export with Move
	PermissionInfo () is converted from the <export> element with “move” mode contained in the <permission> element.
	0x51

	Export with Copy
	PermissionInfo () is converted from the <export> element with “copy” mode contained in the <permission> element.
	0x52


Constraint Field
The child elements of the <constraint> elements are converted into the constraint field. The data structure is described as follows:

Constraint () {

    constraintId


8
uimsbf

    switch (constraintId) {
        case 0x10: Count()
        case 0x20: TimedCount()
        case 0x30: DateTime()

        case 0x40: Interval()

        case 0x50: Accumulated()
        case 0x60: Individual()

        case 0x70: System()
    }

}
Table 10 specifies each field in the data structure.
Table 10: Constraint ID Table
	Constraint
	Description
	ID Value

	Count
	Constraint () is converted from the <count> element contained in the <constraint> element.
	0x10

	Timed-Count
	Constraint () is converted from the <timed-count> element contained in the <constraint> element.
	0x20

	DateTime
	Constraint () is converted from the <datetime> element contained in the <constraint> element.
	0x30

	Interval
	Constraint () is converted from the <interval> element contained in the <constraint> element.
	0x40

	Accumulated
	Constraint () is converted from the <accumulated> element contained in the <constraint> element.
	0x50

	Individual
	Constraint () is converted from the <individual> element contained in the <constraint> element.
	0x60

	System
	Constraint () is converted from the <system> element contained in the <constraint> element.
	0x70


A.2.2.2.1 Count

The <count> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
Count () {

    originalCount


32
uimsbf
    remainingCount

32
uimsbf
}
Table 11 specifies each field in the data structure.
Table 11: Elements of Count Field
	Elements
	Variables
	Description
	Value

	Original Count
	originalCount
	The number of times a permission may be granted over an asset. The value of the <count> element contained in the <constraint> element is converted into this field.
	Unsigned integer from 00000000h to FFFFFFFFh

	Remaining Count
	remainingCount
	This is the state information of Count constraint. This specifies the number of times a permission may still be granted over an asset after several times of play, display, execution, printing, or an export process.
	Unsigned integer from 00000000h to FFFFFFFFh


If the DRM Agent consumes “Count” constraint in a Rights, then the DRM Agent modifies the ESF of the Rights by decrementing the Remaining Count by one. The DRM Agent updates the locked ESF in the SRM with the modified ESF as specified in chapter 5.6.4. After the update, the DRM Agent maintains the latest ESF in the device, too.
A.2.2.2.2 Timed Count

The <timed-count> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
TimedCount () {

    originalCount


32
uimsbf

    remainingCount

32
uimsbf
    timer



32
uimsbf
}
Table 12 specifies each field in the data structure.

Table 12: Elements of Timed Count Field
	Elements
	Variables
	Description
	Value

	Original Count
	originalCount
	The number of times a permission may be granted over an asset. The value of the <timed-count> element contained in the <constraint> element is converted into this field.
	Unsigned integer from 00000000h to FFFFFFFFh

	Remaining Count
	remainingCount
	This is the state information of Timed Count constraint. This specifies the number of times a permission may still be granted over an asset after several times of play, display, execution, printing, or an export process.
	Unsigned integer from 00000000h to FFFFFFFFh

	Timer
	timer
	The value of the timer attribute in the <timed-count> element is converted into this field.
	Unsigned integer from 00000000h to FFFFFFFFh


If the DRM Agent consumes “Timed Count” constraint in a Rights, then the DRM Agent modifies the ESF of the Rights by decrementing the Remaining Count by one. The DRM Agent updates the locked ESF in the SRM with the modified ESF as specified in chapter 5.6.4. After the update, the DRM Agent maintains the latest ESF in the device, too.
A.2.2.2.3 Date Time

The <datetime> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
DateTime () {
    startDateLength

8
uimsbf

    for ( i = 0 ; i < startDateLength ; i++ ) {

        byte


8
uimsbf
    }
    endDateLength


8
uimsbf

    for ( i = 0 ; i < endDateLength ; i++ ) {

        byte


8
uimsbf

    }
}
Table 13 specifies each field in the data structure.

Table 13: Elements of Date Time Field
	Elements
	Variables
	Description
	Value

	Start Time
	startDateLength
	This is the byte length of the value of the <start> element contained in the <datetime> element. If the <start> element is not present, this field has the value of 0.
	Unsigned integer from 00h to FFh

	
	byte
	The value of the <start> element contained in the <datetime> element is converted into this field.
	A character string

	End Time
	endDateLength
	This is the byte length of the value of the <end> element contained in the <datetime> element. If the <end> element is not present, this field has the value of 0.
	Unsigned integer from 00h to FFh

	
	byte
	The value of the <end> element contained in the <datetime> element is converted into this field.
	A character string


A.2.2.2.4 Interval
The <interval> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
Interval () {

    originalIntervalLength
8
uimsbf

    for ( i = 0 ; i < originalIntervalLength ; i++ ) {

        byte


8
uimsbf

    }

    startTimeLength

8
uimsbf

    for ( i = 0 ; i < startTimeLength ; i++ ) {

        byte


8
uimsbf

    }
}
Table 14 specifies each field in the data structure.

Table 14: Elements of Interval Field
	Elements
	Variables
	Description
	Value

	Original Interval
	originalIntervalLength
	This is the byte length of the value of the <interval> element.
	Unsigned integer from 00h to FFh

	
	byte
	The value of the <interval> element is converted into this field.
	Value of the <interval> element

	Start Time
	startTimeLength
	This is the lexical representation length of the date/time in byte when the associated permission is first exercised.
	Unsigned integer from 00h to FFh

	
	byte
	This is the lexical representation of the date/time when the associated permission is first exercised.

	The general format for specifying date/time is defined in [ISO8601].

The lexical representation is CCYY-MM-DDThh:mm:ssZ where CC denotes the century, YY denotes the year, MM denotes the month, DD denotes the day, T is the date/time separator, hh, mm, ss represent the hour, minute, and second respectively, and Z is the mandatory UTC indicator. For example, 2006-12-31T23:59:59Z represents December 31st , 2006, 23:59:59 UTC.

If “Interval” constraint hasn’t been consumed, the Start Date field contains an initial value “0000-00-00T00:00:00Z”.


If the DRM Agent consumes “Interval” constraint in a Rights, then the DRM Agent modifies the ESF of the Rights by specifying the Start Date. The Start Date can be updated only when the field contains the default string (i.e. 0000-00-00T00:00:00Z). The DRM Agent updates the locked ESF in the SRM with the modified ESF as specified in chapter 5.6.4. After the update, the DRM Agent maintains the latest ESF in the device, too.

A.2.2.2.5 Accumulated
The <accumulated> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
Accumulated () {

    durationLength

8
uimsbf

    for ( i = 0 ; i < durationLength ; i++ ) {

        byte


8
uimsbf

    }

    remainingDurationLength
8
uimsbf

    for ( i = 0 ; i < remainingDurationLength ; i++ ) {

        byte


8
uimsbf

    }

}
Table 15 specifies each field in the data structure.

Table 15: Elements of Accumulated Field
	Elements
	Variables
	Description
	Value

	Duration
	durationLength
	This is the byte length of the value of the <accumulated> element.
	Unsigned integer from 00h to FFh

	
	byte
	The value of the <accumulated> element is converted into this field.
	The value of the <accumulated> element

	Remaining Duration
	remainingDurationLength
	This is the lexical representation length of the remaining duration in byte.
	Unsigned integer from 00h to FFh

	
	byte
	This is the lexical representation of the remaining duration that the content can be rendered. The initial value of the remaining duration is identical to the value of the Duration field. 
	The general format for specifying duration is defined in [ISO8601].

The lexical representation MUST be identical to the Duration field.


A.2.2.2.6 Individual
The <individual> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
Individual () {

    numberOfIdentities

16
uimsbf
    for ( i = 0 ; i < numberOfIdentities ; i++ ) {

        identityLength

16
uimsbf
        for ( j = 0 ; j < identityLength ; j++ ) {

            byte


8
uimsbf
        }
    }
}
Table 16 specifies each field in the data structure.

Table 16: Elements of Individual Field
	Elements
	Variables
	Description
	Value

	Number of Identities
	numberOfIdentities
	This is the number of the <uid> element in the <context> element that is included in the <individual> element.
	Unsigned integer from 0000h to FFFFh

	Individual Identity
	identityLength
	This is the byte length of the value of the <uid> element in the <context> element that is included in the <individual> element.
	Unsigned integer from 0000h to FFFFh

	
	byte
	This is an IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content to the individual.
	The value of the <uid> element in the <context> element that is included in the <individual> element.


A.2.2.2.7 System
The <system> element contained in the <constraint> element is converted into this field. The data structure is described as follows:
System () {

    numberOfSystems

16
uimsbf
    for ( i = 0 ; i < numberOfSystems ; i++ ) {

        versionLength

16
uimsbf

        for ( j = 0 ; j < versionLength ; j++ ) {

            byte


8
uimsbf

        }
        targetSystemLength
16
uimsbf

        for ( k = 0 ; k < targetSystemLength ; k++ ) {

            byte


8
uimsbf

        }

    }
}
Table 17 specifies each field in the data structure.

Table 17: Elements of System Field
	Elements
	Variables
	Description
	Value

	Number of Systems
	numberOfSystems
	This is the number of the <context> element contained in the <system> element.
	Unsigned integer from 0000h to FFFFh

	Target System Version
	versionLength
	This is the byte length of the value of the <version> element contained in the <context> element that is included in the <system> element.
	Unsigned integer from 0000h to FFFFh

	
	byte
	The version of the other DRM system or content protection scheme to which the DRM Content and the Rights Objects will be exported
	The value of the <version> element contained in the <context> element that is included in the <system> element

	Target System name
	targetSystemLength
	This is the byte length of the target system
	Unsigned integer from 0000h to FFFFh

	
	byte
	This specifies the target system to which the logically integral unit of DRM Content and the Rights Object(s) are allowed to be exported / transiently rendered to.
	The value of the <uid> element of the <context> element that is included in the <system> element.
Its value MUST be the name of the target system(s) as defined by OMNA.
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