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1 Reason for Change

In DRM 2.x specification, once an RO is exported to target DRM system, it can not be imported back, even if the target DRM system provides also Export functionality.  For more detailed information, please see DLDRM/2006/OMA-DLDRM-2006-0482-INP_Problem_regarding_DRM_Interoperability.

This CR together with OMA-DLDRM-2006-0548-CR_Fix_Export_function_in_TS_DRM2.1_DRM.doc suggest improve the portability of OMA DRM content by lifting the restriction in TS-DRM-DRM about transcription of the <export> permission. That is, transcription of the <export> permission is conditionally allowed in this CR: the RI specifies whether the <export> permission itself should be transcribed or not.

2 The DRM 2.0 specification is unclear Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and agreed by the group and incorporated into DRM 2.0.1.

6 Detailed Change Proposal

Change 1: Add the following section to section 5.4.6 of OMA-TS-DRM_REL-V2_1-20061130-D.doc
Attribute “transcribe”

	Attribute
	<!ATTLIST oma-dd:export oma-dd:transcribe CDATA  #IMPLIED>

	Semantics
	The transcribe attribute contains a boolean value. If true, it means that the DRM Agent MUST transcribe the <export> permission (together with the other permissions other than <export> permission) into target DRM system. If false, or not specified, it means that the DRM Agent MUST NOT transcribe the <export> permission itself into the target DRM system(s). 
When the <export> permission is transcribed, the DRM Agent MUST also transcribe the <system> constraint. The resulting <system> constraint MAY include the same list of system <uid> as are specified in the <system> constraint of the original <export>. The external systems need only be transcribed if the target DRM system supports export to those other systems.



Change 2: Section 5.3.3 <uid> - Clarify <uid> element for <export>
	Element
	<!ELEMENT o-dd:uid (#PCDATA)>

	Semantics
	If its parent <context> element is included in the <rights> element, the <uid> element constitutes the Rights Object’s identifier.

If its parent <context> element is included in the <asset> element, the <uid> element specifies a DCF ContentID (see [DRMCF-v2]), a DCF GroupID (see [DRMCF-v2]), or a “virtual” UID for a parent Rights Object  (see section 5.7). The format of the <uid> MUST conform to Error! Reference source not found.. If the <uid> is a DCF ContentID the value MUST be according to the “cid:” 
Uniform Resource Locator (URL) scheme (defined in [RFC2392]). If the <uid> is a DCF GroupID the value MUST use the URL format of [RFC2392] except the scheme name must be “gid:”. If the <uid> element identifies a parent Rights Object  the value MUST use the URL format of [RFC2392] except the scheme name must be “pid:”. In the case of Parent ROs the <uid> SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.

If its parent <context> element is included in the <individual> element, the <uid> element(s) specifies the individual to which the content is constrained. A <uid> element can contain an IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content to the individual.

In the case of IMSI binding, the format of its value MUST be “IMSI:x” (without the quotes) where x is replaced by the IMSI to which content is bound. If content is bound to multiple IMSI values, then multiple <uid> elements MUST be used.

In the case of WIM binding, the format of its value MUST be “WIM:x” (without the quotes) where x is replaced by the PKC_Id of the WIM to which content is bound.

If its parent <context> element is included in the <system> element, the <uid> element specifies the target system to which the logically integral unit of DRM Content and the Rights Object(s) are allowed to be exported or transiently rendered to. Its value MUST be the name of the target system(s) as defined by OMNA.
If the <export> permission is granted to more than one target system, then these are enumerated by using multiple <uid> elements. In this case, the <count> constraint applies to the combined export transactions of all target systems. If multiple target systems are specified, and one of the target systems is the same as the original DRM system (e.g. OMA DRM) then it does NOT mean that the Rights can be exported between two Devices that adopt identical DRM system. The original DRM system can be specified to enable re-import back to the original DRM system.
The only instances when a <context> element MAY contain more than one <uid> element is when the <context> element is contained in an <individual> or <system> element.
If its parent <context> element is included in the <inherit> element, the <uid> element specifies the UID of the <asset> element in the parent Rights Object from where to inherit Permissions and Constraints (see section Error! Reference source not found.).


Change 3: Change the following section of OMA-TS-DRM_REL-V2_1-20061130-D.doc
6.1 ODRL Subset

Figure Error! No text of specified style in document..1 depicts the syntax of the ODRL mobile profile using XML document type definition Error! Reference source not found.. The document type definition has the public identifier ’-//OMA//DTD DRMREL 2.0//EN’ and is located at ’http://www.openmobilealliance.org/tech/DTD/drmrel20.dtd’.

A DRM Agent MUST be able to parse all elements defined in the DRM REL DTD. Proprietary elements MAY be added in new namespaces. DRM Agents MAY ignore any element not defined in the DRM REL DTD. This DTD defines the valid subset of Rights Objects for OMA DRM 2.0 that can be generated as jointly defined by the ODRL expression language XML schema, the ODRL data dictionary XML schema and the OMA data dictionary XML schema.

Rights Issuer servers MUST be able to generate Rights Object according to the below DTD.

<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)>

<!ATTLIST o-ex:rights


xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX”


xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD”


xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd”


xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#”


xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#”


o-ex:id id #REQUIRED

>

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

<!ELEMENT o-dd:version (#PCDATA)>

<!ELEMENT o-dd:uid (#PCDATA)>

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)>

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

<!ATTLIST o-ex:asset

   o-ex:id ID #IMPLIED

   o-ex:idref IDREF #IMPLIED

>

<!ELEMENT o-ex:inherit (o-ex:context)>

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)>

<!ELEMENT ds:DigestMethod (#PCDATA)>

<!ATTLIST ds:DigestMethod


Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"

>

<!ELEMENT ds:DigestValue (#PCDATA)>
<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

<!ELEMENT xenc:EncryptionMethod (#PCDATA)>

<!ATTLIST xenc:EncryptionMethod


Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"

>

<!ELEMENT xenc:CipherData (xenc:CipherValue)>

<!ELEMENT xenc:CipherValue (#PCDATA)>

<!ELEMENT ds:RetrievalMethod (#PCDATA)>

<!ATTLIST ds:RetrievalMethod


URI CDATA #REQUIRED

>

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

<!ATTLIST o-ex:permission


oma-dd:onExpiredURL CDATA #IMPLIED

>
<!ELEMENT o-dd:play (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:display (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:execute (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:print (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)>
<!ATTLIST o-ex:constraint

   o-ex:id ID #IMPLIED
>

<!ELEMENT o-dd:count (#PCDATA)>

<!ELEMENT oma-dd:timed-count (#PCDATA)>

<!ATTLIST oma-dd:timed-count


oma-dd:timer CDATA #IMPLIED

>

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>

<!ELEMENT o-dd:start (#PCDATA)>

<!ELEMENT o-dd:end (#PCDATA)>

<!ELEMENT o-dd:interval (#PCDATA)>

<!ELEMENT o-dd:accumulated (#PCDATA)>

<!ELEMENT o-dd:individual (o-ex:context)>

<!ELEMENT oma-dd:export (o-ex:constraint, o-ex-requirement?)>

<!ATTLIST oma-dd:export


oma-dd:mode (move | copy) #REQUIRED
    oma-dd:transcribe CDATA #IMPLIED
>

<!ELEMENT oma-dd:system (o-ex:context+)>

<!ELEMENT o-ex:requirement (o-dd:tracked?)>

<!ELEMENT o-dd:tracked EMPTY>

<!ATTLIST o-dd:tracked


oma-dd:timed CDATA #IMPLIED


oma-dd:contentAccessGranted CDATA #IMPLIED

>

Figure Error! No text of specified style in document..1. Syntax.

6.2 OMA Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilealliance.com/oma-dd"
   xmlns:xsd="http://www.w3.org/2001/XMLSchema"

   xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
   xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

   xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
   xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"
   elementFormDefault="qualified" attributeFormDefault="qualified"
>
   <xsd:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://odrl.net/1.1/ODRL-EX-11.xsd"/>

   <xsd:element name="export" substitutionGroup="o-ex:permissionElement">

      <xsd:complexType>

         <xsd:complexContent>

            <xsd:extension base="o-ex:permissionType">

               <xsd:attribute name="mode" use="required">

                  <xsd:simpleType>

                     <xsd:restriction base="xsd:NMTOKEN">

                        <xsd:enumeration value="move"/>

                        <xsd:enumeration value="copy"/>

                     </xsd:restriction>

                  </xsd:simpleType>

               </xsd:attribute>
<xsd:attribute name="transcribe" type="xsd:boolean" use=”optional”/>
            </xsd:extension>

         </xsd:complexContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:element name="system" type="o-ex:constraintType"
       substitutionGroup="o-ex:constraintElement"/>
   <xsd:element name="timed-count" substitutionGroup="o-ex:constraintElement">

      <xsd:complexType>

         <xsd:simpleContent>

            <xsd:extension base="xsd:positiveInteger">

               <xsd:attribute name="timer" type="xsd:positiveInteger" use="required"/>

            </xsd:extension>

         </xsd:simpleContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:attribute name="timed" type="xsd:positiveInteger"/>
   <xsd:attribute name=" contentAccessGranted" type="xsd:boolean"/>
   <xsd:attribute name="onExpiredURL" type="xsd:anyURL"/>
</xsd:schema>
Figure Error! No text of specified style in document..2. OMA Data Dictionary schema
Change 4: Modify section C.7.1 and C.7.2 and add section C.7.3 into OMA-TS-DRM_REL-V2_1-20061130-D.doc

C.7.1

Move

<o-ex:rights

xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

o-ex:id="C.5.1">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:display/>

   <o-dd:print/>

   <oma-dd:export oma-dd:mode="move" oma-dd:transcribe=”false”>

    <o-ex:constraint>

     <oma-dd:system>

      <o-ex:context>

       <o-dd:version>1.0</o-dd:version>

       <o-dd:uid>XYZ</o-dd:uid>

      </o-ex:context>

     </oma-dd:system>

    </o-ex:constraint>

   </oma-dd:export>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>
C.7.2

Multiple Permissions for Multiple Content Objects

<o-ex:rights

xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

o-ex:id="C.5.2">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset o-ex:id="Asset-1">

   <o-ex:context>

    <o-dd:uid>ContentID1</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:asset o-ex:id="Asset-2">

   <o-ex:context>

    <o-dd:uid>ContentID2</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <oma-dd:export oma-dd:mode="copy" oma-dd:transcribe=”false”>

    <o-ex:constraint>

     <o-dd:count>1</o-dd:count>

     <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2004-12-31T23:59:59Z</o-dd:end>

     </o-dd:datetime>

     <oma-dd:system>

      <o-ex:context>

       <o-dd:version>1.0</o-dd:version>

       <o-dd:uid>XYZ</o-dd:uid>

      </o-ex:context>

     </oma-dd:system>

    </o-ex:constraint>

   </oma-dd:export>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset o-ex:idref="Asset-1"/>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2004-12-31T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset o-ex:idref="Asset-2"/>

   <o-dd:print>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2004-12-31T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:print>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

C.7.3 Mutual Export
The following is an example RO that can be “mutually” exported among Multi-DRM systems. 

The following RO allows export of the DCF identified by “ContentID” along with unconstrained display and print permissions. Export is allowed to either DRM_A or DRM_B. When the RO is exported to DRM_A or DRM_B, the <export> permission will also be transcribed, such that the target DRM system will allow export back to OMA DRM, or to the other external DRM system. For example if the content and rights are initially exported to DRM_A; then DRM_A may export the content and rights back to OMA DRM or on to DRM_B.  

<o-ex:rights

xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

o-ex:id="C.5.1">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:display/>

   <o-dd:print/>

   <oma-dd:export oma-dd:mode="move" oma-dd:transcribe=”true”>
    <o-ex:constraint>

     <oma-dd:system>      
<o-ex:context>

       <o-dd:version>1.0</o-dd:version>

       <o-dd:uid>DRM_A</o-dd:uid>

      </o-ex:context>
<o-ex:context>

       <o-dd:version>1.0</o-dd:version>

       <o-dd:uid>DRM_B</o-dd:uid>

      </o-ex:context>
<o-ex:context>

       <o-dd:version>2.1</o-dd:version>

       <o-dd:uid>OMA DRM</o-dd:uid>

      </o-ex:context>
     </oma-dd:system>

    </o-ex:constraint>

   </oma-dd:export>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>
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