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1 Reason for Change

The various SRM platforms may support different transport protocols for communication with Devices.  It was previously agreed to create informative appendices for HTTP mapping and SRM APIs.  This CR defines a common set of APIs for interoperability between DRM Agents and SRM Agents to support the different SRM platforms.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the proposed text for inclusion in the SRM Technical Specification.
6 Detailed Change Proposal

Change 1:  Add new appendix for the SRM APIs
Appendix X. SRM-API (Secure Removable Media - Application Programming Interface) (Informative)
The various SRM platforms may support different transport protocols for communication with Devices.  This section defines a common set of APIs that may be used between DRM Agents and SRM Agents to support the different SRM platforms. The APIs specify the parameter format of message requests and responses.  They are applied as follows: 

· Message Request: API call with input parameters

· Message Response: Result of API with output parameters

X.1 Definition structures

	/***********************  To input Input/Output data  **********************/

typedef struct {


unsigned long
len;

/* length of input */

unsigned char*
buf;

/* buffer pointer  */
} f_bytes;
/************************  To input CIDlist ****** *************************/

typedef struct {


unsigned int
num;
/* number of Content ID  */

void*

cid;
/* pointer to *cid[num]  */
} CID;
/* cid is LV format : The first 2 bytes the indicates the length of the CID data that follows */

/************************  To Error Code List *******************************/

typedef unsigned short ERROR_CODE; 



X.2 API list
	API
	Function

	Initialize_Message
CRL_Update_Message
CRL_Retrieval_Message
	Initialize API processing layer
Request to replace the current CRL in the SRM
Request to retrieve the CRL in the SRM

	LRID_Retrieval_Message
	Get Rights list stored in SRM

	Rights_Installation_Message
	Write Rights to SRM

	Rights_Retrieval_Message
	Read SRM RO stored in SRM

	Rights_Update_Message
	Update State Information stored in SRM

	Rights_Removal_Message
	Delete Rights stored in SRM

	Rights_Lock_Message
	Lock Rights stored in SRM

	Rights_Release_Message
	Release locked Rights


X.2.1 Initialize_Message
	Declaration：
 ERROR_CODE API_SRMP_Initialize (void* arg);

Input：
arg

Data for initializing library depends on the specific SRM 
Output：
None
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MEMORY_ERROR

INTERNAL_ERROR

Function
Initialize API processing layer
Prior condition：
None
Post condition：
None

Notice：
· The processing in this API is depends on the type of SRM. Each SRM provides specific functions to initialize processing with this API. 



X.2.2 CRL_Update_Message
	Declaration：
 ERROR_CODE CRL_Update_Message ( f_bytes* crlSRMData, f_bytes* crlDeviceData);

Input：
crlSRMData

SRM listed CRL data
crlDeviceData
Device listed CRL data
Output：
none
Return value：
NO_ERROR

OLD_CRL
CRL_VERIFICATION_FAILED

UNKNOWN_ERROR
Function
SRM Agent replaces the current CRL in the SRM with the received CRL, if it is newer
Prior condition：
None
Post condition：
None

Notice：
· Either crlSRMData or crlDeviceData can be 0 (i.e. the length of crlSRMData is 0 )



X.2.3 CRL_Retrieval_Message
	Declaration：
 ERROR_CODE CRL_Retrieval_Message (f_bytes* crlSRMData, f_bytes* crlDeviceData);

Input：
none
Output：
crlSRMData

SRM listed CRL data

crlDeviceData
Device listed CRL data

Return value：
NO_ERROR

UNKNOWN_ERROR
Function
Get CRLs  stored in SRM
Prior condition：
None
Post condition：
None

Notice：



X.2.4 LRID_Retrieval_Message
	Declaration：
 ERROR_CODE LRID_Retrieval_Message (unsigned long offset, unsigned long length ,
 


 f_bytes* encData, unsigned char* remainFlag);

Input：
offset

Offset of Rights List ( BLOCK union)

length

Length of Rights List ( Number of BLOCKs)

Output：
encData

Rights List data encrypted by Session Key
remainFlag

Remain Data Flag ( 0: No more data   1: More data remains )
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

MEMORY_ERROR

INVALID_HMAC_ERROR

HMAC_ERROR_IN_RESPONSE
INTERNAL_ERROR

Function
Get Rights list stored in SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：
· BLOCK size is defined by each SRM type



X.2.5 Rights_Installation_Message
	Declaration：
 ERROR_CODE Rights_Installation_Message (f_bytes* roID, CID* cidList,





 f_bytes* encSRMData, f_bytes* encESFData));

Input：
roID

ROID of SRM RO to write

cidList

list of contents which are associated with the RO
encSRMData

RO data encrypted by Session Key
encESFData

ESF data encrypted by Session Key
Output：
none
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

NO_ENOUGH_SPACE_ERROR

MEMORY_ERROR

INVALID_HMAC_ERROR

HMAC_ERROR_IN_RESPONSE
INTERNAL_ERROR

Function
Write Right to SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：
· Rights List is updated in this API



X.2.6 Rights_Retrieval_Message
	Declaration：
 ERROR_CODE Rights_Retrieval_Message (f_bytes* roID, unsigned char* rFlag, 





f_bytes* encSRMData, f_bytes* encESFData);

Input：
roID

RO ID to read SRM RO

rFlag

Read Data Flag
Output：
encSRMData

RO data encrypted by Session Key
encESFData

ESF data encrypted by Session Key
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

RIGHTS_NOT_FOUND_ERROR

INVALID_HMAC_ERROR

HMAC_ERROR_IN_RESPONSE
MEMORY_ERROR

INTERNAL_ERROR

Function
Read SRM RO & ESF stored in SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：
· “Read Data Flag” has two parameters
             00h: The Rights is disabled after retrieval
             01h: The Rights stays in the enabled state after retrieval
For the move function, the “Read Data Flag” has the value 00h



X.2.7 Rights_Update_Message
	Declaration：
 ERROR_CODE Rights_Update_Message (f_bytes* roID,  f_bytes* encESFData );
Input：
roID

RO ID to be update

encESFData

ESF data encrypted by Session Key
Output：
None
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

RIGHTS_NOT_FOUND_ERROR

INVALID_HMAC_ERROR
INVALID_DRM_AGENT_ERROR
RIGHTS_NOT_LOCKED_UPDATE_ERROR
UPDATE_FAILURE_ERROR
MEMORY_ERROR

INTERNAL_ERROR

Function
Update State Information stored in SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：



X.2.8 Rights_Removal_Message
	Declaration：
 ERROR_CODE Rights_Removal_Message (f_bytes* roID);

Input：
roID
RO ID of Rights to be deleted

Output：
None
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

RIGHTS_NOT_FOUND_ERROR

INVALID_HMAC_ERROR
MEMORY_ERROR

INTERNAL_ERROR

Function
Delete Rights stored in SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：
· Rights List is updated in this API



X.2.9 Rights_Lock_Message
	Declaration：
 ERROR_CODE Rights_Removal_Message (f_bytes* roID);

Input：
roID
RO ID of Rights to be locked

Output：
None
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

RIGHTS_NOT_FOUND_ERROR

INVALID_HMAC_ERROR
DISABLE_LOCKED_ERROR
MEMORY_ERROR

INTERNAL_ERROR

Function
Lock Rights stored in SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：



X.2.10 Rights_Release_Message
	Declaration：
 ERROR_CODE Rights_Release_Message (f_bytes* roID);

Input：
roID
RO ID of Rights to be released

Output：
None
Return value：
NO_ERROR

INVALID_PARAMETER_ERROR

MUTUAL_AUTH_NOT_COMPLETED_ERROR

NO_CARD_ERROR

RIGHTS_NOT_FOUND_ERROR

INVALID_HMAC_ERROR

RIGHTS_NOT_LOCKED_RELEASE_ERROR
RELEASE_FAILURE_ERROR
MEMORY_ERROR

INTERNAL_ERROR

Function
Release locked Rights stored in SRM
Prior condition：
Mutual authentication is completed
Post condition：
None

Notice：



X.3 Error Codes
	Error Code
	Description

	NO_ERROR
	Success

	INVALID_PARAMETER_ERROR
	Parameter is invalid

	NO_CARD_ERROR
	Card is not inserted

	RIGHTS_NOT_FOUND_ERROR
	Specified Rights do not exist

	NO_ENOUGH_SPACE_ERROR
	No space in SRM

	INVALID_HMAC_ERROR
	HMAC is invalid

	MEMORY_ERROR
	Memory error

	RIGHTS_NOT_LOCKED_UPDATE_ERROR
	The Rights is not locked for update.

	UPDATE_FAILURE_ERROR
	The SRM Agent fails to update Rights.

	INVALID_DRM_AGENT_ERROR
	This DRM Agent hasn’t locked the Rights

	DISABLE_LOCKED_ERROR
	The Rights has already been disabled or locked.

	RIGHTS_NOT_LOCKED_RELEASE_ERROR
	The Rights is not locked for release

	RELEASE_FAILURE_ERROR
	The SRM Agent fails to release Rights.

	OLD_CRL
	CRL in the request is older than the CRL in SRM

	CRL_VERIFICATION_FAILED
	The verification of the CRL signature failed.

	INTERNAL_ERROR
	Uncategorized Internal error

	UNKNOWN_ERROR
	Unknown error
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