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1 Reason for Change

This CR redefines Rights. It proposes CEK container separated from Rights Object.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it in the SRM technical specification.
6 Detailed Change Proposal

Change 1:  CEK Container
5.2 Information Structure
5.2.1 Rights
A Rights consists of Rights Object, CEK Container and Extended State Format.
5.2.2.1 Rights Object
The Rights Object is the <protectedRO> element in an RO Response of ROAP [OMADRMv2]. 

· 

· 

· 

· 

The chapter B.x.x specifies the data structure of the Rights Object. The Rights Object is referred to as RO hereinafter in this specification.
CEK Container

The CEK Container contains Content Encryption Key (CEK) from the Rights Object in binary form, i.e. no base64 encoding. If a Rights Object contains multiple <asset> elements, then the CEK Container contains multiple CEKs. CEK is defined in [OMADRMv2].
The chapter B.x.x specifies the data structure of the CEK Container.
5.2.2.2 Extended State Format
The Extended State Format is a set of state information. The <permission> and <constraint> elements in a Rights Object are converted into the Extended State Format. The current state of the <constraint> element is also included. The chapter B.x.x specifies the data structure of the Extended State Format in detail. The Extended State Format is referred to as ESF hereinafter in this specification.
5.2.2 Other Information

5.2.2.3 Rights Object Identifier
The Rights Object Identifier uniquely identifies the Rights Object. It is the id attribute of the <ro> element in the <protectedRO> element which is included in the RO Response of ROAP. The attribute and elements (<ro> and <protectedRO>) are defined in [OMADRMv2]. The chapter B.x specifies the data structure of the Rights Object Identifier. The Rights Object Identifier is referred to as ROID hereinafter in this specification.
Devices and SRMs MUST support ROIDs of at least 256 bytes. It is RECOMMENDED that the Rights Issuer set the ROID to no more than 256 bytes if the Rights may be installed in an SRM.
Content Identifier
The Content Identifier is included in a Rights Object and identifies a DRM Content. It is defined in [OMADRMv2]. The identification may be equivalent to a subscription identifier or a Group ID for a corresponding group of DRM contents. The terms (subscription identifier and Group ID) are defined in [OMADRMv2]. The chapter B.x specifies the data structure of the Content Identifier. The Content Identifier is referred to as ContentID hereinafter in this specification.
Devices and SRMs MUST support ContentIDs of at least 256 bytes. It is RECOMMENDED that a content author not use a ContentID larger than 256 bytes if the Rights may be installed in an SRM.
5.2.2.4 List of Content Identifier
The RO is associated with one DRM content or with multiple DRM contents. The List of Content Identifier is an identifier list of DRM contents which are associated with the RO. The chapter B.x specifies the data structure of the List of Content Identifier.
The List of Content Identifier is referred to as LCID hereinafter in this specification.
5.2.2.5 List of Rights Object Identifier

The List of Rights Object Identifier consists of the ROIDs of the Rights which are associated with a specific DRM content. The chapter B.x specifies the data structure of the List of Rights Object Identifier. The List of Rights Object Identifier is referred to as LROID hereinafter in this specification.
Change 2:  CID vs ContentID

Globally change “CID” to “ContentID”
Change 3:  Parameter modifications in tables
(Table 16) Modification of Rights according to the “change 1”
Table 16: Parameters of RightsInstallationRequest
	Parameters
	Protection Requirement
	Description

	
	
	

	
	
	

	ROID
	Integrity
	Refer to 5.2.2.1

	LCID
	Integrity
	Refer to 5.2.2.3

	CEK Container
	Integrity & Confidentiality
	Refer to 5.2.1.2

	ESF
	Integrity
	Refer to 5.2.1.3

	RO
	Integrity
	Refer to 5.2.1.1


(Table 20) In Washington DC, members had consensus that a response doesn’t need to repeat ROID, if ROID is included in its corresponding request.

Table 20: Parameters of RightsUnsealResponse
	Parameters
	Protection Requirement
	Description

	
	
	

	Error Code
	Integrity
	Error cases of RightsUnsealInSRM in chapter 5.6.1.5. Refer to Table 21


(Table 23, 29) Modification of Rights according to the “change 1”
Table 23: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	CEK Container
	Integrity & Confidentiality
	Refer to 5.2.1.2

	ESF
	Integrity 
	Refer to 5.2.1.3

	RO
	Integrity
	Refer to 5.2.1.1

	Error Code
	Integrity
	Error cases of the RightsRetrievalInSRM and RightsDisablementInSRM actions in chapter 5.6.2.2. Refer to Table 24
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