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1 Reason for Change

This CR redefines Rights to guarantee the compatibility between SRM specs and other DRM 2.0 related specs.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it in the SRM technical specification.
6 Detailed Change Proposal

Change 1:  Rights Redefinition
5.2 Information Structure
5.2.1 Rights
A Rights consists of Rights Object, State Information and REK Container.
5.2.2.1 Rights Object
The Rights Object is the <protectedRO> element in an RO Response of ROAP [OMADRMv2]. 
If the Rights Object is stored in the SRM (i.e. the Rights Object contains the move permission or is preloaded in the SRM), then the Rights Object MUST contain the RI-signature that is equivalent to the <signature> element of the <ro> element (i.e. the Rights Object is signed by a Rights Issuer that is identified by the <riID> element in the <ro> element). The elements are defined in [OMADRMv2]. 
The SRM Agent treats the Rights Object as opaque object and doesn’t need to verify the RI-signature.



· 

· 

· 

· 

The Rights Object is referred to as RO hereinafter in this specification.
It is RECOMMENDED that the Rights Issuer not generates a Rights Object (in XML format) larger than 4096 bytes if the Rights Object may be installed in an SRM.



5.2.2.2 State Information
The State Information is the state information of stateful Rights Objects. This is attached at an RO if the RO is stateful. The chapter B.x.x specifies the data structure of the State Information in detail.
REK Container

The REK Container contains Rights Object Encryption Key (REK) in binary form, i.e. no base64 encoding. REK is defined in [OMADRMv2]. When the REK Container is transferred between the device and SRM, the confidentiality of REK MUST be protected by the secure authenticated channel.
The chapter B.x.x specifies the data structure of the REK Container.

RI Certificate Chain
The SRM may store RI certificate chains. The DRM Agent may use the RI certificate chains when it verifies the RI-signature of the Rights Objects. 
Trust authority may decide whether the verification of the RI-signature is necessary or not when the Rights Object is installed in the device as a part of the Rights movement (Refer to chapter xxx). The default behaviour is that the DRM Agent MUST verify the RI-signature and its RI certificate chain. 

When the Rights Object in the SRM is used for the local consumption (Refer to chapter XXX), the DRM Agent SHOULD verify the RI-signature.
Revocation status and RI certification chain expiration are not checked during verification process. If verification is required and the SRM does not provide the RI certificate chain, the Device MUST get the certificate chain (if it does not have it already). The device can acquire the RI certificate chain via a DRM v2.0 RI Registration or via other methods that is specified by trust authority.
5.2.2 Other Information

5.2.2.3 Rights Object Identifier
The Rights Object Identifier uniquely identifies the Rights Object. It is the id attribute of the <ro> element in the <protectedRO> element which is included in the RO Response of ROAP. The attribute and elements (<ro> and <protectedRO>) are defined in [OMADRMv2]. The Rights Object Identifier is referred to as ROID hereinafter in this specification.
Devices and SRMs MUST support ROIDs of at least 256 bytes. It is RECOMMENDED that the Rights Issuer set the ROID to no more than 256 bytes if the Rights may be installed in an SRM.
5.2.3 Rights Identification Data

5.2.4 The Rights Identification Data contains the followings:

5.2.5 Movable Rights Flag that indicates whether the Rights contains “move” permission or not

5.2.6 Stateful Rights Flag that indicates whether the Rights is stateful or stateless
5.2.7 Constraint Flag that indicates whether the Rights has unlimited constraint or not
5.2.8 Rights type that distinguishes device ROs and domain ROs
5.2.9 DRM version

5.2.10 RO Alias that is retrieved from the ROAP trigger

5.2.11 RI Identifier

5.2.12 RI Alias that is retrieved from the ROAP trigger

5.2.13 The chapter B.x.x specifies the data structure of the Rights Identification Data.

Content Identifier
The Content Identifier is included in a Rights Object and identifies a DRM Content. It is defined in [OMADRMv2]. The identification may be equivalent to a subscription identifier or a Group ID for a corresponding group of DRM contents. The terms (subscription identifier and Group ID) are defined in [OMADRMv2]. The Content Identifier is referred to as ContentID hereinafter in this specification.
Devices and SRMs MUST support ContentIDs of at least 256 bytes. It is RECOMMENDED that a content author not use a ContentID larger than 256 bytes if the Rights may be installed in an SRM.
5.2.2.4 List of Content Identifier
The RO is associated with one DRM content or with multiple DRM contents. The List of Content Identifier is an identifier list of DRM contents which are associated with the RO. The chapter B.x specifies the data structure of the List of Content Identifier.
The List of Content Identifier is referred to as LCID hereinafter in this specification.
5.2.2.5 List of Rights Object Identifier

The List of Rights Object Identifier consists of the ROIDs of the Rights which are associated with a specific DRM content. The chapter B.x specifies the data structure of the List of Rights Object Identifier. The List of Rights Object Identifier is referred to as LROID hereinafter in this specification.
Change 2:  CID vs ContentID

Globally change “CID” to “ContentID”
Change 3:  Parameter modifications in tables
(Table 16) Modification of Rights according to the “change 1”
Table 1: Parameters of RightsInstallationRequest
	Parameters
	Protection Requirement
	Description

	
	
	

	
	
	

	ROID
	Integrity
	Refer to 5.2.2.1

	LCID
	Integrity
	Refer to 5.2.2.3

	Rights Identification Data
	Integrity
	Refer to 5.2.2.2

	REK Container
	Integrity & Confidentiality
	Refer to 5.2.1.3

	Rights Object (RO)
	Integrity
	Refer to 5.2.1.1

	State Information
	Integrity
	Refer to 5.2.1.2. This is attached only when the RO is stateful.




	
	
	

	
	
	

	
	
	


(Table 23, 29) Modification of Rights according to the “change 1”
Table 3: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Rights Identification Data
	Integrity
	Refer to 5.2.2.2

	REK Container
	Integrity & Confidentiality
	Refer to 5.2.1.3

	Rights Object (RO)
	Integrity
	Refer to 5.2.1.1

	State Information
	Integrity
	Refer to 5.2.1.2. This is attached only when the RO is stateful.

	Error Code
	Integrity
	Error cases of the RightsRetrievalResponse are in Table XX














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

