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1 Reason for Change

When Device wants to Move or Direct Render the Rights in SRM, the Device has to be aware of all the ROIDs associated with one or multiple Contents. This is part of the reason why we need LROID Retrieval (see chapter 5.6.5 in current SRM TS). This protocol has currently the following defect:
When Device sends a CID to SRM by LROIDRetrievalRequest, the main useful information returned by SRM is corresponding ROIDs, which are not enough for a User to make a decision on which RO to be Moved or Direct Rendered etc, because the ROID itself means nothing to the User. Since some stateful permission will expire along with the time (e.g. <datetime> & <interval>), it's better to inform the user the stateful permissions/constraints, based on which he/she may make the choice which Rights to retrieve first in the coming Move or Local Consumption Message. 
So this CR suggests a change to LROID Retrieval protocol. The main changes are as follows.
(1) Add two concepts, ROInfo and LROInfo. ROInfo stands for Right Object Information, which contains not only ROID, but also the State Information (if any). LROInfo is a list of ROInfo corresponding to one or multiple Contents.
(2) Change the LROID Retrieval protocol to LROInfo Retrieval protocol, which will be used to retrieve List of Rights Object Information. It can also be used to retrieve only the ROID by setting appropriate value for the ROSIFlag in the LROInfo Retrieval Request.
(3) Change the data structure LROID to LROInfo. 

For more detail, please see section 6 in this CR.
The changes in R01 are as following:

(1) Change “Error Code” to “Status” according to CR0081,
(2) Add “stateFlag” in the LROInfo data structure, which is used to indicate whether State Information is included in the Rights Object Informations.
The change in R02 is as following:

(1) To emphasize in section 5.6.3.2 that the SRM only retrieves the ROInfo of the Rights in enabled/disabled state.
The change in R03 is as following:

(1) Instead of modifying the existing LROID Retrieval protocol, new sections are appended to section 5.6 to provide an alternative flow for the DRM Agent to retrieve Rights Information List from the SRM.
(2) Add description about the “Message Format” and “Exception Handling”
(3) Some other changes to keep the CR be consistency with some agreed CRs in Frankfurt meeting.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it into the current SRM technical specification. 
6 Detailed Change Proposal

Change 1:  Add abbreviations “LROSI” and “ROSI” into chapter 3.3
3.3 Abbreviations

	AES
	Advanced Encryption Standard

	CEK
	Content Encryption Key

	CID
	Content Identifier

	CRL
	Certificate Revocation List

	DRM
	Digital Rights Management

	ESF
	Extended State Format

	GUID
	Globally Unique Identifier

	HMAC
	Keyed-Hash Message Authentication Code

	LCID
	List of Content Identifier

	LROInfo
	List of Rights Object Information

	LROID
	List of Rights Object Identifier

	MAKE
	Mutual Authentication and Key Exchange

	OMA
	Open Mobile Alliance

	PKCS
	Public Key Cryptography Standards

	ROInfo
	Rights Object Information

	ROID
	Rights Object Identifier

	RITS
	Rights Issuer Time Stamp

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	RSA-OAEP
	RSA encryption scheme - Optimal Asymmetric Encryption Padding

	RSA-PSS
	RSA Probabilistic Signature Scheme

	R-UIM
	Removable User Identity Module

	SD
	Secure Digital

	SHA1
	Secure Hash Algorithm

	S-MMC
	Secure MultiMediaCard

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	SRM-AP
	Secure Removable Media - Access Protocol

	SRM-DP
	Secure Removable Media - Detection Protocol

	USIM
	UMTS Subscriber Identity Module


Change 2:  Modify chapter  5.2.2 as follows
5.2.2 Other Information

5.2.2.1 Rights Object Identifier
The Rights Object Identifier is the globally unique RO identification of Rights in chapter 5.2.1. The Rights Object Identifier is referred to as ROID hereinafter in this specification.
5.2.2.2 Rights Object Information

Besides the globally unique RO identification of Rights, the Rights Object Information may also consist of the original Rights Object and remaining State Information. The Rights Object Information is referred to as ROInfo hereinafter in this specification.
5.2.2.3 List of Content Identifier
The RO is associated with one DRM content or with multiple DRM contents. The List of Content Identifier is an identifier list of DRM contents which are associated with the RO. The chapter B.4 specifies the List of Content Identifier in detail.
The List of Content Identifier is referred to as LCID hereinafter in this specification.
5.2.2.4 List of Rights Object Identifier

The List of Rights Object Identifier consists of the ROIDs of the Rights which are associated with a specific DRM content. The chapter B.5 specifies the List of Rights Object Identifier in detail. The List of Rights Object Identifier is referred to as LROID hereinafter in this specification.
5.2.2.5 List of Rights Object Information
The List of Rights Object Information consists of one or multiple ROInfo. The chapter B.x specifies the List of Rights Object Information data structure. The List of Rights Object Information is referred to as LROInfo hereinafter in this specification.
Change 3:  Add new section to 5.6 as follows
5.6.6 LROInfo Retrieval

To retrieve Rights from an SRM, the DRM Agent has to be aware of the Handle of the Rights, and the User may also need to know the Rights Object State Information before he/she can decide which Rights to be retrieved. The LROInfo retrieval function is used to read lists of Rights Object Information from the SRM. By using this message, the DRM Agent SHOULD get the latest list of Handles ( with RO State Information for the Stateful RO ) from the SRM Agent before the Movement of Rights or Local Rights Consumption. The LROInfo Retrieval function is optional for the SRMs.

[image: image1]
Figure 14: Sequence Diagram - LROInfo Retrieval
5.6.6.1 LROInfo Retrieval Message
The DRM Agent sends the LROI RetrievalRequest to retrieve the LROI (List of Rights Object Information) from the SRM. The parameter of the request is defined in Table 41.
Table 44 Parameters of LROInfoRetrievalRequest
	Parameters
	Protection Requirement
	Description

	Hashed ContentID List
	No
	List of H(ContentID). Each ContentID conforms to [RFC2396] and is present in the <uid> element when its parent <context> element is included in the <asset>element of the <ro> element of a Rights Object. The elements (<uid>, <context>, <asset> and <ro>) are defined in [OMADRMv2].

	ROSIFlag
	No
	It indicates SRM Agent what should be returned. 

If ROSIFlag is set to 0, the SRM Agent should only return the list of Handles in the LROInfo field.

If ROSIFlag is set to 1, for the Stateful Rights Object, the SRM Agent should return the list of Handle together with the list of RO State Information.

	LROInfo Length
	No
	Maximum LROInfo length in Kbyte that the DRM Agent can process. If this value is present, the SRM Agent MUST send an LROInfo shorter than or equal to the LROI Length value.

If an LROInfo for a specific CID is longer than the LROInfo Length, the SRM Agent divides the LROInfo into several chunks.


On receiving the LROInfoRetrievalRequest, the SRM Agent generates the LROInfo as specified in chapter 5.6.6.2.
After the action, the SRM Agent sends the LROIRetrievalResponse to carry the result of the action. The parameters of the response are defined in Table 42.
Table 45: Parameters of LROInfoRetrievalResponse
	Parameters
	Protection Requirement

	Description

	LROInfo
	Integrity

	Refer to 5.2.2.4
This parameter contains an LROInfo or a chunk of an LROInfo if the LROInfo has been divided into several chunks. If ROSIFlag is set to 0, this field should only contain the list of Handles; else if ROSIFlag is set 1, this field should also contain the list of RO State Information.

	Continuation Flag
	Integrity

	It is assumed that an LROInfo is divided into several chunks.

00h: The LROInfo in this response is the last chunk of the whole LROInfo, or the LROInfo hasn’t been divided into chunks (i.e. the LROInfo is shorter than or equal to the LROInfo Length in the request, or the LROInfo Length field is not present in the request). 

01h: An LROInfo has been divided into several chunks. The LROInfo in this response is a chunk of the whole LROInfo, and there are other chunks that are subsequent to the chunk. 

	LROInfo Length
	Integrity

	This is the KByte length of a chunk, and is present when the length of the chunk is not equal to theLROInfo Length in the request.

	Status
	Integrity

	Error cases of the LROIRetrievalInSRM action in chapter 5.6.5.2. Refer to Table 43


On receiving the response, the DRM Agent verifies the integrity of parameters in the response.

If the Continuation Flag contains the value 01h, the DRM Agent SHOULD send the LROInfoRetrievalRequest again in order to retrieve the next chunk. The DRM Agent repeats the LROInfoRetrievalRequest until the response contains the value 00h in the Continuation Flag parameter. 

If the DRM Agent sends a different message or sends the LROInfoRetrievalRequest with different parameter values than the previous values, then the SRM Agent resets the operation (i.e. the SRM Agent returns the LROInfo from the first chunk again).

If an LROInfo is divided into several chunks, a chunk may not maintain the complete data structure in chapter B.5. The DRM Agent MUST concatenate all chunks in sequence from the SRM Agent in order to complete the LROInfo data structure.

5.6.6.2 LROInfo Retrieval in SRM
The CID in the LROInfoRetrievalRequest is the identification of a content. The content can be associated with one or multiple Rights. The LROInfoRetrievalInSRM action generates LROInfo that are associated with the content. The SRM only retrieves the ROInfo of the enabled/unsealed Rights; it SHALL not retrieve the ROInfo of the Rights which is in disabled or sealed state.
On receiving the LROInfoRetrievalRequest, the SRM Agent performs the following actions:

· To verify the integrity of the request parameters

· In case of absence of CID in the request (i.e. the length of CID is 0), the SRM Agent generates an LROInfo of all Rights in the SRM.
· In case of presence of CID in the request (i.e. the length of CID is not 0), the SRM Agent generates an LROInfo of the enabled/unsealed Rights in the SRM that are associated with a specific content. The content is identified by the CID in the request.
If any error occurs during the retrieval, the error MUST be reported to the DRM Agent. The Status parameter of the LROSIRetrievalResponse contains the error cases as defined in Table 43.
Table 46: Status of LROInfoRetrievalResponse

	Status
	Description

	Success
	The LROInfoRetrievalInSRM action is succeeded.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Handle Not Found
	There is no Handle in SRM associated with a specific content that is identified by the H(ContentID) in the LROIRetrievalRequest.

	StateInformation Generation Failed
	If the ROSIFlag is set to1 and the SRM failed to generate the State Information of the Stateful Rights Object due to the capability restrict, StateInfo Generation Failed is set to 1. When this error occurs, the SRM may carry only the list of Handles in the LROSIRetrievalResponse though the value of ROSIFlag is set to 1.

	Unknown Error
	Other errors


5.6.6.3 Message format
The message format (MessageBody) of theLROInfoRetrievalRequest is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘0’.
MessageBody() {
    LROInfoLengthPresent

1
bslbf

rosiFlag
         
1
bslbf
    rfu

6
bslbf
    numOfContentId

8
bslbf

    if ( i = 0 ; i < numOfContentId ; i++ ) {

        HashedContentId()

}
    if (LROInfoLengthPresent) {

        LROInfoLength
   
16
uimsbf

    }

}

The fields are defined as follows:

· LROInfoLengthPresent - if ‘1’, then LROInfoLength is present in this message
· numOfContentId – Number of HashedContentId in Hashed ContentId List parameter in Table 44
· HashedContentId – Hash of ContentId
· rosiFlag - if’1’, then the SRM Agent should return the list of Handle together with the list of RO State Information in the LROInfoRetrievalResponse
· LROInfoLength – Handle List Length parameter in Table 1
The message format (MessageBody) of theLROInfoRetrievalResponse is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘1’.
MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        LROInfoLengthPresent
        1
bslbf
        rfu

7
bslbf
        LROInfo()

        continuationFlag

8
uimsbf

        if ( LROInfoLengthPresent ) {

            LROInfoLength

16
uimsbf

        }

    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.

· handleListLengthPresent - if ‘1’, then LROInfoLength is present in this message
· LROInfo – LROInfo parameter in Table 45
· continuationFlag – Continuation Flag parameter in Table 45
· LROInfoLength – LROInfo Length parameter in Table 45
5.6.6.4 Exception Handling
There may be an unexpected exception during the LROInfo Retrieval Message processing as specified in section XXXX. [Section 5.6.1 of CR-0088R01 will be referred to.] If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates the LROInfo Retrieval Message processing. The user may be informed of the exception.

Change 4:  Add new section B.2.7 to Appendix B as follows
B.2.7  LROInfo (List of Rights Object Information)

A data structure for LROInfo is described as follows:

Lroinfo () {

numberOfContentID
16
uimsbf
rosiFlag
1
bslbf
stateFlag   1     bslbf
rfu

6     bslbf
    for ( i = 0 ; i < numberOfContentID ; i++ ) {
        HashedContentID()

        numberOfHandle
16
uimsbf
        for ( j = 0 ; j < numberOfHandle ; j++ ) {
             //List of Handle
             Handle()
             If ( rosiFlag ) {
                //In this case, a list of ROSI is presented, which 
//follows the definition of the State Information

                RightsInformation ()
             }

        }
}

}
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