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1 Reason for Change

This CR compares three alternative solutions to the comment below and proposes one option in detail. The other 2 options are detailed in 2 other CRs (0047 and 0048).

2.4 OMA-TS-DRM_DCF-V2_1-20070115-D

	D005
	2007.02.05
	T
	
	Source: John Bernsen, Philips
Form: OMA-DLDRM-2007-0041
Comment: The content in a DCF and PDCF is encrypted. It is therefore not possible to determine the exact profile of the content (codec, profile, level, etc.) without having an RO for this content and possibly consuming stateful rights.

Therefore, it should be possible to insert one or more profile names in a (P)DCF, so it becomes simple to determine which renderers have the capability to render the content.

NOTE It is not our intention to specify profiles themselves in OMA, but only to provide a place in a (P)DCF file for storing name(s) of profiles.
Proposed Change: We have determined three alternatives to solve this, which will be uploaded soon for DLDRM to discuss.
	Status: OPEN


Discussion
For determining whether or not a particular content can be played back on a certain device, the information in the MIME type is usually not sufficient. E.g., take a MIME type such as “audio/aac”. The AAC family has had several extensions or profiles (such as e.g. Low Complexity AAC, High-Efficiency AAC, etc.), within each extension or profile, different levels have been defined. Usually, devices designed to support a certain profile/level combination do not support higher levels within the same profile, or more extended profiles.
Systems that do need detailed information on content properties, such as profile and level in the example case of audio/aac, usually rely on analysing the content in order to find this out. However, this is not possible for encrypted content.
The content in a (P)DCF file is encrypted. The current DCF specification specifies that the MIME type MUST be indicated in the ContentType field of the OMADRMCommonHeaders box. The current DCF specification specifies that the OMADRMCommonHeaders box is present within a DCF as well as a PDCF. However, the DCF specification mentions no more detailed profile/level information.

This means that detailed profile/level information cannot be obtained for content contained in a (P)DCF file.
We found three ways to include profile names in (P)DCF files.

1. Create a new textual header in section 5.2.2

Advantages:

· Textual headers are located in OMADRMCommonHeaders box, which is present in both DCF and PDCF

· OMA can set it, no dependence on other standardisation bodies.

Disadvantages:

· There is an OMADRMCommonHeaders box per track in a PDCF, which means that the profile name is duplicated. What if there is a different profile name per track?

2. Create a new box in the OMADRMDiscreteHeaders box, using flags value 0x000002
Advantages:

· This new box is located in OMADRMCommonHeaders box, which is present in both DCF and PDCF

· OMA can set it, no dependence on other standardisation bodies.

Disadvantages:

· The OMADRMDiscreteHeaders box is not present in a PDCF.

· Some legacy devices may have problems ignoring this new box, as the DCF specification is not clear on optional status of unrecognised flags.

3. Create a new user-data sub-box ‘ProfileName’ in the user-data box ('udta') in section 6.3.2.3
Advantages:

· Profile name is in fact meta-data; other meta-data (such as 3GPP defined meta-data) is in the user-data box ('udta')
· OMA can set it, no dependence on other standardisation bodies. However, synchronisation with 3GPP would be desirable.
Disadvantages:

· The OMA DCF specification does not specify the use of the user-data box ('udta') box with the OMA/3GPP extensions for the PDCF file format (although in the standard ISO file format, the ‘udta’ box is defined for use in the optional ‘skip’ box).
· Some legacy devices may have problems ignoring this new box, as the DCF specification is not clear on optional status of unrecognised flags.

We think it is important that OMA chooses one of the three options, or yet another option, for including the profile name in a (P)DCF file.
This CR proposes an extension to the OMADRMCommonHeaders box in which content or service providers can insert one or more profile names according to option 1 above. The profile names are in the form of a URI, which means the profile definitions of any profile standardisation body can be inserted. It is not the objective of this CR to define actual profile names. Content authors are encouraged to include one or more profile names.
The other two options are worked out in 2 accompanying CRs (0047 and 0048).
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6, or with the changes proposed in one of the two accompanying CRs.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.2.2 Textual Headers

The TextualHeaders field MAY contain additional information about the content. 

Textual headers are represented by name value pairs, where name and value are separated with a colon ‘:’ and the pair is terminated with a NULL (‘\0’) character. A header (name value pair) MUST NOT include leading or trailing whitespace (such as \r\n). Further, a header name MUST NOT include a colon (‘:’) character, as the first instance or the character will stop scanning for the header name. Header value MAY include colon characters as the value is always assumed to continue after the first colon until a NULL character is reached. 

The next header name MUST begin immediately after the terminating NULL character of the previous header, if TextualHeadersLength is greater than the current scanning position. All headers MUST have a value, i.e. an empty value is not permitted.

The textual headers field continues until the TextualHeadersLength offset or the end of the box is reached. The TextualHeadersLength field MUST be used to determine the TextualHeaders field length.

An example representation of the textual headers:

 Silent:on-demand;http://myissuer.com/silent?cid=428\0Preview:instant;cid:429@myissuer.com\0

Each supported header is defined using augmented Backus-Naur Form (BNF) [RFC2234]. The textual headers are encoded using UTF-8 encoding. Ordering of headers is significant, and the headers MUST be in the order of priority, from highest to lowest. This means that e.g. if the textual headers include both Silent and Preview headers, whichever appears first in the field is considered to have priority over the second. 

5.2.2.1 Silent header

The Silent header is an indication to the client that the Rights Object for this DRM Content can be obtained silently from the Rights Issuer, without user interaction for payments, etc.

Silent = “Silent” “:” silent-method “;” parameter

silent-method = token

parameter = silent-rights-url

silent-rights-url = token

	silent-method
	Semantics

	“on-demand”
	Rights should be acquired silently, on demand when the user chooses to play the content.

	“in-advance”
	Rights should be acquired in advance, at the earliest opportunity. 


The parameter silent-rights-url MUST be a URL according to [RFC2396] and a successful request to the URL MUST return a ROAP Trigger, a Download Descriptor or a bundled Download Descriptor and ROAP Trigger as defined in [DRM-v2]. If silent-rights-url is a HTTP URL and the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.

The parameter silent-rights-url MUST be specified on the Silent header. The device MUST use this silent-rights-url to obtain rights silently and automatically according to [DRM-v2].

5.2.2.2 Preview header

The Preview header contains an indication to the client that it is possible to provide a preview for this DRM Content.

If the preview-method is “instant”, then the specific media element to be used for preview MUST be indicated using the preview-element-uri parameter. In addition, this media element MUST be NULL-encrypted, and as such, MUST have an EncryptionMethod header with the algorithm-id parameter set to NULL.

Preview = “Preview” “:” preview-method (“;” parameter ) 

preview-method = token

parameter = 
preview-element-uri | preview-rights-url 

preview-element-uri = token

preview-rights-url = token
	Preview-method
	Semantics

	“instant”
	This indicates that one of the elements within this file can be used for preview.

If instant method is specified, then preview-element-uri MUST be specified.

	“preview-rights”
	This indicates that a preview Rights Object can be obtained by requesting it silently from the Rights Issuer, without user interaction

If preview-rights method is specified, then preview-rights-url MUST be specified.


The parameter preview-element-uri MUST be a unique identifier and a URI according to [RFC2396]. And, it MUST resolve to an element present within the same file. 

The parameter preview-rights-url MUST be a URL according to [RFC2396] and a successful request to the URL MUST return a ROAP Trigger, a Download Descriptor or a bundled Download Descriptor and ROAP Trigger as defined in [DRM-v2]. If preview-rights-url is a HTTP URL and the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.

If the preview-method is indicated as “instant”, the preview element can be used freely with unlimited use, without acquiring any Rights Objects.

If the preview-method is “preview-rights”, then the preview-rights-url MUST be indicated as a parameter. When the client connects to the Rights Issuer with this URL, this MUST NOT result in any re-direction.

5.2.2.3 ContentURL header

The ContentURL header is used to indicate a location for acquiring the DCF or PDCF. This MAY be used to e.g. download an alternative version of the file if a device does not support the content types in the current file, such as resolution or codec. The consuming device MAY provide the option to forward the ContentURL to other users as an alternative form of superdistribution. The mechanism is defined in OMA DRM specification [DRM-v2].

ContentURL = “ContentURL” “:” content-url

content-url = token

The content-url MUST be a URL according to [RFC2396] and MUST be an absolute identifier. The device MAY access the ContentURL from the DCF and use it to establish e.g. a browsing session without acquiring a Rights Object for the DRM Content.

5.2.2.4 ContentVersion header

The ContentVersion header defines the version of the content. This header MAY be used to uniquely identify the incarnation of this DRM Content Object.

ContentVersion = “ContentVersion” “:” original-content-identifier “:” version-identifier

original-content-identifier = token

version-identifier = *digit

Where original-content-identifier MUST be a matching string for all versions of the same Content and version-identifier MUST be a number in range 0..65535, incremented by each version.

5.2.2.5 Content-Location header

The Content-Location header MAY be used to indicate a relative location for the Content Object. This MAY be used for e.g. referencing purposes within the DCF file or determining a meaningful file name when exporting the Content Object.

ContentLocation = “Content-Location” “:” content-uri

content-uri = token

The content-uri MUST be a file name, relative to the location of the DCF file. 

5.2.2.6 Custom headers

Content author MAY insert additional Custom headers to the TextualHeaders field. Custom headers MUST follow the generic syntax defined below, encoded using UTF-8 encoding. 

OtherHeader = Header-name “:” Header-value

Header-name = token

Header-value = token

Consuming Devices MUST ignore the headers that they do not recognize.
5.2.2.7 ProfileName header
The ProfileName header contains a profile names for this DRM Content. The purpose of a profile name is to define in detail what resources are needed to render this content (e.g. codec, profile and level). Note that this specification does not specify actual profile names.
ProfileName = “ProfileName” “:” profile-name-uri

profile-name-uri = token

The profile-name-uri MUST be a unique identifier and a URI according to [RFC2396]. In addition, it MUST resolve to a profile name specified by some standardisation body (e.g. “//www.dlna.org/AAC_ISO_320”). 
Content Authors SHOULD insert a ProfileNames box, containing one or more Profile Names in order to provide a simple way whether this content can be rendered on a specific device or not.
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