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1 Reason for Change

This CR compares three alternative solutions to the comment below and proposes one option in detail. The other 2 options are detailed in 2 other CRs (0046 and 0047).

2.4 OMA-TS-DRM_DCF-V2_1-20070115-D

	D005
	2007.02.05
	T
	
	Source: John Bernsen, Philips
Form: OMA-DLDRM-2007-0041
Comment: The content in a DCF and PDCF is encrypted. It is therefore not possible to determine the exact profile of the content (codec, profile, level, etc.) without having an RO for this content and possibly consuming stateful rights.

Therefore, it should be possible to insert one or more profile names in a (P)DCF, so it becomes simple to determine which renderers have the capability to render the content.

NOTE It is not our intention to specify profiles themselves in OMA, but only to provide a place in a (P)DCF file for storing name(s) of profiles.
Proposed Change: We have determined three alternatives to solve this, which will be uploaded soon for DLDRM to discuss.
	Status: OPEN


Discussion
For determining whether or not a particular content can be played back on a certain device, the information in the MIME type is usually not sufficient. E.g., take a MIME type such as “audio/aac”. The AAC family has had several extensions or profiles (such as e.g. Low Complexity AAC, High-Efficiency AAC, etc.), within each extension or profile, different levels have been defined. Usually, devices designed to support a certain profile/level combination do not support higher levels within the same profile, or more extended profiles.
Systems that do need detailed information on content properties, such as profile and level in the example case of audio/aac, usually rely on analysing the content in order to find this out. However, this is not possible for encrypted content.
The content in a (P)DCF file is encrypted. The current DCF specification specifies that the MIME type MUST be indicated in the ContentType field of the OMADRMCommonHeaders box. The current DCF specification specifies that the OMADRMCommonHeaders box is present within a DCF as well as a PDCF. However, the DCF specification mentions no more detailed profile/level information.

This means that detailed profile/level information cannot be obtained for content contained in a (P)DCF file.
We found three ways to include profile names in (P)DCF files.

1. Create a new textual header in section 5.2.2

Advantages:

· Textual headers are located in OMADRMCommonHeaders box, which is present in both DCF and PDCF

· OMA can set it, no dependence on other standardisation bodies.

Disadvantages:

· There is an OMADRMCommonHeaders box per track in a PDCF, which means that the profile name is duplicated. What if there is a different profile name per track?

2. Create a new box in the OMADRMDiscreteHeaders box, using flags value 0x000002
Advantages:

· This new box is located in OMADRMCommonHeaders box, which is present in both DCF and PDCF

· OMA can set it, no dependence on other standardisation bodies.

Disadvantages:

· There is an OMADRMCommonHeaders box per track in a PDCF, which means that the profile name is duplicated. What if there is a different profile name per track?

· Some legacy devices may have problems ignoring this new box, as the DCF specification is not clear on optional status of unrecognised flags.

3. Create a new user-data sub-box ‘ProfileName’ in the user-data box ('udta') in section 6.3.2.3
Advantages:

· Profile name is in fact meta-data; other meta-data (such as 3GPP defined meta-data) is in the user-data box ('udta')
· OMA can set it, no dependence on other standardisation bodies. However, synchronisation with 3GPP would be desirable.
Disadvantages:

· The OMA DCF specification does not specify the use of the user-data box ('udta') box with the OMA/3GPP extensions for the PDCF file format (although in the standard ISO file format, the ‘udta’ box is defined for use in the optional ‘skip’ box).
· Some legacy devices may have problems ignoring this new box, as the DCF specification is not clear on optional status of unrecognised flags.

We think it is important that OMA chooses one of the three options, or yet another option, for including the profile name in a (P)DCF file.
This CR proposes an extension to the OMADRMCommonHeaders box in which content or service providers can insert one or more profile names according to option 3 above. The profile names are in the form of a URI, which means the profile definitions of any profile standardisation body can be inserted. It is not the objective of this CR to define actual profile names. Content authors are encouraged to include one or more profile names.
For option 3, something specific for DCF (in Change 1) and PDCF (in Change 2) is required. In addition, Appendix B must be updated (in Change 3).

The other two options are worked out in 2 accompanying CRs (0046 and 0047).
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6, or with the changes proposed in one of the two accompanying CRs.
6 Detailed Change Proposal

Change 1:  Option 3: add section to 6.3.2.3 for DCF support of Profile Names
6.3.2.3 User-Data

A user-data box ('udta'), as defined in [ISO14496-12], MAY be present in the discrete headers box. When a DCF includes the UserDataBox, it MUST be added immediately after the OMADRMCommonHeaders box. The presence of the user-data box MUST be indicated with the flag 0x000001 in the containing box header. The user-data box is a container box for informative user data. This user information is formatted as a set of sub-boxes with specific box types that more precisely define their usage.  Each of the sub-boxes MAY be included only once unless otherwise noted.

Some of these sub-boxes contain text information, which is metadata, as defined in [TS26.244]. This specification supports a superset of the sub-boxes defined in [TS26.244].

A Device MUST NOT modify any of the sub-boxes in the User-Data box in the OMADRMDiscreteHeaders.

The User-Data in the OMADRMDiscreteHeaders MAY be protected for integrity by using a DCF hash.

6.3.2.3.1 Usual User-Data sub-boxes

The User-Data box in the OMADRMDiscreteHeaders MAY include any User-Data sub-boxes as defined in 3GPP [TS26.244].

The following sub-boxes are currently specified:

· titl – title for the media (see [TS26.244] table 8.1)

· dscp – caption or description for the media (see [TS26.244] table 8.2)

· cprt – notice about organisation holding copyright for the media file (see [TS26.244] table 8.3)

· perf – performer or artist (see [TS26.244] table 8.4)

· auth – author of the media (see [TS26.244] table 8.5)

· gnre – genre (category and style) of the media (see [TS26.244] table 8.6)

· rtng – media rating (see [TS26.244] table 8.7)

· clsf – classification of the media (see [TS26.244] table 8.8)

· kywd – media keywords (see [TS26.244] table 8.9)

· loci – location information (see [TS26.244] table 8.10)

· albm – album title and track number for the media (see [TS26.244] table 8.11)

· yrrc – recording year for the media (see [TS26.244] table 8.12)

Each of those sub-boxes MAY be included zero, one or more time as noted in 3GPP [TS26.244].

6.3.2.3.2 IconURI

aligned(8) class OMADRMIconURI extends FullBox('icnu', version, 0) {


char


IconURI[];

// Icon URI
}
The IconURI box (‘icnu’) contains a URI where an appropriate icon for this content may be retrieved from.  The device MAY request the object at this URI, and if an appropriate content is returned, use this as an icon associated with the content to the user.

The value of the IconURI MUST be a URI according to [RFC2396]. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached. 

If the DCF is a Multipart DCF, a IconURI MAY be a CID reference [RFC2557] within the current file. In this case, the referenced Content Object MUST be NULL-encrypted.

Table 9: IconURI box

	Field name
	Type
	Purpose

	IconURI
	char[]
	URI for an Icon for the content.  


6.3.2.3.3 InfoURL

aligned(8) class OMADRMInfoURL extends FullBox('infu', version, 0) {


char


InfoURL[];

// Info URL
}
The InfoURL box (‘infu’) contains a URL where additional information can be found regarding the Content Object. The device MAY obtain this information prior to using the RightsIssuerURL field or after the Rights Object has been obtained.

The value of the InfoURL MUST be a URL according to [RFC2396] and MUST be an absolute identifier. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.

Table 10: InfoURL box

	Field name
	Type
	Purpose

	InfoURL
	char[]
	Location of additional information for the content.  


6.3.2.3.4 CoverURI

· aligned(8) class OMADRMCoverURI extends FullBox('cvru', version, 0) {
· 
char


CoverURI[];

// Cover URI
· }

The CoverURI box (‘cvru') contains a URI where an appropriate Artwork picture (ex: CD Album Cover, DVD front Cover, …) for this content MAY be retrieved from. The device MAY request the object at this URI, and if an appropriate content is returned, use this as an Artwork associated with the content to the User.

The value of the CoverURI MUST be a URI according to [RFC2396]. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.

If the DCF is a Multipart DCF, a CoverURI MAY be a CID reference [RFC2557] within the current file. 
The referenced Content Object MAY be DRM protected.

Table 11: CoverURI box

	Field name
	Type
	Purpose

	CoverURI
	char[]
	URI for an ArtWork picture for the content.  


6.3.2.3.5 LyricsURI

· aligned(8) class OMADRM LyricsURI extends FullBox('lrcu', version, 0) {
· 
char


LyricsURI [];

// Lyrics URI
· }

The LyricsURI box (‘lrcu') contains a URI where an appropriate Lyrics text for this content MAY be retrieved from. The device MAY request the object at this URI, and if an appropriate content is returned, use this as a Lyrics associated with the content to the User.

The value of the LyricsURI MUST be a URI according to [RFC2396]. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.

If the DCF is a Multipart DCF, the value of the LyricsURI MAY be a CID reference [RFC2557] within the current file.
The referenced Content Object MAY be DRM protected.

Table 12: LyricsURI box

	Field name
	Type
	Purpose

	LyricsURI
	char[]
	URI for Lyrics text for the content.  


6.3.2.3.6 ProfileNames
aligned(8) class OMADRM ProfileNames extends FullBox('prnm', version, 0) {

char


ProfileNames [];

// One or more profile names
}
The ProfileNames box (‘prnm') contains one or more profile names.

The value of the ProfileNames MUST be one or more URIs according to [RFC2396], each URI terminated with a NULL (‘\0’) character. In addition, each URI MUST resolve to a profile name specified by some standardisation body (e.g. “//www.dlna.org/AAC_ISO_320”). It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.
Content Authors SHOULD insert a ProfileNames box, containing one or more Profile Names in order to provide a simple way whether this content can be rendered on a specific device or not.
Table 12: ProfileNames box

	Field name
	Type
	Purpose

	ProfileNames
	char[]
	Storing one or more profile names of the content (codec, profile, level, etc.)


6.3.2.3.7 Custom User-Data sub-boxes

Content author MAY insert additional Custom sub-boxes to the User-Data. 

Consuming Devices MUST ignore the User-Data sub-boxes that they do not recognize.

Change 2:  Option 3: add section to 7.1 for PDCF support of Profile Names
7.1.4 Access Unit Format 

The Access Unit Format specifies the format for each access unit protected by OMA DRM. A media file format specifies the layout of the media data as samples, but the encryption/decryption process requires additional information carried in each access unit. The additional information is dependent on the DRM key management used. OMA DRM specifies its own access unit header, which MUST precede the codec-specific sample data in each access unit.

aligned(8) class OMADRMAUHeader {


if( SelectiveEncryption == 1 ) {




bit(1)
EncryptedAU;


// Encryption indicator




bit(7)
reserved;


// Must be zero


}


else



EncryptedAU = 1;


if( EncryptedAU == 1 ) {



unsigned int(8 * IVLength) IV;



unsigned int(8 * KeyIndicatorLength) KeyIndicator;


}

Note that the parameter “SelectiveEncryption” is described in the OMADRMAUFormatBox in Section 7.1.3.2.

Table 15: PDCF Access Unit Format
	Field name
	Type
	Purpose

	EncryptedAU
	bit(1)
	Encryption Indicator for the access unit. 

	IV
	unsigned int(8 * IVLength)
	IV data

	KeyIndicator
	unsigned int(8 * KeyIndicatorLength)
	In this version of the specification, this field is not present as KeyIndicatorLength is zero.


Table 16: SelectiveEncryption Indicator values

	SelectiveEncryption
	Value
	Semantics

	None
	0
	Access unit is not encrypted.

	Encrypted
	1
	Access unit is encrypted.


When encrypting PDCF Content, the OMADRMAUHeader information MUST be added to the processed access unit, also if the EncryptionMethod field in the OMADRMCommonHeaders box is set to NULL. A playing Device uses the header information for decryption purposes and is able to extract the actual sample(s).
Profile Names in PDCF Files

A user-data box ('udta'), as defined in [ISO14496-12], MAY be present in a ‘skip’ box, as defined in [ISO14496-12].

In PDCF Files, content authors SHOULD insert a ‘skip’ box containing a ‘udta’ box, which ‘udta’ box contains a ProfileNames ‘prnm’ box as defined in Section 6.3.2.3.6
. This way, the Profile Name(s) inside the ProfileNames box provide a simple way whether this content can be rendered on a specific device or not.
Content authors are encouraged to add other boxes defined in Section 6.3.2.3
 to the ‘udta’ box.
Note that the ‘skip’ box is not shown in Figure 4
.
Change 3:  Option 3: add row to Appendix B, table 18
Table 18: Reserved identifier constants in the DCF format

	4CC
	Reference
	Purpose

	‘ohdr’
	5.2.1
	Common headers box

	‘mdri’
	5.2.4
	Mutable DRM Information box

	‘grpi’
	5.2.3.1
	Group ID box

	‘odtt’
	5.2.4.1
	Transaction Tracking box

	‘odrb’
	5.2.4.2
	Rights Object box

	‘odcf’
	6.2.2
	File brand

	‘odrm’
	6.3.1
	OMA DRM Container box

	‘odhe’
	6.3.2
	Headers box for the Discrete Media profile box

	‘icnu’
	6.3.2.3.2
	Icon URI

	‘infu’
	6.3.2.3.3
	Info URL

	‘cvru'
	6.3.2.3.4
	Cover URI

	‘lrcu'
	6.3.2.3.5
	Lyrics URI

	‘prnm’
	6.3.2.3.6
	Profile Names

	‘odda’
	0

	Content Object box


Table 19: Reserved OMA DRM specific identifier constants in the PDCF format

	4CC
	Reference
	Purpose

	‘grpi’
	5.2.3.1
	Group ID box

	‘mdri’
	5.2.4
	Mutable DRM Information box

	‘odtt’
	5.2.4.1
	Transaction Tracking box

	‘odrb’
	5.2.4.2
	Rights Object box

	‘ccid’
	5.2.4.3.1
	ContentID box

	‘icnu’
	6.3.2.3.2
	Icon URI

	‘infu’
	6.3.2.3.3
	Info URL

	‘cvru'
	6.3.2.3.4
	Cover URI

	‘lrcu'
	6.3.2.3.5
	Lyrics URI

	‘odkm’
	7.1.2, 7.1.3
	OMA DRM scheme type, OMA DRM scheme information box identifier

	‘ohdr’
	7.1.3.1
	Common headers box

	‘odaf’
	7.1.3.2
	Access Unit Format box














�Note to editor: lay-out problem?


�Note to editor: lay-out problem?


�Note to editor: Insert reference here to new section in Change 1.


�Note to editor: Insert reference here to Section 6.3.2.3.


�Note to editor: Insert reference to Figure 4 here.


�Note to editor: please correct reference.
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