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1 Reason for Change

There is also a related CR to REL specification: OMA-DRM-2007-0073-CR_Clarifying_Export_in_REL
Summary:

The last two paragraphs of DRM-DRM section 17.3 defines rules for exporting multi-asset ROs; and for exporting content in the presence of multiple rights objects. The rules defined are ambiguous and somewhat in conflict with the export semantics described in the REL specification.

As currently defined it seems that the semantics of the <export> permission apply to an entire Rights Object. Such that an <export> element in a <rights> element would enable that entire <rights> element to be exported. This definition is contrary to the normal REL semantics where permissions are related within a <permission> element and directly linked to one or more <assets>. Additionally the definition of <export> applying to entire RO creates significant complexity and ambiguity in the presence of multi-asset ROs, Group ROs and Parent ROs.

This CR revises the export semantics defined within the DRM specifications; such that the semantics are compatible with the REL Agreement and Permission models. Additionally the CR adds clarification on how export should be handled for Multi-asset, group and parent rights objects.

History

Previously this issue has been discussed on the DLDRM mailing reflector. This topic was originally initiated by Philips Software (see email from Robert Lukassen, Philips, 8 Jun 2006). For history sake the content of Philips’s email is inserted here:

This is to verify my understanding of the export behaviour. Of particular interest are following sections from the DRM specification: 

<quote DRM-DRM 17.3> 
As described in section 9.2, a single Rights Object can contain rights for multiple content objects either within a multipart DCF or separate DCFs. The <export> permission is applied to the entire Rights Object so that when such a Rights Object is exported, each associated content object MUST also be exported. 
A single content object may have more than one corresponding Rights Object.  If the user wishes to export this content object, all Rights Objects with permission to export to the targeted DRM system MUST also be exported.  If the target DRM system supports multiple rights for a single content object, multiple rights in the original Rights Object MUST be transcribed.  If the target DRM system does not support multiple rights for a single content object, the multiple rights MAY be merged into one Rights Object and then transcribed. </quote> 

We have a terminology problem where a Rights Object in the DRM specification usually means Rights Object in the V2.0 sense; i.e. the whole entity that is described in a <protectedRO>...</protectedRO> XML document. Or, in other words, a seperate entity that can describe multiple <asset> elements and multiple <permission> elements, where the <permission> elements refer to the <asset> elements they are applicable to. Only the <inherit> element that is optionally included with an <asset> element can link to entities outside of its own Rights Object. This notion of Rights Object is oriented to the transport and subsequent handling of such rights. There are some minor problems with this approach, sometimes a Rights Object is referred to as a 'Group RO', while formally that qualification cannot be made at the Rights Object level, but only at the <asset> level (since it is the <asset> element that provides the <context><uid> by which an <asset> is matched to a (P)DCFs GroupId, making it a Group Asset). At the Rights Object level, we can have one <asset> that matches with the GroupID of some content, and another <asset> matching the ContentID of another content, and perhaps even one <asset> element that doesn't match any GroupID or ContentID, but is in fact a Parent Asset. It is difficult to assess in each case whether such a Rights Object at the aggregated level should be regarded as a Normal Rights Object, a Group Rights Object or a Parent Rights Object, or potentially all of the above :) 

The REL specification typically uses the term Rights Object as being a combination of <asset>/<permission> elements, where the <permission> is associated with the <asset> element through implicit binding or explicit binding. 

From the above text, I get the impression that the aggregate (i.e. transport level) Rights Object also is the unit of export. If one <permission> element in the Rights Object contains an <export> permission, then following the export specification in the DRM specification, all the content objects referred to by the entire Rights Object must be exported. Subsequently, any of these content objects may have additional corresponding Rights Objects. If these also contain a permission to export to the targeted DRM system, these must be exported as well. 

Example: 

RO1 
<rights> 
   <agreement> 
       <asset id="A1"><context><uid>DCF1</uid></asset> 
       <asset id="A2"><context><uid>DCF2</uid></asset> 
       <permission> 
           <asset idref="A1"/> 
           <export mode="move">
              <constraint><system>
                 <context><version>4.5</version><uid>YippieDRM</uid></context>
               </system></constraint>
           </export> 
       </permission> 
       <permission> 
          <play></play> 
       </permission> 
   </agreement> 
</rights> 

RO2 
<rights>
   <agreement> 
      <asset id="B1"><context><uid>DCF1</uid></asset> 
      <asset id="B2"><context><uid>DCF2</uid></asset> 
      <asset id="B3"><context><uid>DCF3</uid></asset> 
      <permission> 
         <asset idref="B1"/> 
         <export mode="move">
            <constraint><system>
               <context><version>4.5</version><uid>YippieDRM</uid></context>
            </system></constraint>
         </export>
      </permission>
      <permission>
         <display></display>
      </permission>
   </agreement>
</rights>

The user selects to use the permission to export DCF1  to YippieDRM version 4.5. RO1 has the applicable <permission>. So, DCF1 is exported. The Rights Object must also be exported, and since the entire Rights Object is to be exported, I conclude that in YippieDRM 4.5, the exported rights will express the ability to play that exported content. However, the play permission is also applicable to the DCF2 content. With the current text, I get the impression that this too must be exported to the YippieDRM system. So DCF2 is exported as well, and it too can be played within the YippieDRM system. 

Next, since DCF1 is exported, all Rights Object that correspond to it must be exported. RO2 also has an <asset> definition, and a <permission> applicable to that <asset>, and that permission allows export. So, also RO2 is exported. This should give 'display' rights to the DCF1 content in the YippieDRM system. However, also DCF2 and DCF3 can be displayed because of RO2, so also the DCF2 must be able to be displayed in YippieDRM. And DCF3 must be exported as well. 

Now suppose the following RO is also installed: 

RO3 
<rights>
   <agreement> 
      <asset id="B1"><context><uid>DCF4</uid></asset> 
      <asset id="B2"><context><uid>DCF1</uid></asset> 
      <permission> 
         <asset idref="B1"/> 
         <export mode="move">
            <constraint><system>
               <context><version>4.5</version><uid>YippieDRM</uid></context>
            </system></constraint>
         </export> 
      </permission> 
      <permission> 
         <print></print> 
      </permission>

   </agreement> 
</rights> 

Since the RO3 'corresponds' to exported content (DCF1), and it also contains a permission to export to the targeted system, it follows that also RO3 must be exported. This then gives rise to the additional export of DCF4, and YippieDRM rights to print the imported DCF1 and DCF4.... 

This does not seem right to me. I believe the intention of the export mechanism is more along the lines of the REL interpretation of Rights Object. I'd like to give another example, using that interpretation: 

RO4 
<rights>
   <agreement> 
      <asset id="A1"><context><uid>DCF1</uid></asset> 
      <asset id="A2"><context><uid>DCF2</uid></asset> 
      <permission> 
         <asset idref="A1"/> 
         <export mode="move">
            <constraint><system>
               <context><version>4.5</version><uid>YippieDRM</uid></context>
            </system></constraint>
         </export> 
         <display></display> 
      </permission> 
      <permission> 
         <play></play> 
      </permission> 
      <permission> 
         <asset idref="A1"/> 
         <export mode="move">
            <constraint><system>
               <context><version>4.5</version><uid>YippieDRM</uid></context>
            </system></constraint>
         </export> 
         <print></print> 
      </permission> 
   </agreement> 
</rights>

RO5 
<rights>
   <agreement> 
      <asset id="B1"><context><uid>DCF1</uid></asset> 
      <asset id="B2"><context><uid>DCF2</uid></asset> 
      <asset id="B3"><context><uid>DCF3</uid></asset> 
      <permission> 
         <asset idref="B1"/> 
         <export mode="move">
            <constraint><system>
               <context><version>4.5</version><uid>YippieDRM</uid></context>
            </system></constraint>
         </export> 
         <play></play> 
      </permission> 
      <permission> 
         <execute></execute> 
      </permission>

   </agreement> 
</rights> 

RO4 gives permission to export the rights to 'display' and 'print' to YippieDRM version 4.5 for DCF1. So, DCF1 is exported to YippieDRM 4.5, as well as display and print rights. Suppose RO5 is also installed, and provides additional exportable rights for this DCF1 content. namely 'play'. Note that RO4 does not provide the permission to export the 'play' permission, whereas RO4 does provide the play permission within the OMA DRM system. So, DCF1 can be played within OMA DRM, based on RO4. With the additional export of the play permission from RO5, the exported DCF1 can also be played in YippieDRM 4.5. 

This seems a more sensible interpretation of the export behaviour, but it is in conflict (as I read it) with the following quote from DRM: 

<quote> 
As described in section 9.2, a single Rights Object can contain rights for multiple content objects either within a multipart DCF or separate DCFs. The <export> permission is applied to the entire Rights Object so that when such a Rights Object is exported, each associated content object MUST also be exported. 
<quote> 

When exporting DCF1 on the grounds of the export permission in RO4, and following the quoted text from the DRM specification, I think the literal interpretation should be that the DRM agent must export DCF1 *and* DCF2, and that based on that export alone the 'play' permission is already exported to the YippieDRM 4.5 system. The sentence that follows the above quote then necessitates the export of all Rights Objects that refer to DCF1 or DCF2 (as long as they contain a <permission> that holds an export permission to YippieDRM 4.5, even if that permission is not applicable to DCF1 and DCF2). 

I appreciate the groups opinion on this, and if people share the view that the text in the Export section of DRM can easily be misunderstood, then I'd be willing to write a clarification for this. In that case, I would appreciate people expressing their interpretation of the Export mechanism. 

Met vriendelijke groet/With kind regards, 
Robert Lukassen 
Technology Manager DRM, Philips Software - Product Line DRM
Detailed Explanation

To complete the understanding of the DRM 2.1 export feature it is important to consider some additional quotes from the REL specification.

<quote DRM-REL 5.4.1 – Element <permission>>

The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections 5.2.2.1 and 5.2.2.2.

…
The <export> permission is associated with all of the DRM Content referenced by <asset> elements within the same Rights Object. A single Rights Object has at most one <export> element within a given <permission> element.
</quote>

The first part of the previous quote defines the concept of expression linking which is critical to understanding the relationship between permissions and assets within the REL. The second part of the quote seems to describe the relationship between the <export> permission and the assets. There may be some conflict in these two definitions.

<quote DRM-REL 5.4.6 – Element <export>>
The <export> element grants export rights over DRM Content and corresponding Rights Objects. It contains a mandatory <constraint> element and an optional <requirement> element. 
….
The <export> element has the semantics of exporting the DRM Content and corresponding Rights Objects to a target system other than the OMA DRM system. 
…
The semantics of the <export> element are defined as an operation in which the complete Rights Object and DRM Content are exported, either together or separately, to create a logically integral unit.
</quote>

We believe that the intention of the DRM 2.0 specifications was that the unit of export should be the entire Rights Object in the sense of the roap:ProtectedRO; including a complete <rights> element. However, it is clear that the original authors had not considered the implications in requiring export of every content and rights object that is referenced in the case of multi-asset ROs, or multipart DCFs. Further we believe the export mechanism is more flexible and easier to implement if the semantics of the <export> permission are inline with the remainder of the REL Permission Model; such that a “Rights Object” takes the definition of an <asset>/<permission> pair. Thus the unit of export should in fact be individual <permissions> and the <assets> directly (expression) linked to the export permission.

This CR:

1) Re-writes Section 17 of the DRM-DRM specification to define that export occurs on a permission and asset level; not on the level of entire Rights Objects.

2) Adds additional clarification and examples to explore how export works in practice for multipart DCFs, and for multi-asset ROs. In particular looking at the impact of Group and Parent Rights Objects.

3) Adds requirements to obtain user consent before allowing an export operation.

Revision 01:

· Remove requirement for user consent before export

· Add <permState> element to <roInfo> in ROUpload to specify the state of exported <permission>s 
· Revise as per latest DRM 2.1 TS Draft: OMA-TS-DRM_DRM-V2_1-20070417-D.doc
Revision 02:

· Added China Mobile as a cosigner
2 Impact on Backward Compatibility

If this CR is adopted DRM 2.0 and DRM 2.1 devices may treat export of multi-asset or Group ROs differently. However, the author of this CR believes that export is sufficiently unclear in DRM 2.0 that it is unlikely that ANY devices actual implement it. Additionally most Rights Objects that are issued will be simple ROs containing only one <permission> and one <asset>. In the case of these “simple” ROs this CR has no functional impact.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DRM SWG to review and agree this document.

6 Detailed Change Proposal

Change 1:  5.4.7 RO Upload
RO Upload Request

The ROAP-ROUploadRequest message is sent from a Device to an RI to upload Rights Objects. If the RO being uploaded is stateful the Device MUST report the current state information to the RI. Before sending this message, the Device MUST disable the ROs being uploaded. 

Message description
	ROAP-RO UploadRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 16: RO Network Backup Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section Error! Reference source not found.. 

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section Error! Reference source not found..
Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section Error! Reference source not found..

Request Time is the current DRM Time, as seen by the Device. 
RO Info identifies the ROs being uploaded and their current state information.
Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the RI Context with this RI. When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-ROUploadRequest message:
Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section Error! Reference source not found. or if it is empty, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the stored RI ID as specified in Section Error! Reference source not found.. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI’s certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized according to Section Error! Reference source not found..

· The result of the canonicalization, d, is considered as input to the signature operation. 

The RI MUST verify the signature on the ROAP-ROUploadRequest message. 
Message syntax

The <roUploadRequest> element specifies the ROAP-ROUploadRequest message. It has complex type roap:ROUploadRequest, which extends the basic roap:Request type.

<element name="roUploadRequest" type="roap:ROUploadRequest"/>

<complexType name="ROUploadRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to upload ROs.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>
        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="dateTime"/>

        <element name="roInfo">         
          <complexType>
            <sequence maxOccurs="unbounded">
             <element name="roID" type="ID"/>

<element name="permState" type="ID" minOccurs="0" maxOccurs="unbounded"/>
             <element name="stateInfo" type="o-ex:constraintType" minOccurs="0" maxOccurs="unbounded"/>            
            </ sequence >

           </complexType>

        </element>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 
        <element name="extensions" type="roap:Extensions" minOccurs="0"/>
        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>
The <roID> element identifies the original Rights Object issued by the RI. The value equals the “id” attribute of the <ro> element in the <protectedRO> element issued by the RI.
The <permState> element identifies individual <permission>s within the Rights Object. The value equals the “id” attribute of the <permission> element within the related RO. The <permState> MAY be included in the <roInfo> to indicate that the identified <permission> has been moved (<export>) from the OMA DRM system. The <permState> MUST be included for all <permission>s that have been moved. It MUST NOT be included if the <permission> has not been moved.
The <stateInfo> element is of type o-ex:constraintType Error! Reference source not found. and used to express the current state information of the RO to be uploaded . The <stateInfo> MUST be repeated for every <constraint> in the original <ro> element that contains an ”id” attribute. Only <constraint> elements with an “id” attribute may be reported. 
Change 2:  Section 17 Export

7.1 Introduction

After downloading OMA DRM protected content, the User may wish to consume that content on another Device that has a different DRM protection format.   Export is an operation in which the DRM content and corresponding Permission(s) are transferred to a DRM system or content protection scheme other than the OMA DRM system.  The Rights Issuer controls whether or not to allow the export.  

The Rights Issuer grants permission to a Device to export Media Objects and Permissions using the REL Permission Model (see the <export> element in [DRMREL-v2.1]).  The Rights Issuer specifies to which DRM system or content protection scheme the Permission(s) and related Media Object(s) are allowed to be exported.  The Rights Issuer MAY permit export to more than one system.
The method by which export is initiated on a device is beyond the scope of this specification. The operation may be user initiated (for example user selects to move content to a copy protected memory card); or it may be automated (automatic copying of content and rights during a synchronisation operation).
Only the basic concept of export from OMA DRM to another DRM system or content protection scheme is specified in this document.  OMA does not specify the exact rules for transcribing Permissions to other protection schemes.  It is the responsibility of appropriate bodies governing the use of those protection systems to define the necessary mechanisms for transcribing OMA DRM Rights Objects. Figure 19
 below explains the principle. 
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Figure 1: Exporting from OMA DRM

7.2 Export Modes

The Rights Issuer can specify if the DRM content and Permissions are available on the original Device after the export (“copy”) or are permanently removed following the export (“move”). 

In the case of “copy”, the DRM content and Permissions remain on the original Device and are available for consumption following the export.  The Rights Issuer MAY specify the number of times the “copy” export is permitted.  The original Permission is exported without state information if it is a stateful Permission and MUST remain unchanged on the original Device after the export. 

In the case of “move”, the original Permission MUST become permanently unusable on the original Device, after exporting is conducted.  The Rights Object MUST be exported with the current state information at the time of the export if it is a stateful Permission.  That is, if a stateful permission has been partially consumed, only the remaining portion is exported. The Content Object MAY remain on the original Device.

In either mode, the <export> permission MAY be transcribed into target DRM system or content protection scheme as indicated by the “transcribe” attribute of the <export> element.  
7.3 Compatibility with Other DRM Systems

The targeted DRM system may not support all of the capabilities of OMA DRM. Some potential areas of incompatibility include:

· Content Types

· OMA REL usage permissions and constraints 

· Multiple Rights Objects for a single content 

· Rights for multiple content objects in a single Rights Object 

This section defines some general rules to minimize incompatibilities when exporting to non-OMA DRM systems.  The detailed rules for the transcription of OMA Rights Objects to those of another DRM system are specific to the target system and, therefore, are not part this document.

During discovery and download of content for future export, the best possible content and rights should be provided to the Device according to device capability, the capability of the other DRM system, and user preferences.  This information MAY be indicated to the Content Issuer using [UAProf] as specified in section Error! Reference source not found..  

When creating a Rights Object for Export (i.e. <export> permission is included), the Rights Issuer SHOULD construct the Rights Object so that all the permissions and constraints within it are supported by the other DRM system. 
7.4 REL Semantics

A single Rights Object (roap:ROPayload and contained <rights> element) may grant permissions to multiple content objects via a number of mechanisms. The Rights Object may contain multiple asset references within the Agreement Model; or a single asset may reference a DCF GroupID box. Additionally the inheritance model can enable sharing of permissions between multiple content objects. Further a Rights Object may contain multiple Permissions; each of which may apply to one or all of the assets within the Rights Object. The relationship between Permissions and assets in the REL is defined through the concept of expression linking.

As export is specified within the REL Permission Model the <export> permission applies only to assets and permissions directly linked to the actual <export> permission. If an <export> permission applies to multiple assets then the Device SHOULD enable export of all Media Objects linked to that permission. 
Figure x below shows an example of two multi-asset Rights Objects containing multiple permissions.

Rights Object 1 (of Figure x) contains two <asset> elements. The first asset references a DCF Group ID (G001) and the second asset directly references the content object with Content ID MO02. There are two permission elements in Rights Object 1. The first permission element is linked to the asset G001 and contains a display Permission and an export Permission. The second Permission contains a Print permission and is linked to asset MO02. This Rights Object enables to Display both Image 01 and Image 02, as well as any other Media Objects that may be contained in group G001. It is also possible to print Image 02 (but not Image 01). The Rights Object enables to export any DCF in group G001 along with a Display permission. The print permission may not be exported.

Rights Object 2 (of Figure x) also contains two <asset> elements. The assets refer to each part of Multipart 01 DCF. MO03 is a sound Media Object, and MO04 is an image Media Object. There are also two permissions in Rights Object 2. The first permission enables to play the sound Media Object and to export that sound along with a play permission. The second permission enables to display the image Media Object and to export the image along with a display permission.

A single Media Object may have more than one corresponding Rights Object.  If the user wishes to export a Media Object that has multiple associated Permissions granting a right to export then:

· the DRM Agent SHOULD select the Permission(s) to export that grant the maximum usage right to the user in the target DRM system. The DRM Agent MAY determine the best usage rights automatically or MAY rely on user interaction.

· the DRM Agent SHOULD merge exported permissions where possible.

· the Device MAY export multiple permissions if the target DRM system supports multiple permissions for a single content object.

Rights Issuers are RECOMMENDED to not issue export Permissions with mode “move” within Rights Objects that grant access to multiple content objects; because after the permission is moved the user will be prohibited from moving any additional content objects that may originally have been enabled to export prior to the original move. For example consider a scenario in which there are four DCFs in a group (A, B, C and D); and there is an export “move” permission that grants the ability export these DCFs via the Group ID mechanism. At the time of export the device has only access to DCFs A and B. Later when the user receives C and D export will not be permitted.


7.5 Streaming to Other Devices

Another form of export allows the user to stream DRM content from the original Device to a rendering Device (i.e. headphones) for immediate playback.  The content MUST be streamed over a copy protected medium where the transmission protocol between the Devices ensures that the DRM content cannot be copied in an unauthorized manner.

The general rules above in terms of transcribing the content and rights SHOULD be followed when streaming over protected links for rendering purposes.

When <export> permissions are granted and the target system is a link protection scheme, it is understood that a transient copy is made to facilitate rendering on the target Device.  The appropriate signalling MUST be used to indicate to the target DRM/protection system, that the streamed content is used only for rendering purposes.
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