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1 Reason for Change

The “transcribe” attribute of the <export> element is missing in Section 6.1 “ODRL Subset” and in Section 6.2 “OMA Data Dictionary”.
Change in the R02: We considered default values for appropriate attributes in REL. Also editorial changes are made in the text about “contentAccessGranted”, “timed” and “transcribe” attributes to improve clarity. 
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DLDRM group agree this CR and incorporate the proposed changes into the DRM 2.1 REL TS.

6 Detailed Change Proposal

6.1
  ODRL Subset

Figure Error! No text of specified style in document..1 depicts the syntax of the ODRL mobile profile using XML document type definition Error! Reference source not found.. The document type definition has the public identifier ’-//OMA//DTD DRMREL 2.0//EN’ and is located at ’http://www.openmobilealliance.org/tech/DTD/drmrel20.dtd’.

A DRM Agent MUST be able to parse all elements defined in the DRM REL DTD. Proprietary elements MAY be added in new namespaces. DRM Agents MAY ignore any element not defined in the DRM REL DTD. This DTD defines the valid subset of Rights Objects for OMA DRM 2.0 that can be generated as jointly defined by the ODRL expression language XML schema, the ODRL data dictionary XML schema and the OMA data dictionary XML schema.

Rights Issuer servers MUST be able to generate Rights Object according to the below DTD.

<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)>

<!ATTLIST o-ex:rights


xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX”


xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD”


xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd”


xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#”


xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#”


o-ex:id id #REQUIRED

>

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

<!ELEMENT o-dd:version (#PCDATA)>

<!ELEMENT o-dd:uid (#PCDATA)>

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)>

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

<!ATTLIST o-ex:asset

   o-ex:id ID #IMPLIED

   o-ex:idref IDREF #IMPLIED

>

<!ELEMENT o-ex:inherit (o-ex:context)>

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)>

<!ELEMENT ds:DigestMethod (#PCDATA)>

<!ATTLIST ds:DigestMethod


Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"

>

<!ELEMENT ds:DigestValue (#PCDATA)>
<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

<!ELEMENT xenc:EncryptionMethod (#PCDATA)>

<!ATTLIST xenc:EncryptionMethod


Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"

>

<!ELEMENT xenc:CipherData (xenc:CipherValue)>

<!ELEMENT xenc:CipherValue (#PCDATA)>

<!ELEMENT ds:RetrievalMethod (#PCDATA)>

<!ATTLIST ds:RetrievalMethod


URI CDATA #REQUIRED

>

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

<!ATTLIST o-ex:permission


oma-dd:onExpiredURL CDATA #IMPLIED

>
<!ELEMENT o-dd:play (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:display (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:execute (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-dd:print (o-ex:constraint?, o-ex-requirement?)>

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)>
<!ATTLIST o-ex:constraint

   o-ex:id ID #IMPLIED
>

<!ELEMENT o-dd:count (#PCDATA)>

<!ELEMENT oma-dd:timed-count (#PCDATA)>

<!ATTLIST oma-dd:timed-count


oma-dd:timer CDATA #IMPLIED

>

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>

<!ELEMENT o-dd:start (#PCDATA)>

<!ELEMENT o-dd:end (#PCDATA)>

<!ELEMENT o-dd:interval (#PCDATA)>

<!ELEMENT o-dd:accumulated (#PCDATA)>

<!ELEMENT o-dd:individual (o-ex:context)>

<!ELEMENT oma-dd:export (o-ex:constraint, o-ex-requirement?)>

<!ATTLIST oma-dd:export


oma-dd:mode (move | copy) #REQUIRED


oma-dd:transcribe (true | false | 1 | 0) ”false”
>

<!ELEMENT oma-dd:system (o-ex:context+)>

<!ELEMENT o-ex:requirement (o-dd:tracked?)>

<!ELEMENT o-dd:tracked EMPTY>

<!ATTLIST o-dd:tracked


oma-dd:timed CDATA ”0”

oma-dd:contentAccessGranted (true | false | 1 | 0) ”false”
>

Figure Error! No text of specified style in document..1. Syntax.

6.2
OMA Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilealliance.com/oma-dd"
   xmlns:xsd="http://www.w3.org/2001/XMLSchema"

   xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
   xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

   xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
   xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"
   elementFormDefault="qualified" attributeFormDefault="qualified"
>
   <xsd:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://odrl.net/1.1/ODRL-EX-11.xsd"/>

   <xsd:element name="export" substitutionGroup="o-ex:permissionElement">

      <xsd:complexType>

         <xsd:complexContent>

            <xsd:extension base="o-ex:permissionType">

               <xsd:attribute name="mode" use="required">

                  <xsd:simpleType>

                     <xsd:restriction base="xsd:NMTOKEN">

                        <xsd:enumeration value="move"/>

                        <xsd:enumeration value="copy"/>

                     </xsd:restriction>

                  </xsd:simpleType>

               </xsd:attribute>
               <xsd:attribute name="transcribe" type="xsd:boolean" default="false"/>
            </xsd:extension>

         </xsd:complexContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:element name="system" type="o-ex:constraintType"
       substitutionGroup="o-ex:constraintElement"/>
   <xsd:element name="timed-count" substitutionGroup="o-ex:constraintElement">

      <xsd:complexType>

         <xsd:simpleContent>

            <xsd:extension base="xsd:positiveInteger">

               <xsd:attribute name="timer" type="xsd:positiveInteger" use="required"/>

            </xsd:extension>

         </xsd:simpleContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:attribute name="timed" type="xsd:nonNegativeInteger" default="0"/>
   <xsd:attribute name="contentAccessGranted" type="xsd:boolean" default="false"/>
   <xsd:attribute name="onExpiredURL" type="xsd:anyURL"/>
   <xsd:element name="omaPermission" substitutionGroup="o-ex:permissionElement">

    <xsd:complexType>

     <xsd:complexContent>

      <xsd:extension base="o-ex:permissionType">

       <xsd:choice minOccurs="0" maxOccurs="unbounded">

        <xsd:element name="extension" type="oma-dd:RELExtension" minOccurs="0"

maxOccurs="unbounded"/>

        </xsd:choice>

       <xsd:attribute name="type" use="required" type="xsd:string"/>

      </xsd:extension>

     </xsd:complexContent>

    </xsd:complexType>

   </xsd:element>

   <xsd:element name="omaConstraint" substitutionGroup="o-ex:constraintElement">

    <xsd:complexType>

     <xsd:complexContent>

      <xsd:extension base="o-ex:constraintType">

       <xsd:choice minOccurs="0" maxOccurs="unbounded">

        <xsd:element name="extension" type="oma-dd:RELExtension" minOccurs="0"

maxOccurs="unbounded"/>

        </xsd:choice>

       <xsd:attribute name="type" use="required" type="xsd:string"/>

      </xsd:extension>

     </xsd:complexContent>

    </xsd:complexType>

   </xsd:element>

   <xsd:element name="omaRequirement" substitutionGroup="o-ex:requirementElement">

    <xsd:complexType>

     <xsd:complexContent>

      <xsd:extension base="o-ex:requirementType">

       <xsd:choice minOccurs="0" maxOccurs="unbounded">

        <xsd:element name="extension" type="oma-dd:RELExtension" minOccurs="0"

maxOccurs="unbounded"/>

        </xsd:choice>

       <xsd:attribute name="type" use="required" type="xsd:string"/>

      </xsd:extension>

     </xsd:complexContent>

    </xsd:complexType>

   </xsd:element>

   <xsd:complexType name="RELExtension">

    <xsd:sequence>

     <xsd:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xsd:sequence>
   <xsd:attribute name="type" use="required" type="xsd:string"/>  </xsd:complexType>

</xsd:schema>
Figure Error! No text of specified style in document..2. OMA Data Dictionary schema

5.5.1
Element <tracked>
	Element
	<!ELEMENT o-dd:tracked EMPTY>

	Semantics
	The <tracked> element indicates that DRM Agent is required to record Metering Information. 

The Metering Information SHALL consist of the number of times that the DRM Content has been consumed and the accumulated usage time that the DRM Content has been consumed for.

If metering is not enabled and the contentAccessGranted attribute is not present, or it is present and the value is “false” or “0”, the DRM Agent MUST NOT grant access to the DRM Content. 

If metering is not enabled and the contentAccessGranted is present with the value “true” or “1”, the DRM Agent MUST grant access to the DRM Content, but MUST NOT store Metering Information associated with the consumption of the associated DRM Content.
If metering is enabled and the <tracked> element is present in the RO and if the timed attribute is not present, or it is present and the value is equal to zero, or if the Device is not able to measure the time since the Device began to access the DRM Content, then the DRM Agent MUST record the appropriate Metering Information immediately upon the Device beginning to access the DRM Content, as referenced via the <uid> element in the <context> element of the <asset> element of the RO.
If metering is enabled and the <tracked> element is present in the RO and the timed attribute is present and its value is bigger than zero and if the Device is still accessing the DRM Content, as referenced via the <uid> element in the <context> element of the <asset> element of the RO, after the number of seconds specified by the value of the timed attribute then DRM Agent MUST record the appropriate Metering Information.

If metering is enabled and the <tracked> element is defined in a parent RO then the DRM Agent MUST record the appropriate Metering Information as defined above for the associated DRM Content as referenced via the <uid> element in the <context> element of the <asset> element of the child RO.


5.5.1.1
Attribute <timed>
	Element
	<!ATTLIST oma-dd:tracked oma-dd:timer CDATA “0”>

	Semantics
	The timed attribute contains a non-negative integer value. It specifies the number of seconds after which the access to the DRM Content SHALL be considered a Meterable Event. The default value is 0 seconds which implies that the DRM Agent MUST immediately record Metering Information for the DRM Content being consumed.


5.5.1.2
Attribute < contentAccessGranted >
	Element
	<!ATTLIST oma-dd:tracked oma-dd: contentAccessGranted (true | false | 1 | 0) “false”>

	Semantics
	The contentAccessGranted attribute contains a boolean value. If the value is “true” or “1”, the DRM Agent MUST grant the access to the DRM Content even if the metering is not enabled. Otherwise, the DRM Agent MUST NOT grant the access to the DRM Content if the metering is disabled.

If the metering is enabled the DRM Agent MUST ignore this attribute. 


5.4.6.2
Attribute “transcribe”

	Attribute
	<!ATTLIST oma-dd:export oma-dd:transcribe (true | false | 1 | 0) “false”>

	Semantics
	The transcribe attribute contains a boolean value. If the value is “false” (the default value) or “0”, then the DRM Agent SHALL follow the <export> semantics of [DRM-V2.0]. Otherwise, the DRM Agent MUST transcribe the <export> permission and its constraint (together with the other permissions/constraints other than <export> permission) into target DRM system.  
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