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1 Reason for Change

This CR resolves the following CONR comments:

	D004
	02.02.07
	T
	7.1.4
	Source: Ericsson

Form: OMA-DLDRM-2007-0036

Comment: 

The text below Table 16 says: “When encrypting PDCF Content, the OMADRMAUHeader information MUST be added to the processed access unit, also if the EncryptionMethod field in the OMADRMCommonHeaders box is set to NULL.” If no encryption is applied why does the OMADRMAUHeader information still need to be added?
	Status: OPEN

AP for Mercè to check it out




This CR modifies in Table 1 the semantics for NULL encryption. It adds that in the OMADRMAUFormatBox the values of SelectiveEncryption field and IVLength field MUST be 0. 
It also changes the last pharagraph of section 7.1.4 accordingly with the changes made for table 1.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendtion

The group is kindly asked to review and agree this CR.
6 Detailed Change Proposal

Change 1:  In Section 5.2.1.2 correct Table 1.
5.2.1.2 EncryptionMethod Field

The EncryptionMethod field defines how the encrypted content can be decrypted. Values for the field are defined in the table below.

Table 1. Algorithm-id values
	Algorithm-id
	Value
	Semantics

	NULL
	0x00
	No encryption for this object. NULL encrypted Content Objects may be used without acquiring a Rights Object. Value of the PaddingScheme field MUST be 0.
In the OMADRMAUFormatBox, the values of SelectiveEncryption field and IVLength field MUST be 0.

	AES_128_CBC
	0x01
	AES symmetric encryption as defined by NIST [AES].

128 bit keys.

Cipher block chaining mode (CBC).

128 bit initialization vector prefixing the ciphertext (for non-streamable PDCF files, this is included in theOMADRMAUHeader).

Padding according to RFC 2630.

	AES_128_CTR
	0x02
	AES symmetric encryption as defined by NIST [AES].

128 bit keys.

Counter mode (CTR).
128 bit initial counter value prefixes the ciphertext  (for non-streamable PDCF files this is included in the OMADRMAUHeader).

For each cipherblock the counter is incremented by 1 (modulo 2128).

No padding.


Rights Issuers should take care in using NULL EncryptionMethod because, given a null-encrypted Media Object within a DCF or PDCF, the following statements hold true:

· Null-encrypted Media Objects do not have any Confidentiality protection.

· Null-encrypted Media Objects can always be used without an associated Rights Object.

· Null-encrypted Media Objects may not have any integrity protection.
Change 2:  In Section 7.1.4 modify the last sentence about the addition of the OMADRMAUHeader
7.1.4 Access Unit Format 

The Access Unit Format specifies the format for each access unit protected by OMA DRM. A media file format specifies the layout of the media data as samples, but the encryption/decryption process requires additional information carried in each access unit. The additional information is dependent on the DRM key management used. OMA DRM specifies its own access unit header, which MUST precede the codec-specific sample data in each access unit.

aligned(8) class OMADRMAUHeader {


if( SelectiveEncryption == 1 ) {




bit(1)
EncryptedAU;


// Encryption indicator




bit(7)
reserved;


// Must be zero


}


else



EncryptedAU = 1;


if( EncryptedAU == 1 ) {



unsigned int(8 * IVLength) IV;



unsigned int(8 * KeyIndicatorLength) KeyIndicator;


}

Note that the parameter “SelectiveEncryption” is described in the OMADRMAUFormatBox in Section 7.1.3.2.

Table 15: PDCF Access Unit Format
	Field name
	Type
	Purpose

	EncryptedAU
	bit(1)
	Encryption Indicator for the access unit. 

	IV
	unsigned int(8 * IVLength)
	IV data

	KeyIndicator
	unsigned int(8 * KeyIndicatorLength)
	In this version of the specification, this field is not present as KeyIndicatorLength is zero.


Table 16: SelectiveEncryption Indicator values

	SelectiveEncryption
	Value
	Semantics

	None
	0
	Access unit is not encrypted.

	Encrypted
	1
	Access unit is encrypted.


When encrypting PDCF Content, the OMADRMAUHeader information MUST be added to the processed access unit. Note that if the EncryptionMethod field in the OMADRMCommonHeaders box is set to NULL, both SelectiveEncryption and IVLength are set to 0. A playing Device uses the header information for decryption purposes and is able to extract the actual sample(s).
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