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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bert Greevenbosch, Fraunhofer IIS, bert.greevenbosch@iis.fraunhofer.de
Mercè Serra, Fraunhofer IIS, merce.serra@iis.fraunhofer.de
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1 Reason for Change

This CR resolves the following inconsistency comment:
	B092

(originally D010)
	2007.02.20
	T
	C.1
	Source: Fraunhofer IIS

Form: OMA-DLDRM-2007-0063

Comment:
In the first paragraph on page 155, the last sentence says 'See (D)'. However it is not clear what 'D' means.

Also, in section C.1.2, there are the points (A) to (F). These points seem to refer to their equivalents in section C.1.1, which do not exist.

Proposed Change: 

Specify points (A) to (F) in section C.1.2.
	Status: OPEN


This CR reintroduces points (A) to (F) in section C.1.1. It does this in accordance with document OMA-TS-DRM-DRM-V2_0-20050601-C, in which the points where still existent. Only the numbering is reintroduced, no text is modified.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR. We recommend to merge the CR into DRM v2.0.1 too.
6 Detailed Change Proposal

Change 1:  Reintroduce points (A)-(F) in section C.1.1
Appendix C. Application to Services
(Informative)

C.1 Application to Streaming Services

The main scope of OMA DRM is protection of downloadable objects, which can by their nature be embedded into DCFs and be delivered under DRM control. This is not immediately possible with streaming media, since streaming media are transported using protocols and mechanisms that do not allow embedding into download DCFs, and also since streams are not per se limited in time and size. Thus, the protected transport of streams and some associated signaling has to be defined separately for streaming media. On the other hand, OMA DRM ROs can be used for streaming services for the definition and transport of rights/permissions, and of content decryption keys.

Thus, the basic concept for the application of OMA DRM to streaming services is that OMA DRM ROs, and the ROAP, are used in the same way as for downloadable objects/DCFs. This is specified in this standard. The exact way of protecting streams, storing streams at a streaming server, and transporting streams to a Device (including associated signaling) are not specified in this specification. It is the responsibility of streaming standardization bodies to define appropriate mechanisms that work seamlessly together with the concept laid out in the DRM specification, especially with the RO concept and format. Fehler! Verweisquelle konnte nicht gefunden werden.23 explains the principle. 
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Figure 24: Generic principle of application of OMA DRM to streaming services
C.1.1 Application to the 3GPP Packet-Switched Streaming Service

For the special case of the 3GPP Packet-Switched Streaming Service (PSS) Release 6, i.e., the 3GPP streaming standard [3GPP PSS], OMA and 3GPP have been working together to define DRM protection of PSS media.  The basic principle is the one shown in 
Figure 24, but there are some extensions that consider special features and properties of the PSS standard, namely

PSS sessions can consist of a mixture of discrete (e.g., JPEG images) and continuous (e.g., H.263 video) media

There are 3 different methods to initiate a PSS session using different streaming tokens: either a SMIL presentation description, or an SDP session description, or an RTSP URL. A streaming token can get to a Device as a download from a server, or by super-distribution from other Devices, or by other means like user input of an RTSP URL via the keyboard.

Time-continuous protected media like audio and video tracks that are stored on a PSS server in the 3GP file format defined by 3GPP can either be downloaded by (progressive) download of the whole 3GP file, or streamed by extraction of protected media tracks from the 3GP file format and transport using real-time transport protocols. OMA has adopted the 3GP file format for protected packetized content as a special DCF, the Packetized DCF (PDCF) [DRMCF-v2]. It should thus be understood that a 3GP file holding encrypted tracks as defined in [TS26.244] is automatically a valid OMA DRM PDCF [DRMCF-v2]. 

Figure 25 gives an overview of the involved entities and data flows for DRM protection of 3GPP PSS sessions and media.
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Figure 25: Application of OMA DRM to the 3GPP Packet-Switched Streaming Service (Release 6). 

(References in brackets indicate where the respective data format or protocol is specified)

For a protected PSS presentation, the content provider can confidentiality protect and integrity protect discrete media (images etc.) by embedding them into OMA DCFs. Further, he can confidentiality protect and integrity protect continuous media using the mechanisms defined by 3GPP, and storing them in a file in the 3GP file format [TS26.244], i.e., in a PDCF. The DCFs are stored on a content download server, the protected 3GP files = PDCFs on a 3GPP PSS server. Note that the PDCF can later be used for download or streaming of the included tracks/streams ((4a) or (4b) in Fehler! Verweisquelle konnte nicht gefunden werden.Figure 25).

All information needed to generate ROs for the DCFs and PDCFs must be conveyed to the Rights Issuer; how this is done is outside the scope of this specification. This information includes the used content encryption keys for the discrete and continuous media, and usage rights/permissions.

The required steps to initiate, set up, receive, and render a protected 3GPP PSS session are then the following:

(A) A streaming session is initiated via a streaming token, i.e. a SMIL presentation, SDP file, or RTSP URL [3GPP PSS]. The streaming token can arrive to the Device by download from a server/content portal/content storefront (see (1a) in Fehler! Verweisquelle konnte nicht gefunden werden.

 REF _Ref152482094 \h 
 \* MERGEFORMAT Figure 25), or by super-distribution (see (1b) in Fehler! Verweisquelle konnte nicht gefunden werden.

 REF _Ref152482094 \h 
 \* MERGEFORMAT Figure 25), by messaging (MMS), or by other means (e.g. an RTSP URL can be manually entered by the user). The streaming token can optionally be embedded into a DCF.

(B) If the streaming token has been acquired directly from a server or portal, the server can initiate the delivery of one or several ROs to the Device that contain the keys and rights for the media referenced by the token (see (2) in Figure 25

 REF _Ref63005773 \h  \* MERGEFORMAT Fehler! Verweisquelle konnte nicht gefunden werden.). In all other cases, the ROs for protected streams are requested during session setup to the streaming server, and the ROs for protected discrete objects after download of the respective DCFs, see (D)

(C) When the user decides to start the PSS streaming session, she or he executes/launches the streaming token which is delivered to the streaming player. The streaming player evaluates the streaming token. 

(D) Depending on the type of streaming token, the following applies:

a. SMIL presentation: Referenced discrete objects are downloaded  from the respective download servers (see (3) and (4a) in Fehler! Verweisquelle konnte nicht gefunden werden.

 REF _Ref152482094 \h 
Figure 25). If ROs are not on the Device yet they can be acquired at this point, using the RI URL in the DCFs . Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Fehler! Verweisquelle konnte nicht gefunden werden.

 REF _Ref152482094 \h 
Figure 25). If ROs are not on the Device yet they can be acquired at this point, using the RI URL. Note: SMIL allows to download objects / start streams during a presentation. In this case it may be an implementation optimization to fetch all ROs before starting the presentation.

b. RTSP URL: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Fehler! Verweisquelle konnte nicht gefunden werden.Figure 25). If ROs are not on the Device yet they can be acquired at this point, using the RI URL.

c. SDP: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Fehler! Verweisquelle konnte nicht gefunden werden.Figure 25). If ROs are not on the Device yet they can be acquired at this point, using the RI URL.

(E) Discrete objects (DCFs), downloaded PSS content (PDCFs), and PSS streams are decrypted and rendered subject to the terms and permissions of the respective ROs.

(F) The streaming token can be super-distributed to another Device. To be able to receive and render the referenced PSS media content, the receiving Device must acquire the respective RO(s).

C.1.2 DCF Packaging of Streaming Session Descriptors

The section describes an optional variation of the basic architecture and method for protection of streams using OMA DRM. In this variation, the streaming token / streaming session description is itself packaged into a DCF. This is illustrated in Figure 26. 
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Figure 26: Application of OMA DRM to the 3GPP Packet-Switched Streaming Service (Release 6) with streaming token packaged into DCF. 

(Underlined text denotes differences to Fehler! Verweisquelle konnte nicht gefunden werden.Figure 25.)

With this method, the typical steps to initiate, set up, receive, and render a protected 3GPP PSS session are similar as described in section C.1.1, with a few differences. The differences are outlined below.

(A) Unchanged, see section C.1.1.

(B) If the streaming token has been acquired directly from a server or portal, the server can initiate the delivery of one or several ROs to the Device that contain the keys and rights for the media referenced by the token (see (2) in Figure 26

 REF _Ref63006188 \h Fehler! Verweisquelle konnte nicht gefunden werden.). Otherwise, the Device can use the RI URL in the streaming token DCF to request Rights Objects. If the RO or ROs delivered in response to this request contain the keys and rights for all media elements and streams being part of the PSS session associated with the token, no further RO requests are necessary.

(C) Unchanged, see section C.1.1.

(D) Depending on the type of streaming token, the following applies:

a. SMIL presentation: Referenced discrete objects are downloaded from the respective download servers (see (3) and (4a) in Figure 26

 REF _Ref63006188 \h Fehler! Verweisquelle konnte nicht gefunden werden.). Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 26

 REF _Ref63006188 \h Fehler! Verweisquelle konnte nicht gefunden werden.). 

b. RTSP URL: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 26

 REF _Ref63006188 \h Fehler! Verweisquelle konnte nicht gefunden werden.). Please note that an RTSP URL per se cannot be packaged into a DCF, because there is no MIME type for RTSP URLs. However, a workaround is to package the RTSP URL into a helper file (e.g. a minimal SMIL file), and package the helper file into a DCF.

c. SDP: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 26

 REF _Ref63006188 \h Fehler! Verweisquelle konnte nicht gefunden werden.). 

(E) Unchanged, see section C.1.1.

(F) Unchanged, see section C.1.1.

A difference using the optional method is the point in time when ROs are requested/acquired: it is always (including the super-distribution case) possible to request rights when the DCF containing the streaming token is available on the Device, and before streaming of content is initiated. If the RO (or ROs) delivered in response contain rights and keys for all media objects and streams used in the respective PSS presentation, no further RO requests are necessary.

Also, the RI can associate permissions or constraints with the streaming token, in addition to constraints on the referenced media objects or streams. For example, for datetime based restrictions on streams, the same restriction could be imposed on the token. If the user tries to use the streaming token after expiry, this is then recognized when the token is executed, and before any communication with the streaming server is set up. 

All DCF-associated functionality is applicable to a streaming token packaged into a DCF (e.g., integrity protection of DCF, preview rights URL, etc.).

The described optional method of packaging streaming tokens into DCFs has no implications on the security or protection of the referenced media objects and streams.
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