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1 Reason for Change

DRM 2.1 CONRR comment D003 from Ericsson states:
"In which box is the ProtectionSchemeInfoBox contained? In the ISO Base Media File Format specification, 8.45.1.1 says ProtectionSchemeInfoBox can be contained in either Protected Sample Entry or Item Protection Box. "
The ProtectionSchemeInfoBox may be in either location. The two locations target different types of media in the file:
· the Protected Sample Entry box is used for timed data, like audio and video samples in tracks
· the Item Protection Box is used for static meta data inside the meta data box. The meta data box may occur at the track level, at the movie level or at the file level and may e.g. contain ID3 like descriptions in case of music files.

So, for the usual audio/visual content in PDCFs the Protected Sample Entry box applies. The Item Protection Box is rather exotic, because for most use cases it is probably desirable that the descriptive meta data (like artist, song title) is in the clear.

This CR aims to clarify the usage of the ProtectionSchemeInfoBox within the DCF specification.
RO1:

After discussion within TWG it was agreed to specify that PDCFs do not support item protection. ProtectionSchemeInfoBox containing an OMADRMKMSBox SHOULD NOT be present in an ItemProtectionBox.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DRM SWG to review and agree this document.

6 Detailed Change Proposal

Change 1:  Section 7.1 PDCF File Format
This specification defines the OMA DRM key management part of the PDCF format. In the ProtectionSchemeInfoBox (defined in [ISO14496-12]), there is space for a “black box” (SchemeInformationBox) describing the key management governing access to the encrypted media content. In a PDCF file, this box MUST be the OMADRMKMSBox. 

The basic PDCF file format data structures are defined by the corresponding base file format specification, and this specification only adds OMA DRM specific structures and parameters. Other DRM mechanisms MAY be used in those file formats supporting encrypted media tracks, but not in PDCF files, as explained in this specification.

Figure 4: Example PDCF Structure
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The Figure 4 illustrates how protection information can be stored in a PDCF. It is an example where a video track is protected by placing a ProtectionSchemeInfoBox (‘sinf’) into a Protected Sample Entry within the track’s SampleDescriptionBox (‘stsd’). The ProtectionSchemeInfoBox specifies the OMA DRM identifier as the key management system. Each track in a PDCF can be protected by similarly placing a ProtectionSchemeInfoBox into the track.

This version of the specification does not support protection of Meta Data Items in PDCF files; therefore a ProtectionSchemeInfoBox containing an OMADRMKMSBox SHOULD NOT be present in an ItemProtectionBox. 
There is a difference between a streamable PDCF and a non-streamable PDCF. A streamable PDCF MUST conform to the server profile of the file format specification, and the media data is stored as packets. In a non-streamable PDCF, media data is stored as samples. An access unit is a group of one or more samples.

The encryption process changes both packet and sample formats from the original plaintext.  The file format may support also other DRM key management systems than OMA DRM 2.1, but the encrypted access unit format is specific to OMA DRM. Thus, in the encryption process, non-streamable PDCFs MUST have the OMADRMAUHeader (see 7.1.4) inserted before each access unit.
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