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1 Reason for Change

Revision 01:

· Fix some typos and formatting errors

· Clarify that multiple options may only be shown to the user when consent is actually required

· In the content “received” processing the processing is not explicitly aborted when valid rights are received; i.e. when content is received embedded ROs should always be installed; AND the silent header “in-advance” should be contacted.
This CR is raised to address the following:

· DRM 2.1 CONRR comment B030 from Vodafone

· DRM 2.1 CONRR comment B032 from Vodafone

· An editing mistake where the agreed CR OMA-DLDRM-2006-0202-DRM-2.1-Silent-Preview-Header-Precedence was not included in the current DRM 2.1 specifications. Please refer to the explanation in this CR.
The CR provides specific specification of how a DRM Agent should obtain rights for content for which it does not currently have any rights. The method takes into account:

· Embedded Rights Object installation including rights issuer registration or domain joining
· DCF Silent Header processing

· DCF Preview Header processing

· DCF Rights Issuer URL processing

	B030
	2007.02.13
	E
	General
	Source: Vodafone

Form: OMA-DLDRM-2007-0059

Comment:
In section 5.2.1.9 of the DCF specification it states

“The RightsIssuerURL field defines the Rights Issuer URL. The Rights Issuer URL MAY be used by the consuming Device to obtain Rights for this DRM Content. The mechanism is defined in OMA DRM specification [DRM-v2].”

However, this mechanism is not explicitly defined within the DRM specification.
Proposed Change:  

Add a short section describing this basic feature.
	Status: OPEN



	B032
	2007.02.13
	T
	5.2.2
	Source: Vodafone

Form: OMA-DLDRM-2007-0059

Comment:

We should clarify the device behavior in the case where an RO expires and the corresponding DCF contains the silentURL.  Does the silentURL only apply once or does it still apply over the lifetime of the content, when no valid ROs are present? 

Proposed Change:  


	Status: OPEN




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM group is recommended to review this CR and consider the impact on use cases that rely on the activating DRM content on a device via the various rights issuer URLs. 

If agreed this should be incorporated into the DRM 2.1 TS.
6 Detailed Change Proposal

Change 1:  5.1.13 Rules for Obtaining User Consent

There are various points within the execution of ROAP, the processing of DCFs and the process of installing Domain and Device ROs that a Device may have to obtain user consent. This section defines when explicit user consent is required. Some explicit user interactions may not be necessary if the Device implements a User Confirmation Whitelist that contains the Fully Qualified Domain Name of authorised RIs and the corresponding riID. Devices SHOULD implement a User Confirmation Whitelist.

· A Device MUST obtain the user’s consent before initiating a request to the (P)DCF RightsIssuerURL. The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does not provide consent.  
· If the DCF includes a Silent header with a specified silent rights URL or a Preview header with method “preview-rights” and a specified preview rights URL, the DRM Agent MUST compare the domain name of the silent or preview URL with the list of authorized domain names already stored by the DRM Agent for that RI.  The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the format defined in [RFC2396].  For the purpose of domain name comparison, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of authorized domain names already stored by the DRM Agent for that RI, the DRM Agent MUST attempt to silently acquire the RO for the DCF. 

· Before initiating the 4-pass Registration protocol a Device MUST obtain user consent before contacting the RI; however, if the FQDN (Fully Qualified Domain Name) part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. 

· Before initiating the 2-pass Identification protocol a Device MUST obtain user consent before contacting the RI; however, if the FQDN (Fully Qualified Domain Name) part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent.

· For implied ROAP exchanges as specified in section Error! Reference source not found. a Device MUST obtain user consent in order to contact the RI if it does not have a valid RI Context, however, if the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. If a valid RI Context has been established the Device SHOULD NOT obtain explicit user consent for any further implied ROAP exchanges.  

· If a Device receives a ROAP response with the status equal to “NotRegistered” or “DeviceTimeError” the Device SHOULD NOT obtain explicit user consent before continuing as specified in section Error! Reference source not found..

· If a Device receives a JoinDomain ROAP Trigger for a Domain that it is not a member of i.e. it does not have a corresponding Domain Context, the Device MAY obtain user consent prior to attempting to join the Domain, 

· If a Device receives a JoinDomain ROAP Trigger for a Domain that it is a member of, i.e. it has a corresponding Domain Context, but the Domain Generation is greater than that stored in the corresponding Domain Context, the Device SHOULD NOT obtain explicit user consent prior to attempting to upgrade the Domain. 

· If a Device receives a LeaveDomain ROAP Trigger for a Domain that it is not a member of i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to initiating ROAP, however, if the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY initiate ROAP without obtaining explicit user consent. 

· If a Device is attempting to install a Device RO and it determines that it does not have a valid RI Context for the RI as identified by the <riID> element in the roap:ROPayload of a Device RO, the Device MUST obtain user consent prior to contacting the RI, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section Error! Reference source not found.), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. 

· If a Device is attempting to install a Domain RO and it determines that it is not a member of the Domain for which the Domain RO is issued, i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to attempting to join the Domain, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section Error! Reference source not found.), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY attempt to join the Domain without obtaining explicit user consent. 

· If a Device is attempting to install a Domain RO and it determines that it is a member of the Domain for which the Domain RO is issued, but the Domain Generation is greater than that stored in the corresponding Domain Context, the Device SHOULD NOT obtain explicit user consent prior to attempting to upgrade the Domain, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section Error! Reference source not found.).

· The DRM Agent MUST obtain user consent for the collection and reporting of Metering Information on a per RI basis: 

· The exception to this rule is when a Device receives an RO that contains the <tracked> element and the riID of the ROAP:ROPayload corresponds to an entry in the User Consent Whitelist, in this case the Device MUST NOT obtain explicit user consent for the collection and reporting of Metering Information generated when DRM Content is accessed via the RO.

· If a Device receives an RO that contains the <tracked> element and the riID of the ROAP:ROPayload does not correspond to an entry in the User Consent Whitelist the Device MUST obtain explicit user consent for the collection and reporting of Metering Information to the RI identified by the riID.  If available the Device MUST use the riAlias when asking the User for consent.  

· Note: RIs that have entries in the User Consent Whitelist must obtain the appropriate user consent via means that are outside of the scope of this specification e.g. as part of a purchase/subscription.process.

· If a user has given consent for the collection and reporting of Metering Information for a particular RI the Device MUST NOT obtain user consent every time that ROs which contain the <tracked> element which were issued by that RI are consumed.
· Before initiating the 2-pass RO Upload protocol the Device MUST obtain user consent. RO upload is intended to be a user initiated event.
The means for provisioning and management of the User Consent Whitelist implemented for the purpose of determining if explicit user confirmation is required are outside the scope of this specification. 

For the purpose of comparing FQDNs and User Consent Whitelist entries, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965].

Change 2:  Section 5.2.2 Initiating ROAP from a DCF
5.2.2 Initiating ROAP from a (P)DCF

This section applies ONLY to Connected Devices.
(P)DCFs may be delivered to a Device without any valid rights already existing on the terminal. Additionally rights already issued for a P(DCF) may expire. There are numerous methods defined within the OMA DRM 2.x specification for a DRM Agent to initiate communication with a Rights Issuer to obtain valid rights for content. This section specifies precise processing rules that MUST be implemented all Devices. These processing rules ensure consistent user experience across all devices.
When DRM content is received on a Device the DRM Agent SHOULD check if there are already valid rights installed for the Content. If there are no valid rights available for the content the DRM Agent SHOULD attempt to obtain valid rights according to the following sequence:
1. Try to install any Rights Objects from the P(DCF) Rights Object Box (see [DRMCF-v2]). During the installation of an embedded rights objects the DRM Agent MAY register to a Rights Issuer (Device ROs) or join a domain (Domain ROs). The RI registration or domain join may be implicit or initiated by sending a HTTP GET to the riURL attribute of the roap:ROPayload as specified in section 8.7.2.1 and 10.3.1.2.
2. If the (P)DCF contains a Silent Header with method of “in-advance” then send a HTTP GET request to the silent-rights-url unless a previous request to the URL has returned a HTTP 404 error code (as specified in [DRMCF-v2]) .
When the Device initiates consumption of DRM Content the DRM Agent MUST check if there are already valid rights installed for the Content. If there are no valid rights available for the content the DRM Agent MUST attempt to obtain valid rights according to the following sequence (abort the sequence if valid rights are obtained):
3. Try to install any Rights Objects from the P(DCF) Rights Object Box (see [DRMCF-v2]). During the installation of an embedded rights objects the DRM Agent MAY register to a Rights Issuer (Device ROs) or join a domain (Domain ROs). The RI registration or domain join may be implicit or initiated by sending a HTTP GET to the riURL attribute of the roap:ROPayload as specified in section 8.7.2.1 
and 10.3.1.2
.

4. If the (P)DCF contains a Silent Header with method of “in-advance” then send a HTTP GET request to the silent-rights-url unless a previous request to the URL has returned a HTTP 404 error code (as specified in [DRMCF-v2]).
5. If the (P)DCF contains a Silent Header with method of “on-demand” or a Preview Header with method of “preview-rights” then send a HTTP GET request to either the preview-rights-url or the silent-rights-url unless a previous request to the URL has returned a HTTP 404 error code (as specified in [DRMCF-v2]). If both headers exist in the DCF then the DRM Agent MUST give priority to the header that appears first in the (P)DCF. If a request to the first header does not provide valid rights then the DRM Agent SHOULD make a request to the second header.
6. If the (P)DCF contains a Preview Header with method of “instant” the DRM Agent MAY allow the user to use the preview element without any rights. NOTE that the preview element MAY be used at any time. 
7. If the (P)DCF contains a RightsIssuerURL then the DRM Agent MUST send a HTTP GET request to the URL and MUST be prepared to receive either an (X)HTML page,  or ROAP Trigger from the RI
At each of the above steps the DRM Agent MUST obtain user consent as defined in section 5.1.13
. If the user denies user consent for one operation the DRM Agent SHOULD proceed to the next step. If user consent is required for multiple of the above options the DRM Agent MAY combine the user consent requests into a single request to the user to select their preferred option. For example the DRM Agent may combine the user consent requirements into a single request as to whether the user wants to try to join a domain to install an available domain RO or to visit the RightsIssuerURL to obtain completely new rights. 
5.2.2.1 (P)DCF Silent and Preview Header
The Silent and Preview Headers are intended to allow Content and Rights Issuers to easily provide rights to target Devices after download or superdistribution. These URLs can be used effectively to enable subscription scenarios and a wide variety of other use cases.

Upon reception of a HTTP GET request to a 

a (P)DCF preview-rights-url or silent-rights-url the RI MUST respond with either:

· An HTTP response with the status equal 200 OK and with the HTTP body containing either:

· a ROAP-Trigger;

· a Download Descriptor that points to a ROAP Trigger; or
· a multipart response containing a bundled Download Descriptor and ROAP Trigger.
· Or a HTTP response with status not equal to 200 OK:

· Rights Issuers MAY stop devices from making future requests to the preview-rights-url or silent-rights-url by responding to DRM Agent requests with error code 404 Not Found [RFC2616].
Rights Issuers MUST only issue a Download Descriptor to a device that indicates for support [DLOTA] in either UAProf or Accept Headers.

Additionally Rights Issuers MAY stop devices from making further requests to these URLs by first issuing a ROAP-ROAcqusition trigger and responding to the subsequent roap:RORequest with a RightsExpired ROAP status code.


On any occasion where the DRM Agent successfully retrieves and installs an RO acquired as a result of a Silent header or Preview header (with method preview-rights) in a (P)DCF, the DRM Agent MUST add the domain name of the silent or preview URL to the list of authorized domain names for that RI, if the domain name is not already present. As specified in section 5.4.2.4.1
, a DRM Agent must be capable of storing a minimum of 5 domain names for each RI Context. In the case where a new domain name is to be added to the list and the list of domain names is full, then the last domain name SHOULD be deleted.  Each remaining domain name at position n, SHOULD be moved to position n+1 and the new domain name SHOULD be stored in the first position.
5.2.2.2 (P)DCF Rights Issuer URL

The (P)DCF RightsIssuerURL is intended to be an online location where a user can purchase or otherwise obtain rights for the P(DCF). Typically the RightsIssuerURL points to an online WEB or WAP portal that enables a user to download previously purchased rights or initiate purchase transactions for new rights. 
Requests to the RightsIssuerURL MUST return either:
· An (X)HTML page;

· A ROAP Trigger;

· A Download Descriptor that points to a ROAP Trigger; or
· A multipart response containing a bundled Download Descriptor and ROAP Trigger.
Rights Issuers MUST only issue a Download Descriptor to a device that indicates for support [DLOTA] in either UAProf or Accept Headers.
Change 3:  8.7.2.1 Installing a Domain RO
When a Device receives a Domain RO, it MUST determine if it has a valid RI Context with the RI that issued the RO, by comparing the value of the roap:ROPayload‘s <riID> element with the RI Identifiers in all valid RI Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid RI Context, the device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. An HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. It should be noted that in the event that a JoinDomain ROAP Trigger is returned and the Device does not have a valid RI context then the Device MUST automatically register with the RI (as specified in section Error! Reference source not found.) prior to sending a JoinDomainRequest message. 

The Device MUST verify the signature of the Domain RO using the RI's Public Key. If the verification fails the Device SHALL NOT install the Domain RO. In this case the Device MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF.

After the Device verifies the signature of the Domain RO, it MUST compare the <domainID> field within the Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainID> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.

2. The Domain baseID of the <domainID> field matches the Domain baseID of a stored Domain identifier in a valid Domain Context already established with the RI, but the Domain Generation of the RO is greater than the Generation of the stored domain ID. The device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the riURL  in the RI Context associated with the Domain Context. The Device may have to obtain user consent to contact the RI, section Error! Reference source not found. defines when explicit user consent is required. 

If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 

3. The Domain baseID of the <domainID> field does not match a Domain baseID in any valid Domain Context already established with the RI. The Device MAY attempt to join the Domain by sending an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section Error! Reference source not found. defines when explicit user consent is required.. 

At the point where the Device sends an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger.  As a result of an HTTP GET to this URL the RI can choose (using its own criteria) whether to allow the Device to join the Domain or not and SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In the event that the RI chooses not to allow the Device to join the Domain the RI MAY offer the user the opportunity to acquire a Device RO. 

Before installing a Domain RO, the Device MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). If this verification fails, the Device SHALL NOT install the Domain RO. In this case the Device MAY initiate the process of acquiring a new Rights Object as described in section 5.2.2
.
If the Domain RO is stateful, then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain. 

In the case where the Domain RO is received within a DCF, if the Device cannot verify the signature of the Domain RO, the Device MAY leave the Domain RO as is within the DCF. The Device MAY request a valid RO for the DCF as described in section 5.2.2
..
Change 4:  10.3.1.3 Installing a Device RO

The Device MUST support receiving a Device RO in a ROAP-ROResponse message.

When a Device receives a Device RO through a successful execution of the RO Acquisition protocol, it MUST proceed as follows:

Verifications:

If the Device RO was signed (i.e. the <signature> element is present in the roap:ROPayload), the Device MUST verify the signature using the RI’s Public Key. 

The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

The Device MUST verify that the <riID> element of the roap:ROPayload identifies the same RI as signed the roap:ROResponse message.

The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. Likewise, Device ROs received in unsuccessful executions of the RO Acquisition protocol MUST NOT be installed.

If the RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..

The Device MAY support receiving a Device RO in other ways than through a successful execution of the RO Acquisition protocol. In this case, the device MUST proceed as follows:

Verifications:

The device MUST verify that the signature (i.e. the <signature> element in the roap:ROPayload) is present

The Device MUST verify the signature using the RI’s Public Key. 

The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

The Device MUST verify that the <riID> element of the roap:ROPayload matches the RI Identifier in any valid RI context 

The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. 

If the Device RO is received within a DCF and if any of the above verifications fail the Device MAY leave the Device RO as is within the DCF. The Device MAY request a Rights Object for the DCF as described in section 5.2.2
..
If the <riID> element in the roap:ROPayload of a Device RO does not match the RI Identifier in any valid RI context  the Device MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section Error! Reference source not found. defines when explicit user consent is required. At the point where the Device sends an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger. An HTTP GET on the URL specified in the riURL attribute of the roap:ROPayload SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP Trigger. 

If the RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..
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