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1 Reason for Change

This CR proposes Binary Format of data used in the SRM technical specification.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Changes in Appendix B
Appendix B. Data Format (Normative)

B.1 Common Data Structure

The OctetString8 describes an octet string that is of length within 0 and 255. 

OctetString8(){

    length
8
uimsbf

    for( i = 0; i < length; i++ ){

        byte
8
uimsbf

    }

}

The fields are defined as follows:

· length – Length of an octet string
· byte – Octets comprised in an octet string
The OctetString16 describes an octet string that is of length within 0 and 65535. 
OctetString16(){

    length
16
uimsbf

    for( i = 0; i < length; i++ ){

        byte
8
uimsbf

    }

}

The fields are defined as follows:

· length – Length of an octet string
· byte – Octets comprised in an octet string


	
	
	
	

	
	
	
	

	
	
	
	


The RandomNumberString describes an octet string that is the result of a random number generation.

RandomNumberString(){

    OctetString8()
}

The HashedString describes an octet string that is the result of a cryptographic hash operation.
HashedString(){

    OctetString8()
}

The MACedString describes an octet string that is the result of a cryptographic MAC operation.

MACedString(){

    OctetString8()
}

The EncryptedString describes an octet string that is the result of a cryptographic encryption including both of symmetric and asymmetric operations.

EncryptedString(){

    OctetString16()
}
The CertificateChainString describes an octet string comprised in certificates specified in Appendix E.
CertificateChainString(){

    OctetString16()
}
The CrlString describes an octet string comprised CRL(s) specified in Appendix E.

CrlString(){

    OctetString16()
}
Message Parameters
Version String

A data structure for a string comprised in an SRM protocol version or Rights Object version (VersionString) is described as follows:
VersionString() {

    OctetString8()

}
Hashed Public Key String

A data structure for a string comprised in a hash of the public key in the certificates (HashedPukeyString) is described as follows (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the certificates).
HashedPukeyString() {
    HashedString()
}
Algorithms

A data structure for a string representing cryptographic algorithms (Algorithms) used in MAKE and SAC is described as follows. A trust authority may decide this string.
Algorithms() {

    OctetString8()

}

B.2 ROID

A data structure for a ROID (Roid) is described as follows.  This is specified in section 5.1.3.1.
Roid () {

    OctetString16()

}



	
	
	
	

	
	
	
	


B.3 ContentID

A data structure for a DRM Content identifier (ContentId) is described as follows. This is specified in section 5.1.3.2.
ContentId () {

    OctetString16()

}


	
	
	
	

	
	
	
	


Handle String

A data structure for a string comprised in a Handle (HandleString) is described as follows:
HashedRoid() {
    HashedString()

}
HandleId() {

    RandomNumberString()

}
HandleString() {

    HashedRoid()
    HandleId()

}
The fields are defined as follows:

· HashedRoid – Hashed Roid
· HandleId – Handle ID that is randomly generated by DRM Agents
B.4 Rights

B.4.1 Rights Meta Data

A data structure for a Rights Meta Data (RightsMetaData) is described as follows:
RightsObjectVersion() {

    VersionString()

}

RoAlias() {

    OctetString16()
}

RiIdentifier() {

    HashedPukeyString()
}

RiUrl() {

    OctetString16()
}

RiAlias() {

    OctetString16()
}

RightsMetaData() {
    roAliasPresent

1
bslbf

    riIdentifierPresent

1
bslbf
    riUrlPresent

1
bslbf

    riAliasPresent

1
bslbf

    rfu

4
bslbf

    RightsObjectVersion()
    if ( roAliasPresent ) {

        RoAlias()
    }
    if ( riIdentifierPresent ) {
        RiIdentifier()
    }

    if ( riUrlPresent ) {
        RiUrl()
    }

    if ( riAliasPresent) {
        RiAlias()
    }
}
The fields are defined as follows:
· roAliasPresent - if ‘1’, then roAlias is present in this message
· riIdentifierPresent - if ‘1’, then RiIdentifier is present in this message
· riUrlPresent - if ‘1’, then RiUrl is present in this message
riAliasPresent - if ‘1’, then RiAlias is present in this message
· RightsObjectVersion – Rights Object Version in section 5.1.1.1
· RoAlias – RO Alias in section 5.1.1.1
· RiIdentifier – RI Identifier in section 5.1.1.1
· RiUrl – RI URL in section 5.1.1.1
· RiAlias – RI Alias in section 5.1.1.1
B.4.2 Rights Object Container

A data structure for a Rights Object Container (RightsObjectContainer) is described as follows:
RightsObjectContainer() {
    OctetString16()
}
The octet string comprised in the Rights Object Container is an XML document that is derived from the <rights> element and the <signature> element in the RO payload as specified in section 5.1.1.2. The XML schema of the Rights Object Container is specified as follows:
<!--Rights Object Container Definitions -->
<complexType name=”RightsObjectContainer”>
    <sequence>
        <element name=”rights” type=”o-ex:rightsType”/>

        <element name=”signature” type=”ds:SignatureType”/>
    </sequence>

</complexType>
B.4.3 State Information

A data structure for a State Information (StateInformation) is described as follows:
StateInformation() {
    OctetString16()
}
Rights Information
A data structure for a Rights Information (RightsInformation) is described as follows. The Rights Meta Data, Rights Object Container, and State Information comprise a Rights Information.
RightsInformation() {
    stateInformationPresent

1
bslbf
    rfu

7
bslbf
    RightsMetaData()

    RightsObjectContainer()

    if ( stateInformationPresent ) {

        StateInformation()

    }
}
B.4.4 REK

A data structure for a REK (Rek) is described as follows:
Rek() {
    OctetString8()

}
B.5 LCID (List of Content Identifier)

A data structure for an LCID is described as follows:

Lcid () {

    numOfContentId
8
uimsbf
    for ( i = 0 ; i < numOfContentId ; i++ ) {
        ContentId()

    }

}

The fields are defined as follows:

· numOfContentId – Number of ContentId comprised in an LCID
· ContentId – ContentId(s)  comprised in an LCID













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

