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1 Reason for Change

This CR addresses comment B097 of the DRM V2.1 CONRR. It sets a maximum length to elements and attributes of type “string”. It also fixes two schema errors.

2 Impact on Backward Compatibility

Some DRM V2.0 Rights Issuers may be issuing these elements and attributes with lengths greater than those specified in this CR.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 5.2.1 as follows:
The <riAlias> element SHOULD contain a String value that SHALL be used by the DRM Agent whenever it refers to the Rights Issuer in a dialog with the user and it SHALL be saved in the RI Context for future use. An example for such a dialog would be the question whether or not the user would like to register with a certain RI after receiving ROAP Trigger. The maximum length of this element SHALL be 80 bytes.
In order to prevent name-spoofing attacks, the DRM Agent SHALL also display a fully qualified domain name of a URL (as defined in [RFC 2396]) along with the <riAlias>, if present. In case of an existing valid RI Context with the RI identified by the <riID> value, the URL whose domain name is to be shown MUST be the RI URL found in the RI Context. If there is no existing valid RI Context, the <roapURL> MUST be used instead.

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. RIs MUST include a <nonce> element in "LeaveDomain" triggers. If the value of the triggerNonce attribute in the subsequent Leave Domain Request is not equal to the <nonce> element in the "LeaveDomain" trigger, the RI MUST discard the received Leave Domain Request.  RIs MUST follow the guidelines for nonces as expressed in Section Error! Reference source not found..

If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in all subsequent ROAP request PDUs.

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element The <roapURL> is also used in conjunction with any other implicitly triggered ROAP protocol (See Error! Reference source not found.10). The bulleted list below describes which ROAP PDU is explicitly selected by the <roapTrigger> element. 

If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU. 

If the <roapTrigger> element carries a <identificationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU.  

If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-RORequest PDU..

If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU..

If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-LeaveDomain PDU.

If the <roapTrigger> element carries a <meteringReport> element, the PDU MUST be a ROAP-MeteringReportSubmit PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in the ROAP-MeteringReportSubmit PDU. If the ROAP trigger holds a <nonce> element, and a ROAP protocol is implicitly triggered  (See 5.1.7 for protocols), a Device MUST include the <nonce> value as a triggerNonce attribute in the first ROAP request PDU of the implicitly triggered protocol and also the subsequent explicitly triggered ROAP PDU.

The <domainID> element MAY be included in certain ROAP triggers.  If included, the Device MUST incorporate the <domainID> in the ROAP PDU that is sent in response to the trigger. If the <roapTrigger> element carries an <roAcquisition> element that includes a <domainID> element and the Device does not have a valid Domain Context for the domain indicated by that domain identifier, the Device SHOULD initiate the 2-pass Join Domain Protocol before initiating the RO acquisition protocol. If the status attribute of the ROAP-JoinDomainResponse message of the implicitly triggered Join Domain Protocol is not equal to “Success”, then the DRM agent MUST discard the trigger, and when possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section Error! Reference source not found..

Before a Device performs this implicitly triggered JoinDomain ROAP exchange, it may have to obtain user consent, section Error! Reference source not found. defines when explicit user consent is required. 

The <domainAlias> element SHOULD be included in Triggers that contain a <DomainID> element. The <domainAlias> element contains a String value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <domainID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the Domain Context. The maximum length of this element SHALL be 80 bytes.
One or several <roID> elements MUST be included in the <roAcquisition> trigger to identify the ROs to be acquired. The RI MAY specify more than one <roID> element to initiate download of multiple ROs. The DRM Agent MUST include all received <roID> elements in the <roInfo> portion of the subsequent ROAP-RORequest PDU. 

The <roAlias> element SHOULD be included in <roAcquisition> triggers if the <roID> refers to a group, parent or multi-asset RO. The <roAlias> contains a String value that SHALL be used by the DRM Agent whenever it refers to the RO specified by <roID> in a message to the user. The alias could for example be used when the DRM Agent displays the usage permissions granted by an RO to the user. The <roAlias> enables that DRM Agent to avoid displaying complex REL semantics to the user; instead the DRM Agent can display a simple alias like “July Subscription”. The maximum length of this element SHALL be 80 bytes.
Change 2:  Change section 5.3.5 as follows:
In case the status attribute is not equal to “Success”, the RI MAY add an additional errorMessage attribute containing a RI defined description of the error. The maximum length of this attribute SHALL be 1024 bytes. Also, in case the status attribute is not equal to “Success”, the RI MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the RI adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Device SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Device SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser.

Change 3:  Change section 5.3.11 as follows:
<element name="roPayloadAliases">

  <complexType>

    <sequence>

      <element name="roAlias" type="String80"/>

      <element name="domainAlias" type="String80"/>

      <element name="riAlias" type="String80"/>

      <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </sequence>

  </complexType>

</element>
<simpleType name="String80">

  <restriction base="string">

    <minOccurs value="0"/>

    <maxLength value="80"/>

  </restriction>

</simpleType>
Change 4:  Change section 5.4.2.2.2 as follows:
The <riHello> element specifies the ROAP-RIHello message, which is sent in response to the ROAP-DeviceHello  message. It has complex type roap:RIHello.

<element name="riHello" type="roap:RIHello"/>

<complexType name="RIHello">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a deviceHello message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="selectedVersion" type="roap:Version"/>

        <element name="riID" type="roap:Identifier"/>        

        <element name="selectedAlgorithm" type="anyURI" maxOccurs="unbounded" 

minOccurs="0"/>

        <element name="riNonce" type="roap:Nonce"/>

        <element name="trustedAuthorities" type="roap:KeyIdentifiers" minOccurs="0"/>

        <element name="serverInfo" type="base64Binary" minOccurs="0"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

      </sequence>

      <attribute name="sessionId" type="string"/>

    </extension>

  </complexContent>

</complexType>

<complexType name="KeyIdentifiers">

  <sequence minOccurs=”0” maxOccurs="unbounded">

    <element name="keyIdentifier" type="roap:KeyIdentifier"/>

  </sequence>

</complexType>

The maximum length of the sessionId attribute SHALL be 64 bytes.

The following schema fragment defines the Peer Key Identifier extension:

<complexType name="PeerKeyIdentifier">

  <complexContent>

    <extension base="roap:Extension"/>

       <element name="identifier" type="roap:KeyIdentifier"/>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the Certificate Caching extension:

<complexType name="CertificateCaching">

  <complexContent>

    <extension base="roap:Extension"/>

  </complexContent>

</complexType>

The following schema fragment defines the Device Details extension:

<complexType name="DeviceDetails">

  <complexContent>

    <extension base="roap:Extension">

      <sequence minOccurs=”0”>

       <element name="manufacturer" type="string"/>

       <element name="model" type="string"/>

       <element name="version" type="string"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>
The maximum length of the <manufacturer> SHALL be 64 bytes. The maximum length of the <model> SHALL be 64 bytes. The maximum length of the <version> SHALL be 64 bytes.
Change 5:  Change section 5.4.2.3.2 as follows:

<element name="registrationRequest" type="roap:RegistrationRequest"/>

<complexType name="RegistrationRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to request registration.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="roap:dateTimeOrUndefined"/>

        <element name="certificateChain" type="roap:CertificateChain"

                 minOccurs="0"/> 

        <element name="trustedAuthorities" type="roap:KeyIdentifiers"

                 minOccurs="0"/>

        <element name="serverInfo" type="base64Binary" minOccurs="0"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

      <attribute name="sessionId" type="string" use="required"/>

    </extension>

  </complexContent>

</complexType>

The maximum length of the sessionId attribute SHALL be 64 bytes.
The <time> element expresses, in UTC, the current DRM Time as measured by the Device. The value “Undefined” is used by Unconnected Devices that do not support DRM Time.

Change 6:  Change section 5.4.2.4.2 as follows:
The <registrationResponse> element specifies the ROAP-RegistrationResponse message, and constitutes the last message in the Registration protocol. It has complex type roap:RegistrationResponse, which extends the basic roap:Response type.

<element name="registrationResponse" type="roap:RegistrationResponse"/>

<complexType name="RegistrationResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a registrationRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="riURL" type="anyURI"/>

        <element name="certificateChain" type="roap:CertificateChain"

                 minOccurs="0"/>

        <element name="ocspResponse" type="base64Binary" minOccurs="0"

                 maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

      <attribute name="sessionId" type="string"/>

    </extension>

  </complexContent>

</complexType>

The maximum length of the sessionId attribute SHALL be 64 bytes.

The following schema fragment defines the Domain Name Whitelist extension:

<complexType name="DomainNameWhiteList">

  <complexContent>

    <extension base="roap:Extension">

      <sequence maxOccurs="5">

        <element name="dn" type="string"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The maximum length of the <dn> SHALL be 80 bytes.
Change 7:  Change section 5.4.4.2.2 as follows:

The following schema fragment defines the ConfirmROInstallation extension:

<complexType name="ConfirmROInstallation">

  <complexContent>

    <extension base="roap:Extension">


<attribute name="sessionId" type="string" use="required"/>

    </extension>

   </complexContent>

</complexType>
Session ID is a protocol session identifier set by the RI. This allows for several, concurrent confirmation sessions. The maximum length of this attribute SHALL be 64 bytes.
The critical attribute of the ConfirmROInstallation type SHALL be present and the value of the attribute SHALL be “true”. 

Change 8:  Change section 5.4.4.3.2 as follows:

The <roConfirmRequest> element specifies the ROAP-ROConfirmRequest message. It has complex type roap:ROConfirmRequest, which extends the basic roap:Request type.

<element name="roConfirmRequest" type="roap:ROConfirmRequest"/>

    <complexType name="ROConfirmRequest">

      <annotation>

        <documentation xml:lang="en">

          Message sent from Device to RI to communicate RO installation status.

        </documentation>

      </annotation>

      <complexContent>

        <extension base="roap:Request">

          <sequence>

            <element name="deviceID" type="roap:Identifier"/>

            <element name="riID" type="roap:Identifier"/>

            <element name="nonce" type="roap:Nonce"/>

            <element name="time" type="roap:dateTimeOrUndefined"/>

            <element name="roConfirmInfo" type="roap:roConfirmInfo"/>

            <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

            <element name="extensions" type="roap:Extensions" minOccurs="0"/>

            <element name="signature" type="base64Binary"/>

          </sequence>

          <attribute name="sessionId" type="string" use="required"/>

        </extension>

      </complexContent>

    </complexType>

The maximum length of the sessionId attribute SHALL be 64 bytes.

The following schema fragment defines the RoConfirmInfo element:

Change 9:  Change section 5.4.4.3.2 as follows:

The <roConfirmResponse> element specifies the ROAP-ROConfirmResponse message. It has complex type roap:ROConfirmResponse, which extends the basic roap:Response type.

<element name="roConfirmResponse" type="roap:ROConfirmResponse"/>

<complexType name="ROConfirmResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a roConfirmRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="nonce" type="roap:Nonce"/>
        <element name="riID" type="roap:Identifier"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

        <element name="signature" type="base64Binary"/>

      </sequence>

      <attribute name="sessionId" type="string" />

    </extension>

  </complexContent>

</complexType>

The maximum length of the sessionId attribute SHALL be 64 bytes.

Change 10:  Fix schema in section 5.4.6.1.2 as follows:
<complexType name="meteringReportType">

  <sequence>

    <element name="reportNonce" type="roap:Nonce"/>

    <element name="rawMeteringReportData" type="string"/>

    <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

  <sequence>

</complexType>

Change 11:  Fix schema in section 11.5 as follows:
       <element name="ucdHello">

              <complexType">

                      <element name="httpURL" type="anyURI" minOccurs="0"/>

                      <attribute name="status" type="roap:ucdHelloStatus" use="required"/>

                      <attribute name="version" type="roap:Version" use="required"/>

              </complexType>

       </element>
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