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1 Reason for Contribution

During the discussion in Frankfurt I proposed to “deprecate” the use of “Capital-D-Device”, since the SCE architecture no longer contains a “Capital-D-Device” and because in fact SCE should not contain any normative statements for a “Capital-D-Device”. 

Also in SCE we will be talking about user equipment that does not necessarily implement a DRM Agent (but an LRM). This means that the formal definition of a “Capital-D-Device” is getting very confusing. 

It must however be made clear that it is to be expected that a device that implements SCE entities will also implement non-SCE entities and that from an overall system security perspective all of these need to be implemented in some secure way. But this security “need” is not something that OMA MUST specify. These kind of implementation robustness requirements will be specified in normative text (MUSTs and SHALLs) in some other non-OMA specification. 

The purpose of this input is to provide an informative section to explain this..

2 Summary of Contribution

3 Detailed Proposal

7. Security Considerations (Informative)

7.1 Security scope for SCE 

The scope of SCE is to enable the distribution and consumption of digital content in a controlled manner. SCE work addresses various technical aspects of this system by providing appropriate specifications for content formats, protocols, and a rights expression language.

The SCE trust model is built on a PKI. The entities defined in this enabler trust each-other to behave correctly if the their certificates are verifiable and not revoked. The SCE specified content formats, protocols and other data structures are designed to provide adequate security of Protected Content, provided that the entities involved in the protocols behave as specified in this enabler. It is NOT in scope for SCE to specify technical or other mechanisms that in some way ensure that implementations of SCE cannot be altered such that the security of the Protected Content is compromised. It is on the other hand IN scope for the SCE to define mechanisms that enable the trust authority to deal with security compromises, should they occur and are detected. 

It is anticipated that trust authorities enabling the practical use of SCE will require implementations of SCE to ALSO implement additional mechanisms to safeguard against compromises of the implementation itself.  Figure xxx depicts an example implementation of SCE.
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Figure 1: Example implementation

The SCE conformant device in Figure 2 implements, in addition to two SCE defined entities, DRMAgent and LRM, four functional entities not defined by OMA and a “Secure Environment”.

To establish trust with SCE defined entities deployed in other devices or servers (e.g when using ROAP to request a Rights Object), the SCE defined entities in Figure 2 will need a valid certificate issued by a OMA DRM Trust Authority and store – as one of the secrets – the associated private key. To assure confidentiality of these private keys and in general correct behaviour of the SCE entities, the trust authority is likely to require these entities to be implemented in some “Secure Environment” to protect against compromises of the device. The specification of such a “Secure Environment” is OUT of scope for SCE. Please note that it is IN scope for SCE to ensure that the protocols between SCE entities are secure when executed over any type of Connectivity. 

Since the actual decryption and rendering of Protected Content is not performed by the DRM Agent, the DRM Agent will likely transfer the CEK for a Protected Content to some sort of Content Rendering entity, after enforcing the permissions and constraints. This process and the Content Rendering entity itself are OUT of scope for SCE. But since the process involves the CEK, the TA is likely to require this to take place in the “Secure Environment”. Please not that it is IN scope for SCE to ensure that the Protect Content is wrapped in a file that can be stored on any Storage medium and transferred via any Connectivity. 

The OMA conformant device in Figure 2 also implements a LRM, which takes Import Ready data from a non-OMA content protection system.  This process is also OUT of scope for SCE but since also in this process the transfer of secrets is required, it is likely to be implemented in the “Secure Environment”. In this case the “Secure Environment” has to meet the requirements of not only the Trust Authority for the OMA system but also the requirements of the equivalent body for the non-OMA Content Protection System. All of this is OUT of scope for SCE. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the initial draft for the SCE Generic Mechanisms.
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