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1 Reason for Change

The purpose of this CR is to add an informative annex to the DRM TS which describes a standard method of transfering OMA DRM (P)DCFs via the Media Transfer Protocol (MTP). 

Media Transfer Protocol, or MTP, is a protocol that is designed for content exchange with command and control of transient storage devices. It is an extension to PTP, or Picture Transfer Protocol, and is targeted primarily at digital still cameras, portable media players, and cellular phones.

Unfortunately MTP does not natively support the transfer/synchronization of OMA DRM content. However, the vendor-extension mechanism, defined in the MTP specification, allows anyone to add some functionality on top of the native MTP specification. 

This CR proposes an MTP Vendor Extension which enables to identify the OMA DRM protection status of media content identified by existing MTP format codes.

Revision 01:

· Revised property codes as suggested by Microsoft.
Revision 02:

· Update reference to USB-IF 
2 Impact on Backward Compatibility

No impacts.

3 Impact on Other Specifications

No impacts on other specification have been identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The working group is encouraged to review this proposal, and to agree it for inclusion in DRM 2.1.

The group is also encouraged to consider this proposal for inclusion as an Appendix in DRM 2.0.1.

6 Detailed Change Proposal

Change 1:  Add a new informative reference for [MTP] to section 2.2

	[3GPP PSS]
	Transparent end-to-end packet switched streaming service (PSS); 3GPP TS-26.234; Protocols and codecs – Release 6.  http://www.3gpp.org/

	[DDOS]
	“Recommendations for the Protection against Distributed Denial-of-Service Attacks in the Internet”, Bundesamt für die Sicherheit in der Informationstechnik, 2000.  http://www.iwar.org.uk/comsec/resources/dos/ddos_en.htm

	[DLOTA]
	“OMA Download version 1.0.” Open Mobile Alliance™. OMA-Download-OTA-V1_0.  www.openmobilealliance.org/documents.html

	[DLOTA20]
	“OMA Download version 2.0.” Open Mobile Alliance™. OMA-Download-OTA-V2_0.  www.openmobilealliance.org/documents.html

	[DRMARCH-v2]
	“DRM Architecture V2.0”, Open Mobile Alliance™. OMA-AD-DRM-V2_0.  www.openmobilealliance.org/documents.html

	[MMSENC]
	“Multimedia Messaging Service, Encapsulation Protocol”, Open Mobile Alliance™. OMA-TS-MMS- ENC-V1_3. http://www.openmobilealliance.org/

	[MTP]
	“Media Transfer Protocol v1.0”, or a successor specification.
http://www.usb.org 

	[PUSHOTA]
	“Push OTA Protocol Specification.”  Open Mobile Alliance™.  WAP-235-PushOTA. www.openmobilealliance.org/wapdownload.html

	[UICC]
	“Smart cards; UICC-Terminal interface; Physical and logical characteristics (release 5)”, ETSI 102.221 , http://www.etsi.org

	[TS26.244]
	“Transparent end-to-end Packet-switched Streaming Service (PSS); File Format”, Version 1.2.0, The Third Generation  Partnership Project, TS-26.244,  http://www.3gpp.org/

	[WSP]  
	"Wireless Session Protocol Specification” Open Mobile Alliance™.  WAP-230-WSP.  http://www.openmobilealliance.org/wapdownload.html


Change 2:  Add a new Appendix J

NOTE: Change bars are not used as this is adding an entirely new section.
Appendix J. Media Transfer Protocol
(Informative)

Media Transfer Protocol (MTP) enables the management and transfer of content on/to transient storage devices. MTP is an extension of the Picture Transfer Protocol (PTP), and is targeted primarily at digital still cameras, portable media players, and cellular phones. MTP provides support for many media and file formats, but it does not natively support the OMA DRM (P)DCF formats. This Appendix specifies how to add support in MTP compliant Devices for transfer/synchronization of (P)DCFs.

MTP is currently specified by Microsoft in the MTP Enhanced specification [MTP]. It is anticipated that future revisions of the Media Transfer Protocol will be standardized. This Appendix is intended to also apply future versions of MTP.

J.1 MTP Object Format Codes

The overall intent is that content which is OMA DRM 2.x protected must be transferred in its (P)DCF container file, but is identified in MTP using the Object Format Code for the ContentType as specified in the (P)DCF Discrete Media Headers box (see [DRMCF-v2]. 

Although the content is identified by it’s native content type an OMA DRM Vendor Extension (defined below) enables to “tag” the content as being OMA DRM V2 protected.

J.2 DRM Status Object Property

MTP defines an Object Property, DRM Status, with PropertyCode 0xDC9D. The property identifies the DRM status of the object (i.e. whether the object is protected or not).  For OMA DRM 2.x protected content the DRM Status object property SHOULD indicate that the object has DRM protection.

J.3 OMA DRM Vendor Extension

The MTP specification [MTP] defines a vendor-extension mechanism, which enables adding additional functionality to the protocol. A vendor-extension is defined in this Appendix. This extension provides a mechanism for 2-ways transfer OMA DRM 2.x protected content via MTP, while preserving MTP functionality such as metadata-based enumeration, 2-wire plays from device and content playback capability description with hosts which do not support OMA DRM 2.x.
This extension consists of no new operations, no new device properties, 2 new object properties, no new responses and no new events.  It defines a mechanism by which OMA DRM 2.x (P)DCFs can be transferred in such a way as to be fully transparent to any transferring application, while accommodating the restrictions placed on it by OMA DRMv2.

The extension defines two MTP Object Properties: 

· a UINT8, which identifies the OMA DRM Status of an object

· a binary object property, which contains a Rights Object for this object.  

These two Object Properties should be supported by Devices that support OMA DRM 2.x and MTP. 

J.3.1 Extension Identification

Devices indicate support for this MTP extension by including a pre-defined string in the Vendor Extension Description field of the MTP DeviceInfo dataset, returned as a response to the MTP GetDeviceInfo operation. For more information, refer to [MTP].

	Dataset field
	Field order
	Size (bytes)
	Datatype

	MTPVendorExtensionDesc
	4
	Varies
	“openmobilealliance.org/drmv2: 1.0 ”


Table 1: OMA DRM MTP Vendor Extension Identification

J.3.2 Extension Object Properties Summary

The object properties included in the OMA DRM vendor extension are:

· OMA_DRM_Status which identifies whether an object is protected by OMA DRM 2.x (or not).
· OMA_DRM_Rights_Object which may contain a Rights Object for a specified content.  

	Object Property Datacode
	Object Property Name

	0xDA11
	OMA DRM Status

	0xDA12
	OMA DRM Rights Object


Table 2: Extension Object Property Summary Table

J.3.3 OMA DRM Status Property

	Field name
	Field order
	Size (bytes)
	Datatype
	Value

	PropertyCode
	1
	2
	UINT16
	0xDA11

	Datatype
	2
	2
	UINT16
	0x0004 (UINT16)

	Get/Set
	3
	1
	UINT8
	0x01 (GET/SET)

	DefaultValue
	4
	
	
	0x0000

	GroupCode
	5
	4
	UINT32
	Device-defined

	FormFlag
	6
	1
	UINT8
	0x02 Enumeration form

	Description:

	This object property identifies whether an object is protected by OMA DRM 2.x.  It may contain the following initial values:

0x0000:  This object is not protected (clear) by OMA DRM 2.x. 

0x0001:  This object is protected by OMA DRM 2.x. 

Whenever this property contains a non-zero value, the value of the native MTP DRM_Status (0xDC9D) must also contain a non-zero value, indicating to initiators which do not support OMA DRM 2.0 that the object may be constrained in its use.


Table 3: OMA DRM Status Object Property in MTP

J.3.4 OMA DRM Rights Object

	Field name
	Field order
	Size (bytes)
	Datatype
	Value

	PropertyCode
	1
	2
	UINT16
	0xDA12

	Datatype
	2
	2
	UINT16
	0x4002 (AUINT8)

	Get/Set
	3
	1
	UINT8
	0x01 (GET/SET)

	DefaultValue
	4
	
	
	0x00000000 (Emtpy Array)

	GroupCode
	5
	4
	UINT32
	Device-defined

	FormFlag
	6
	1
	UINT8
	0x06 ByteArray form

	Description:

	This object property is a byte array which contains a valid OMA DRM 2.x Protected Rights Object (see section 5.3.9
). The Rights Object is intended to be one that grants rights to use this content. 

NOTE: Rights Objects may me transferred with the (P)DCF within the Mutable DRM Information Box. However, OMA DRM 2.x permits Rights Object to be stored out side of the (P)DCF on the device (e.g. a Parent RO, stored in a .oro file). This property allows transferring such Rights Object separated from the (P)DCF.


Table 4: OMA DRM Rights Object in MTP
J.4 Additional information

J.4.1 Multiple OMA DRM Containers

In the case of DCFs containing multiple OMA DRM containers (see [DRMCF-v2 section 6.4]), the MTP object-oriented approach does not fit very well. This specification recommends that only the first container should be identified as the object to transfer via MTP. Secondary OMA DRM Containers will be transferred transparently via MTP.

J.4.2 ROAP over MTP

This specification does not define an implementation of ROAP over MTP. OMA DRM 2.x Devices are recommended to obtain rights via the normal methods defined in OMA DRM 2.x.
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