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1 Reason for Change

This CR closes AP 801 and fills out the sections of the SRM TS with respect to revocation status checking.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  The following text will be added (places to be determined)

If an (SRM-/DRM-) Entity’s counter reaches its threshold, then Events are not permitted until the counter is cleared/reset to “0”.

For a nonce-based date-time query, the Entity generating the nonce MAY store the nonce in volatile or non-volatile memory. If the nonce is not available at the point of receiving a supposed response to a nonce-based date-time query, the date-time query MUST be rejected.

If there exist distinct CRL types for SRMs and for Devices, respectively, resetting a counter (used strictly for SRM-Enabler Events/transactions) requires that an Entity acquire a recent enough CRL only of its opposite type, i.e., a Device consults an SRM CRL, and an SRM consults a Device CRL.

Event Counting

Events are transactions that take place between a Device and SRM, e.g., a Device to SRM Move.  The complete list of countable Events (as counted by an Entity) is defined below.  Each Event that carries risk of the Entity consuming or disseminating faulty Rights is countable.
Event type – Entity
· Local Consumption – SRM

· Local Consumption – Device

· Pull Move – SRM

· Pull Move – Device

· Push Move – Device

Devices and SRMs MUST maintain at least one counter that records the total number of completed Events.  Trust Authorities can choose to require additional counters.

The Event counter starts at zero and is incremented with the occurrence of each Event until a predefined threshold is reached.  The occurrence of an Event signifies that the Entity’s counter is incremented at that point in the Local Consumption, Pull Move, or Push Move protocol.  Event occurrence points are indicated within the following three figures:     

Local Consumption [annotated version of CR0183R01 – Figure 1]

Pull Move (SRM-to-Device) [annotated version of CR0182R01 – Figure 1]

Push Move (Device-to-SRM) [annotated version of CR0181R03 – Figure 1]

When an Event is initiated corresponding to a counter which has reached its threshold, the DRM Agent (or SRM Agent) MUST NOT perform any countable Event until the corresponding counter is reset.  Threshold values are set by a Trust Authority.  A very high threshold value effectively disables revocation status checking.  Threshold values MAY be different for DRM Agents and SRM Agents. Threshold values MAY be different for individual event types.
A Rights Issuer may choose to exempt Events of a given type from being counted by including an indication within the corresponding Rights Object.    The DRM Agent (or SRM Agent) is exempted from counting an otherwise countable Event type if the following conditions apply:

· The Rights Issuer has permitted the “exemption” within the Rights that are the subject of the Event and;

· The DRM Agent (or SRM Agent) successfully verifies the RI signature in the Rights 
If a DRM Agent is exempted from counting a particular Device-to-SRM (Push) Move Event (i.e., the DRM Agent does not increment the counter) it MUST NOT decrement the counter as part of executing the Move protocol relative to the exempted Rights.

Event counters are reset to “0” when the SRM Agent receives a fresh CRL or verifies that the latest CRL it holds has not expired based on the trusted response to a date-time query.  

DRM Agent (connected and unconnected)
The SRM Agent SHOULD provide its current counter values relative to the predefined thresholds in the EventCountQuery Response message.  A Device can then ensure that the thresholds are never reached by putting forth timely date-time network queries to update the SRM.

Need to define date-time query method
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