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1 Reason for Change

In the current SRM specification, binary messages for communication between the SRM Agent and the DRM Agent are described. Until now, these messages have not been designed to be extensible, leading to potential backward compatibility problems for future SRM specifications.
To resolve this problem, this CR introduces a simple extensibility mechanism. At the end of each message, an ExtensionsContainer() structure is added. This ExtensionsContainer() can contain one or multiple Extension() structures, which can be used in future versions.

Additionally, for each extension, signalling of the type, size and a flag indicating whether the extension is critical are included. Device behaviour for the handling of messages containing critical and/or non-critical unknown extensions is specified.

To ensure that all messages handle the ExtensionsContainer() structure equally, and have it at the same place, the ExtensionsContainer() is defined as part of the MessageFormat() structure rather than the MessageBody() structure.
R01 renames the number_of_extensions field to nbrOfExtensions.
New in R02:

· Removal of the criticalExtension flag. Consequently, the UNKNOWN_CRITICAL_EXTENSION error code is omitted. 
· The Hmac() structure for protected messages is moved to the MessageFormat() structure. This implies that the HMAC is not only calculated over the Parameters() structure, but over all fields in the MessageFormat() structure.
· The protectedFlag in the MessageFormat() structure is removed. It is unnecessary to signalise the bit since it has a fixed value for each message. The bit is added to the messageIdentifier field, whose length becomes 7 bits.
R03: small bug fix in the description of the ExtensionsContainer() structure.
R04: small bug fix: in the table with caption "Message Identifier" the value 63 is changed to 127.
R05: adds two columns to the “Message Identifier” table, specifying the value of protectedFlag for each message. Also, an explanatory sentence to the Extension() structure is added. Finally, the size of the extensionsType and nbrOfExtensions fields are changed to 8 bit.
R06: removes the protectedFlag altogether, and updates the text wherever the protectedFlag appears. It is also specifies that the MAC key is updated after each request/response message pair, i.e. not only for protected messages. This ensures that the MAC keys in the server and in the client keep synchronised, even if in the future unknown protected messages are received.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to accept the CR. 
6 Detailed Change Proposal

Change 1:  Modify the structure MessageFormat() 5.6.4 to include the ExtensionsContainer() structure

5.6.4.1 Message Format

Some messages between the DRM Agent and SRM Agent are protected by an HMAC and some are not. See Table 1 for which messages are protected by an HMAC.
Messages between the DRM Agent and SRM Agent that are not protected by an HMAC have the following generic format:
MessageFormat()


    messageIdentifier
7
bslbf

    messageType
1
bslbf

    MessageBody()
    ExtensionsContainer()


}
Messages between the DRM Agent and SRM Agent that are protected by an HMAC have the following generic format:
ProtectedMessageFormat()
    MessageFormat()
    Hmac()

}

The fields are defined as follows:

· 
· messageIdentifier - This field defines the identifier of messages being communicated. This is defined in Table 1.
· messageType - This flag is set to ‘0’ if this is a request from the DRM Agent to SRM Agent. In case of a response, it is set to ‘1’.

· MessageBody - This field contains parameters of a message. The MessageBody is specified in each sub-section in section 5.7.
· ExtensionsContainer() - This field can be used to include extensions in future versions of the SRM enabler. See Section 5.6.5 for more details.
· Hmac() - HMAC over MessageFormat(), generated with the current MAC Key (MK). This field only exists for messages that are integrity protected by an HMAC.. Table 1 indicates which messages are protected by an HMAC.
Table 1: Message Identifier
	Identifier Value
	Description
	Request protected by an HMAC
	Response proteced by an HMAC

	0
	Hello
	NO
	NO

	1
	Authentication
	NO
	NO

	2
	Key Exchange
	NO
	NO

	3
	CRL Information Exchange
	NO
	NO

	4
	OCSP Nonce
	NO
	NO

	5
	OCSP Process
	NO
	NO

	6
	CRL Update
	NO
	NO

	7
	CRL Retrieval
	NO
	NO

	8
	Installation Setup
	YES
	YES

	9
	Rights Installation
	YES
	YES

	10
	Rights Retrieval
	YES
	YES

	11
	REK Query
	YES
	YES

	12
	Rights Info Query
	YES
	YES

	13
	Handle List Query
	NO
	NO

	14
	Handle Removal
	YES
	YES

	15
	Rights Enablement
	YES
	YES

	16
	Rights Removal
	YES
	YES

	17
	RI Certificate Store
	NO
	NO

	18
	RI Certificate Query
	NO
	NO

	19
	RI Certificate Removal
	NO
	NO

	20
	Dynamic Code Page Query
	NO
	NO

	21
	Dynamic Code Page Update
	NO
	NO

	22
	Rights Info List Query
	NO
	YES

	23 ~ 127
	Reserved For Future Use
	
	


Change 2:   Add a new section 5.6.5 explaining extensibility
5.6.5 Extensibility of binary messages
All messages between a DRM Agent and an SRM Agent contain an ExtensionsContainer() structure. This structure has the following format:
ExtensionsContainer() {

    nbrOfExtensions
8
uimsbf

    for( i=0; i<nbrOfExtensions; i++ ) {

        extensionType
8
uimsbf


        size
16
uimsbf

        Extension()

    }

}

The nbrOfExtensions field indicates how many extensions follow. In this version of the specification, the nbrOfExtensions field SHALL contain a value 0. In future versions this field may contain another value.

For each extension the ExtensionsContainer() structure contains the following fields:

· extensionType - an 8-bit integer signalling the type of the extension. Each extension shall have a unique extensionType.
· 
· size - a 16-bit integer specifying the size of the extension, i.e. the size of the Extension() field in bytes. If the receiver of the message does not know the extension type, this field can be used to skip to the next extension.

· Extension() - this structure contains the parameters of the extension. The content of the structure depends on the particular extension and is to be defined in future specifications.
Unknown extensions SHALL be ignored by the receiving (DRM or SRM) Agent.



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


5.6.5.1 Application of extensibility in future specifications (informative)
Future specifications can use the ExtensionsContainer() mechanism to expand messages. When an extension is specified in a future specification, it can either be included in all messages independent of the version of the involved SRM/DRM Agents or only included when communication between agents of appropriate versions occurs. The decision on where and when a certain extension is to be included is to be taken when the new specification is made.
Extensions can be mandated in future specifications. This means DRM/SRM Agents conformant to those specifications must include the extensions, even though older SRM/DRM Agents will ignore it. The extensions have to be designed in such a way that this does not open an attack opportunity.
Change 3:  Remove protectedFlag from Hello messages
5.7.1.1.2 Message Format

The message format (MessageBody) of the HelloRequest is specified as follows. The messageType is set to '0' and the message is not protected by an HMAC.
Version() {

    VersionString()

}

DeviceId()

{

    OctetString8()

}

DeviceIdList() {

    numOfDeviceId
8
uimsbf

    for ( i = 0 ; i < numOfDeviceId ; i++ ) {

        DeviceId()
    }

}

MessageBody() {

    Version()

    DeviceId()

}

The fields are defined as follows:

· Version - Version parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· DeviceIdList – Device ID List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the HelloResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
SelectedVersion() {

    VersionString()

}

TrustedAuthorities() {

    numOfTrustedAuthorithes

8
uimsbf

    for ( i = 0 ; i < numOfTrustedAuthorithes ; i++ ) {

        OctetString8()
    }

}

PeerKeyIdentifier() {

    OctetString8()

}

PeerKeyIdentifierList() {

    numOfPeerKeyIdentifier

8
uimsbf

    for ( i = 0 ; i < numOfPeerKeyIdentifier ; i++ ) {

        PeerKeyIdentifier()

    }

}

OptionalMessages() {

    ocspSupported


1
bslbf

    rightsInfoListSupported


1
bslbf

    riCertificateStorageSupported

1
bslbf

    riCertificateRemovalSupported

1
bslbf

    dynamicCodePageSupported


1
bslbf

    rfu


11
bslbf

}
MessageBody() {

    status


16
uimsbf

    if ( status == 0 ) {

        peerKeyIdentifierListPresent
1
bslbf
        rfu


7
bslbf
        SelectedVersion()

        TrustedAuthorities()

        if ( peerKeyIdentifierListPresent ) {

            PeerKeyIdentifierList()

        }

        maxNbrOfContentIds


16
uimsbf
        OptionalMessages()
    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· peerKeyIdentifierListPresent – if ‘1’, then PeerKeyIdentifierList is present in this message

· SelectedVersion - Selected Version parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· TrustedAuthorities – Trusted Authorities parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· PeerKeyIdentifierList – PeerKeyIdentifierList parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· maxNbrOfContentIds – Max Number of ContentIDs parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· OptionalMessages – Optional Messages Supported parameter in Fehler! Verweisquelle konnte nicht gefunden werden.. The contained flags have meaning as follows:
· ocspSupported – if ‘0’, the OCSP Nonce and OCSP Process messages in section Fehler! Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle konnte nicht gefunden werden. are not supported by the SRM Agent. If ‘1’, the messages are supported by the SRM Agent.
· rightsInfoListSupported – if ‘0’, the Rights Info List Query message in section Fehler! Verweisquelle konnte nicht gefunden werden. is not supported by the SRM Agent. If ‘1’, the message is supported by the SRM Agent.
· riCertificateStorageSupported – if ‘0’, the RI Certificate Store and RI Certificate Query messages in section Fehler! Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle konnte nicht gefunden werden. are not supported by the SRM Agent. If ‘1’, the messages are supported by the SRM Agent.
· riCertificateRemovalSupported – if ‘0’, the RI Certificate Removal message in section Fehler! Verweisquelle konnte nicht gefunden werden. is not supported by the SRM Agent. If ‘1’, the message is supported by the SRM Agent.
· dynamicCodPageSupported – if ‘0’, the Dynamic Code Page Query and Dynamic Code Page Update messages in section Fehler! Verweisquelle konnte nicht gefunden werden. and section Fehler! Verweisquelle konnte nicht gefunden werden. are not supported by the SRM Agent. If ‘1’, the messages are supported by the SRM Agent.
Change 4:  Remove protectedFlag from Authentication messages

5.7.2.1.2 Message Format

The message format (MessageBody) of the AuthenticationRequest is specified as follows. The messageType is set to '0' and the message is not protected by an HMAC.
TrustAnchor() {

    OctetString8()

}

DeviceCertificateChain() {

    CertificateChainString()

}

SupportedAlgorithms() {

    Algorithms()

}

MessageBody() {

    deviceCertificateChainPresent
1
bslbf
    supportedAlgorithmsPresent
1
bslbf
    rfu

6
bslbf
    TrustAnchor()

    if ( deviceCertificateChainPresent ) {

        DeviceCertificateChain()

    }

    if ( supportedAlgorithmsPresent ) {

        SupportedAlgorithms()

    }

}

The fields are defined as follows:

· deviceCertificateChainPresent - if ‘1’, then DeviceCertificateChain is present in this message

· supportedAlgorithmsPresent - if ‘1’, then SupportedAlgorithms is present in this message
· TrustAnchor – Trust Anchor parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· DeviceCertificateChain – Device Certificate Chain parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· SupportedAlgorithms – Supported Algorithms parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the AuthenticationResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
RandomNumber() {

    RandomNumberString()

}

Version() {

    VersionString()

}

SupportedAlgorithms() {

    Algorithms()

}

SelectedAlgorithms() {

    Algorithms()

}

SrmCertificateChain() {

    CertificateChainString()

}

AuthRespData() {

    supportedAlgorithmsPresent
1
bslbf
    selectedAlgorithmsPresent

1
bslbf
    rfu

6
bslbf
    RandomNumber()

    Version()

    if ( supportedAlgorithmsPresent ) {

        SupportedAlgorithms()

    }

    if ( selectedAlgorithmsPresent ) {

        SelectedAlgorithms()

    }

}

EncryptAuthRespData() {

    EncryptedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        SrmCertificateChain()

        EncryptAuthRespData()

    }

}

The fields are defined as follows:

· AuthRespData – M value of Encrypted AuthResp Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· supportedAlgorithmsPresent – if ‘1’, then SupportedAlgorithms is present in AuthRespData
· selectedAlgorithmsPresent – if ‘1’, then SelectedAlgorithms is present in AuthRespData
· RandomNumber – RNS value of Encrypted AuthResp Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· Version –Version value of Encrypted AuthResp Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· SupportedAlgorithms – Supported Algorithms value of Encrypted AuthResp Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· SelectedAlgorithms – Selected Algorithms value of Encrypted AuthResp Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· SrmCertificateChain – SRM Certificate Chain parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedAuthRespData –  Encrypted AuthRespData with the Device’s public key
Change 5:  Remove protectedFlag from the KeyExchange messages
5.7.2.2.2 Message Format

The message format (MessageBody) of the KeyExchangeRequest is specified as follows. The messageType is set to '0' and the message is not protected by an HMAC.
DeviceRandomNumber() {

    RandomNumberString()

}

SrmRandomNumber() {

    RandomNumberString()

}

HashedSrmRandomNumber() {

    HashedString()

}

KeyExData() {

    DeviceRandomNumber()

    HashedSrmRandomNumber()

    SelectedVersion()

}

EncryptedKeyExData() {

    EncryptedString()

}

MessageBody() {

    EncryptedKeyExData()

}

The fields are defined as follows:

· KeyExData – M value of Encrypted KeyEx Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· DeviceRandomNumber – RNH value of Encrypted KeyEx Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· SrmRandomNumber – RNS value of Encrypted KeyEx Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· Selected Version – Selected Version value of Encrypted KeyEx Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· HashedSrmRandomNumber – Hashed SrmRandomNumber
· EncryptedKeyExData –  Encrypted KeyExData with the SRM’s public key
The message format (MessageBody) of the KeyExchangeResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
DeviceRandomNumber() {

    RandomNumberString()

}

SrmRandomNumber() {

    RandomNumberString()

}

RanNumData() {

    DeviceRandomNumber()

    SrmRandomNumber()

}

HashedRanNumData() {

    HashedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        HashedRanNumData()

    }

}

The fields are defined as follows:

· RanNumData – M value of Hashed RanNum Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· DeviceRandomNumber – RND value of Hashed RanNum Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· SrmRandomNumber – RNS value of Hashed RanNum Data parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· HashedRanNumData –  Hashed RanNumData
Change 6:  Generate a new MAC key after each message pair
5.7.3.3 Message Replay Protection

Replay protection is provided by using a different MAC Key for every message. After each request and response message pair (regardless if the messages are protected by an HMAC or not), the current MAC Key is invalidated and a new MAC Key is generated, If both messages in a message pair are protected by an HMAC, the same MAC Key is used for both messages.

It’s assumed that the MK(k) is kth MAC Key after the MAKE process concludes. Then the k+1th MAC Key (MK(k+1)) is generated as follows:

MK(k+1) = H(MK(k))
Change 7:  Remove protectedFlag from CRLInformationExchange messages

5.7.4.1.2 Message Format

The message format (MessageBody) of the CRLInformationExchangeRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC.
CrlIssuerId() {

    OctetString8()

}

CrlNumber() {

    OctetString8()

}

CrlInformation() {

    CrlIssuerId()

    CrlNumber()

}

CrlInformationList() {

    numOfCrlInformation
8
uimsbf

    for ( i = 0 ; i < numOfCrlInformation ; i++ ) {

        CrlInformation()
    }

}

MessageBody() {

    CrlInformationList()

}

The fields are defined as follows:

· CrlInformationList – CRL Information List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the CRLInformationExchangeResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

    if ( (status == 0) || (status == CrlUpdateNeeded) ) {

        CrlInformationList()

    }

}

The field is defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· CrlInformationList – CRL Information List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 8:  Remove protectedFlag from OSCPNonce messages
5.7.4.2.2 Message Format

The message format (MessageBody) of the OCSPNonceRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC. This message doesn’t include parameters.

The message format (MessageBody) of the OCSPNonceResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
OcspNonce() {

    OctetString8()

}

OcspResponderKeyIdentifier() {

    OctetString8()

}

MessageBody() {

    status
16
uimsbf

    if ( status == 0 ) {

        OcspNonce()

        OcspResponderKeyIdentifier()

    }

}

The field is defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· OcspNonce – OCSP Nonce parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· OcspResponderKeyIdentifier – OCSP Responder Key Identifier parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 9:  Remove the protectedFlag from the OCSPProcess messages
5.7.4.3.2 Message Format

The message format (MessageBody) of the OCSPProcessRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC.
OcspResponse() {

    OctetString16()

}

MessageBody() {

    OcspResponse()

}

The field is defined as follows:

· OcspResponse – OCSP Response parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the OCSPProcessResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

}

The field is defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 10:  Remove the protectedFlag from the CRLUpdate messages
5.7.4.4.2 Message Format

The message format (MessageBody) of the CRLUpdateRequest is specified as follows. The messageType is set to '0' and the message is not protected by an HMAC.
Crl()

{

    CrlString()

}

MessageBody() {

    Crl()

}

The field is defined as follows:

· Crl - CRL parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the CRLUpdateResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

}

The field is defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
Change 11:  Remove the protectedFlag from the CRLRetrieval messages
5.7.4.5.2 Message Format

The message format (MessageBody) of the CRLRetrievalRequest is specified as follows. The messageType is set to '0' and the message is not protected by an HMAC.
CrlIssuerId() {

    HashedString()

}

MessageBody() {

    CrlIssuerId()

}

The field is defined as follows:

· Crl – CRL Issuer ID parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the CRLRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
Crl()

{

    CrlString()

}

MessageBody() {

    status
16
uimsbf

    if ( status == 0 ) {

        Crl()

    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.

· Crl - CRL parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 12:  Move Hmac() field in InstallationSetup messages
5.7.5.1.2 Message Format

The message format (MessageBody) of the InstallationSetupRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

MessageBody() {

    EncryptedHandle()

    sizeOfRights
16
uimsbf
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· SizeOfRights –Size Of Rights parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· 
The message format (MessageBody) of the InstallationSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
MessageBody() {

    status
16
uimsbf
}





The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 13:  Move Hmac() field in RightsInstallation messages
5.7.5.3.2 Message Format

The message format (MessageBody) of the RightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

EncryptedRek() {

    EncryptedString()

}

MessageBody() {

    EncryptedHandle()

    Lcid()

    RightsInformation()

    EncryptedRek()
}





The fields are defined as follows:

· Handle – Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· Lcid – LCID parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· RightsInformation – Rights Meta Data, Rights Object Container, State Information parameters in Fehler! Verweisquelle konnte nicht gefunden werden. (Refer to Appendix Fehler! Verweisquelle konnte nicht gefunden werden.)
· EncryptedRek – Encrypted REK parameter in Fehler! Verweisquelle konnte nicht gefunden werden. (Rek in Appendix Fehler! Verweisquelle konnte nicht gefunden werden.) with the current Session Key (SK)
· 
The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
MessageBody() {

    status
16
uimsbf
}





The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 14:  Move Hmac() field in RightsRetrieval messages

5.7.6.1.2 Message Format

The message format (MessageBody) of the RightsRetrievalRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

NewHandle() {

    HandleString()

}

EncryptedNewHandle() {

    EncryptedString()

}

MessageBody() {

    Handle()

    EncryptedNewHandle()
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· NewHandle – New Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedNewHandle – Encrypted NewHandle with the current Session Key (SK)
· 
The message format (MessageBody) of the RightsRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
EncryptedRek() {

    EncryptedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        RightsInformation()

        EncryptedRek()

    }
}





The fields are defined as follows:

· RightsInformation – Rights Meta Data, Rights Object Container, State Information parameters in Fehler! Verweisquelle konnte nicht gefunden werden. (Refer to Appendix Fehler! Verweisquelle konnte nicht gefunden werden.)
· EncryptedRek – Encrypted REK parameter in Fehler! Verweisquelle konnte nicht gefunden werden. (Rek in Appendix Fehler! Verweisquelle konnte nicht gefunden werden.) with the current Session Key (SK)
· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 15:  Move Hmac() field in REKQuery messages

5.7.7.2.2 Message Format

The message format (MessageBody) of the REKQueryRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

NewHandle() {

    HandleString()

}

EncryptedNewHandle() {

    EncryptedString()

}

MessageBody() {

    Handle()

    EncryptedNewHandle()
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· NewHandle – New Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedNewHandle – Encrypted NewHandle with the current Session Key (SK)
· 
The message format (MessageBody) of the REKQueryResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
EncryptedRek() {

    EncryptedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        EncryptedRek()

    }
}





The fields are defined as follows:

· EncryptedRek – Encrypted REK parameter in Fehler! Verweisquelle konnte nicht gefunden werden. (Rek in Appendix Fehler! Verweisquelle konnte nicht gefunden werden.) with the current Session Key (SK)
· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 16:  Remove protectedFlag from HandleListQuery messages

5.7.8.1.2 Message Format

The message format (MessageBody) of the HandleListQueryRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC.
MessageBody() {
    hashedContentIdListPresent
1
bslbf

    handleListLengthPresent

1
bslbf

    rfu

6
bslbf

    if ( hashedContentIdListPresent ) {

        numOfContentId

8
bslbf

        if ( i = 0 ; i < numOfContentId ; i++ ) {

            HashedContentId()

        }

    }

    if ( handleListLengthPresent ) {

        handleListLength
16
uimsbf

    }

}

The fields are defined as follows:

· hashedContentIdListPresent - if ‘1’, then the list of HashedContentId is present in this message
· handleListLengthPresent - if ‘1’, then handleListLength is present in this message
· numOfContentId – Number of HashedContentId in Hashed ContentId List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· HashedContentId – Hash of ContentId
· handleListLength – Handle List Length parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the HandleListQueryResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        handleListLengthPresent
1
bslbf
        rfu

7
bslbf
        HandleList()

        continuationFlag

8
uimsbf

        if ( handleListLengthPresent ) {

            handleListLength

16
uimsbf

        }

    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.

· handleListLengthPresent - if ‘1’, then handleListLength is present in this message
· HandleList – Handle List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· continuationFlag – Continuation Flag parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· handleListLength – Handle List Length parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 17:  Move Hmac() field in RightsInfoQuery messages
5.7.8.2.2 Message Format

The message format (MessageBody) of the RightsInfoQueryRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

MessageBody() {

    Handle()
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
The message format (MessageBody) of the RightsInfoQueryResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        RightsInformation()

    }
}





The fields are defined as follows:

· RightsInformation – Rights Meta Data, Rights Object Container, Rights Meta Data parameters in Fehler! Verweisquelle konnte nicht gefunden werden.
· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 18:  Remove protectedFlag from RightsInfoListQuery messages

5.7.8.3.2 Message Format

The message format (MessageBody) of the RightsInfoListQueryRequest is specified as follows. The messageType is set to’0’ the message is not protected by an HMAC.
MessageBody() {
    hashedContentIdListPresent
1
bslbf

    rightsInfoListLengthPresent
1
bslbf
    rfu

6
bslbf

    if ( hashedContentIdListPresent ) {
        numOfContentId

8
bslbf

        if ( i = 0 ; i < numOfContentId ; i++ ) {

            HashedContentId()

    }

}
    if ( rightsInfoListLengthPresent ) {

        rightsInfoListLength
   
16
uimsbf

    }

}

The fields are defined as follows:

· hashedContentIdListPresent - if ‘1’, then the list of HashedContentId is present in this message
· rightsInfoListLengthPresent - if ‘1’, then rightsInfoListLength is present in this message
· numOfContentId – Number of HashedContentId in Hashed ContentId List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· HashedContentId – Hash of ContentId
· rightsInfoListLength – Rights Information List Length parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of theRightsInfoListQueryResponse is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        rightsInfoListLengthPresent
1
bslbf
        rfu

7
bslbf
        RightsInformationList()

        continuationFlag

8
uimsbf

        if ( rightsInfoListLengthPresent ) {

            rightsInfoListLength
16
uimsbf

        }

    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.

· rightsInfoListLengthPresent - if ‘1’, then rightsInfoListLength is present in this message
· RightsInformationList – Rights Information List parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· continuationFlag – Continuation Flag parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· rightsInfoListLength – Rights Information List Length parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 19:  Move Hmac() field in HandleRemoval messages
5.7.8.4.2 Message Format

The message format (MessageBody) of the HandleRemovalRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

MessageBody() {

    EncryptedHandle()
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· 
The message format (MessageBody) of the HandleRemovalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
MessageBody() {

    status
16
uimsbf
}





The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 20:  Move Hmac() field in RightsEnablement messages
5.7.8.5.2 Message Format

The message format (MessageBody) of the RightsEnablementRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

MessageBody() {

    stateInformationPresent
1
bslbf
    rfu
7
bslbf
    EncryptedHandle()

    if ( stateInformationPresent ) {

        StateInformation()

    }
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)

· stateInformationPresent – if ‘1’, then StateInformation is present in this message

· StateInformation – State Information parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
The message format (MessageBody) of the RightsEnablementResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
MessageBody() {

    status
16
uimsbf
}





The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 21:  Move Hmac() field in RightsRemoval messages
5.7.8.6.2 Message Format

The message format (MessageBody) of the RightsRemovalRequest is specified as follows. The messageType is set to’0’ and the message is protected by an HMAC.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

MessageBody() {

    EncryptedHandle()
}





The fields are defined as follows:

· Handle –Handle parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· 
The message format (MessageBody) of the RightsRemovalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.
MessageBody() {

    status
16
uimsbf
}





The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· 
Change 22:  Remove protectedFlag from RICertificateStore messages

5.7.8.7.2 Message Format

The message format (MessageBody) of the RICertificateStoreRequest is specified as follows. The messageType is set to’0’ the message is not protected by an HMAC.
RiId() {

    OctetString8()

}

RiCertificateChain() {

    CertificateChain()

}

MessageBody() {

    RiId()

    RiCertificateChain()

}

The fields are defined as follows:

· RiId – RI ID parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· RiCertificateChain – RI Certificate Chain parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the RICertificateStoreResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

}

The field is defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 23:  Remove protectedFlag from RICertificateQueryRequest messages
5.7.8.8.2 Message Format

The message format (MessageBody) of the RICertificateQueryRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC.
RiId() {

    OctetString8()

}

MessageBody() {

    RiId()

}

The field is defined as follows:

· RiId – RI ID parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the RICertificateQueryResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
RiCertificateChain() {

    CertificateChain()

}

MessageBody() {

    status
16
uimsbf

    if ( status == 0 ) {

        RiCertificateChain()

    }

}

The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· RiCertificateChain – RI Certificate Chain parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 24:  Remove protectedFlag from RICertificateRemoval messages
5.7.8.9.2 Message Format

The message format (MessageBody) of the RICertificateRemovalRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC.
RiId() {

    OctetString8()

}

MessageBody() {

    RiId()

}

The field is defined as follows:

· RiId – RI ID parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the RICertificateRemovalResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

}

The field is defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
Change 25:  Remove protectedFlag from DynamicCodePageQuery messages
5.7.8.10.2 Message Format
The MessageBody of the DynamicCodePageQueryRequest is empty. The messageType is set to’0’ the message is not protected by an HMAC.
The message format (MessageBody) of the DynamicCodePageQueryResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

    if ( status == 0 ) {

        attributeCodePage()
        tagCodePage()
    }

}

The fields are defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
· attributeCodePage – Attribute Code Page parameter as defined in Fehler! Verweisquelle konnte nicht gefunden werden.
· tagCodePage – Tag Code Page parameter in section Fehler! Verweisquelle konnte nicht gefunden werden.
Change 26:  Remove protectedFlag from DynamicCodePageUpdate messages
5.7.8.11.2 Message Format

The message format (MessageBody) of the DynamicCodePageUpdateRequest is specified as follows. The messageType is set to’0’ and the message is not protected by an HMAC.
MessageBody() {
    attributeCodePagePresent

1
bslbf

    tagCodePagePresent

1
bslbf
    rfu

6
bslbf
    if (attributeCodePagePresent ) {

        attributeCodePage()

    }

    if (tagCodePagePresent ) {

        tagCodePage()

    }
}

The fields are defined as follows:

· attributeCodePagePresent – indicates whether the attributeCodePage is present. 

· tagCodePagePresent – indicates whether the tagCodePage is present. 

· attributeCodePage – Attribute Code Page parameter as defined in Fehler! Verweisquelle konnte nicht gefunden werden.
· tagCodePage – Tag Code Page parameter in section Fehler! Verweisquelle konnte nicht gefunden werden.
The message format (MessageBody) of the DynamicCodePageUpdateResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
MessageBody() {

    status
16
uimsbf

}

The field is defined as follows:

· status - Status parameter in Fehler! Verweisquelle konnte nicht gefunden werden.
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