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1 Reason for Change

To consolidate the basic agreement in the DRM call of May 10, the text from CR 0225R01 was taken as the starting point for this CR. Some slight modifications were made to this text; all applied changes are highlighted. Furthermore Event Counting is added as an optional tool and described in new subsections, mostly based on CR 0213R02, but with changes reflecting current email discussions as well as the basic agreement in the DRM call of May 10 on the optional use of Event Counting.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group agree this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 5.7.4 as follows:

5.7.4 Revocation Status Checking

· 
· 
· 
· 
· 
Editor’s Note:

Mutual authentication will be defined

Protocol to realize the certificate revocation status checking will be defined

Unblocking procedures, including receiving fresh CRL, will be defined.

Types of thresholds will be defined

Revocation status checking between the SRM Agent and the DRM Agent is a necessary procedure that MUST occur before exchanging any message over the SAC. During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL). A DRM Agent MUST cache a CRL that contains revocation status about SRMs, and the SRM Agent MUST cache a CRL that contains revocation status about Devices. If the connected SRM or DRM Agent, respectively, is on the CRL then SAC MUST be terminated. The validity dates for the cached CRL (whether in the DRM Agent or the SRM Agent) does not need to be checked for revocation status checking. The CRL update schedule and CRL distribution and thereby criteria for ensuring valid CRLs are beyond the scope of this specification. This section 5.7.4 specifies protocols that relevant authorities may require to implement revocation checking.
Note: This Enabler does not require revocation status checking of the RI certificate chain when verifying RI signatures during Move or Local Consumption.   However, Devices MUST follow [DRMv2.1] requirements when performing ROAP.
For the DRM Agent and SRM Agent to replace old CRL with new CRL, this document specifies protocols for the following purposes:

· CRL Information Exchange (Refer to section Error! Reference source not found.)

The DRM Agent and SRM Agent exchange CRL numbers in order to determine if CRL(s) in Device supersede CRL(s) in SRM or vice versa.

· OCSP Nonce (Refer to section Error! Reference source not found.)

The DRM Agent requests a nonce from the SRM Agent. The DRM Agent uses the nonce for the OCSP request so that the SRM Agent can be provided with the current DRM time and checks the revocation status of the Device.

· OCSP Response Processing (Refer to section Error! Reference source not found.)

The DRM Agent to pass an OCSP response to the SRM Agent that includes the revocation status of the DRM Agent and the DRM time

· CRL Delivery from Device to SRM (Refer to section Error! Reference source not found.)

The DRM Agent sends its CRL(s) to the SRM Agent. The SRM Agent replaces the CRL(s) stored in the SRM itself with the received CRL(s).

· CRL Delivery from SRM to Device (Refer to section Error! Reference source not found.)

The DRM Agent retrieves CRL(s) in SRM, and replaces its stored CRL(s) with the retrieved CRL(s).

A trust authority may determine whether the OCSP responder provides the revocation status of Devices. If the OCSP responder provides the revocation status of Devices, the DRM Agent SHOULD support the following:

· Communication protocol between the OCSP responder and DRM Agent (The protocol is defined by a trust authority)

· OCSP nonce request in section Error! Reference source not found.
· OCSP request generation with the OCSP nonce

· OCSP response processing message between the DRM Agent and SRM Agent in section Error! Reference source not found.
If the OCSP responder provides the revocation status of Devices, the SRM Agent SHOULD also support the following:

· OCSP nonce request in section Error! Reference source not found.
· OCSP response processing in section Error! Reference source not found.
The CRL(s) are updated by the following procedure.

· Step 1: The CRL information exchange function in section Error! Reference source not found. is executed.

· Step 2: If the DRM Agent supports the OCSP responder – DRM Agent communication, then the DRM Agent MAY pass the OCSP response to the SRM Agent by using the OCSP Nonce request function in section Error! Reference source not found. and OCSP response processing function in section Error! Reference source not found..
· Step 3: If the CRL information exchange function finds that CRL(s) must be updated, then the CRL delivery function in section Error! Reference source not found. or Error! Reference source not found. is used.

To minimize the impact of not checking the CRL validity dates, the following procedure is introduced

· Event Counting with a threshold as specified in section 5.7.4.1
.
The DRM Agent and the SRM Agent count events until a predefined threshold is reached, upon which a "fresh" CRL is required. Support for Event Counting is optional; relevant authorities may mandate the use of the event counting mechanism.
5.7.4.1 Event Counting
In order to minimize the impact of not checking the CRL validity dates, the concept of event counting with a threshold is defined in this Section. Event counting is optional and consequently the normative statements in this section 5.7.4.1 and its subsections apply only in case event counting is implemented.

In this section 5.7.4.1 and its subsections, the term entity refers either to a DRM Agent or a SRM Agent. Each entity MUST keep an event counter, which starts at zero, and gets incremented by one, whenever a countable event occurs (see sections 5.7.4.1.1
 and 5.7.4.1.2). Some events can be exempted from counting, as described in section 5.7.4.1.3. When a "fresh" CRL is received, the event counter is reset; see section 5.7.4.1.4.
The value of the predefined threshold is not defined in this specification, but set by a relevant Authority; however, the following implementation considerations may be taken into account. 

A very high threshold value effectively disables revocation status checking. 

Devices and SRMs MAY have different threshold values. 

Although this Enabler specifies a single counting mechanism, in practice, multiple counters may be used. For example, a Trust Authority may choose to have one counter for each event type and each with its own threshold value.

The performance of an entity when the predefined threshold is reached is not defined in this specification but is left to relevant Authorities. For example, a Trust Authority may require that an entity must disable all countable events once the threshold value is reached. 

5.7.4.1.1 Countable DRM Agent Events

DRM Agents that support event counting MUST count the following events:

· Moving Rights to an SRM (see section 5.7.5)
· Moving Rights from an SRM (see section 5.7.6)
· Local Consumption from an SRM (see section 5.7.7)
5.7.4.1.2 Countable SRM Agent Events

SRM Agents that support event counting MUST count the following events:

· Moving Rights from an SRM (see section 5.7.6)
· Local Consumption from an SRM (see section 5.7.7)
5.7.4.1.3 Exemptions to Counting Events

A Rights Issuer may choose to exempt certain events from being counted by including an indication within the Rights as is shown in Appendix F. An entity is exempted from counting an otherwise countable event type if the following conditions apply:

· The Rights Issuer has indicated the exemption within the Rights that are the subject of the event and;
· The entity successfully verifies the RI signature over the Rights
If a counter is not incremented because the event is exempted as above, the counter MUST NOT be decremented during recovery of the event.

5.7.4.1.4 Resetting the Event Counter

Once the event counter has reached its threshold value, a “fresh” CRL for the other entity type is needed. A CRL is “fresh” if the thisUpdate field of the CRL is before the current date-time and the current date-time is before the nextUpdate field of the CRL. How the “current date-time” is determined depends on whether or not the entity supports DRM Time. Resetting the event counter to zero SHALL require a “fresh” CRL for the other entity type, i.e. a DRM Agent needs a fresh CRL for SRMs and an SRM Agent needs a fresh CRL for Devices. Note that there may be only one CRL that covers both Devices and SRMs.
If an entity supports DRM Time, then the “current date-time” is just the current DRM Time. If the cached CRL is fresh according to the current DRM Time, the entity (which supports DRM Time) can reset its event counter. Otherwise, the entity MUST get a fresh CRL before resetting its event counter. How or from where an entity gets a fresh CRL is beyond the scope of this document.

If an entity does not support DRM Time, then the entity MUST get a nonce-based secure date-time and use this as the current date-time. Once the nonce-based secure date-time is received and validated, the entity can check the freshness of its cached CRL. If the cached CRL is fresh, the entity can reset its event counter. Otherwise, the entity MUST get a fresh CRL before resetting its event counter. An entity generating a nonce MAY store the nonce in volatile or non-volatile memory. If the nonce is not available at the point of receiving the supposed nonce-based secure date-time, the date-time MUST be rejected.

Because it is anticipated that most SRMs will not support DRM Time, the SRM Agent MUST provide a nonce to the DRM Agent, which in turn MUST get a nonce-based secure date-time and provide it back to the SRM. Also, the DRM Agent MUST provide CRLs to the SRM Agent.

The SRM Agent SHOULD provide its current event counter and the threshold so that a Device can then ensure that the threshold is never reached by providing the SRM Agent with timely date-time to update the SRM. More details are provided in section x.x.x. (EventCountQuery
).
5.7.4.2 CRL Information Exchange

Note to editor: the above (and following) section number(s) changed.
Change 2:  Change Appendix F follows:

Appendix F. Changes to DRM V2.1 REL (Normative)
The Move permission in a Rights Object grants the permission to move the Rights Object between devices and SRMs.
F.1 Extension of Permission Model in REL
This document defines the extension of the OMA DRM REL specification [OMADRMv2] to include the Move permission in Rights Objects.
F.1.1 Element <permission>
	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?, o-dd:move?)>

	Semantics
	A single Rights Object can have only one <move> permission. For the other elements, refer to the OMA DRM REL specification.


F.1.2 Element <rights>
	Element
	<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement, o-dd:roPermission, o-dd:roExemption)>

	Semantics
	The <rights> element is the root element of all Rights Objects defined according to this specification. It contains the mandatory <context>, and <agreement> elements linking assets to corresponding permissions. <roPermission> contains permissions that apply to the whole Rights Object. <roExemption> contains exemptions that apply to the whole Rights Object.


F.1.3 Element <roPermission>
	Element
	<!ELEMENT o-dd:roPermission (o-ex:constraint?,o-dd:move?)

	Semantics
	The <roPermission> element may contain an optional <constraint> and an optional <move> permission.


F.1.4 Element <move>
	Element
	<!ELEMENT o-dd:move (#PCDATA)>

	Semantics
	The <move> element grants move rights over a Rights Object. 

The <move> element has the semantics of moving a Rights Object between devices and SRMs.


F.1.5 Element <roExemption>
	Element
	<!ELEMENT o-dd:roExemption (o-dd:doNotCount?)>

	Semantics
	The <roExemption> contains exemptions that apply to the whole Rights Object.


F.1.6 Element <doNotCount>
	Element
	<!ELEMENT o-dd:doNotCount (o-dd:d2s?, o-dd:s2d, o-dd:lc)>

	Semantics
	The <doNotCount> lists the events that are exempted from being counted.


F.1.7 Element <d2s>
	Element
	<!ELEMENT o-dd:d2s EMPTY>

	Semantics
	If this element is present, then a Device to SRM Move does not have to be counted.


F.1.8 Element <lc>
	Element
	<!ELEMENT o-dd:d2s EMPTY>

	Semantics
	If this element is present, then a Local Consumption does not have to be counted.
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