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1 Reason for Change

The purpose of this CR is to resolve DRM 2.1 CONRR comment B079

	B079
	2007.02.21
	T
	17.3
	Source: Beep Science

Form: OMA-DRM-2007-0067

Comment: (Applies to DRM 2.0)

The last two paragraphs of section 17.3 defines some rules for exporting multi-asset ROs; and for exporting content in the presence of multiple rights objects. It has been discussed on the reflector in the past (see email from Robert Lukassen, Philips, 8 Jun 2006) that these definitions are very ambiguous due to ambiguous definition of the term “Rights Object”.

The REL specification (5.4.1) indicates that an <export> permission is applied to only assets that are explicitly linked to the <export> permission. The text in the DRM specification does not agree with that statement.

Proposed Change:

See OMA-DRM-2007-0068-CR_Clarifying_Export
	Status: OPEN

OMA-DRM-2007-0068, OMA-DRM-2007-0073


There has been considerable discussion within the DRM WG that the Export function in OMA DRM should apply to entire <rights> objects.
 Export should NOT follow the concepts defined within the REL agreement and permission.  
An <export> permission specified in a <rights> object applies to all <assets> and all <permissions> within that Rights Object irrespective of normal REL association between permissions and assets. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DRM SWG to review and agree this document.

6 Detailed Change Proposal

Change 1:  Section 17 Export

17.1 Introduction
After downloading OMA DRM protected content, the User may wish to manage and consume that content on another Device that has a different DRM protection format.   Export is an operation in which DRM content and corresponding Rights Object(s) are transferred to a DRM system or content protection scheme other than the OMA DRM system.  The Rights Issuer controls whether or not to allow the export.  

The Rights Issuer must explicitly grant permission (with the <export> element in [DRMREL-v2]) before the content and Rights Object can be exported.  The Rights Issuer also specifies to which DRM system or content protection scheme the DRM content is allowed to be exported.  The Rights Issuer MAY permit export to more than one system.

The method by which export is initiated on a device is beyond the scope of this specification. Only the basic concept of export from OMA DRM to another DRM system or content protection scheme is specified in this document.  OMA does not specify the exact rules for transcribing Rights Objects to the other protection mechanisms.  It is the responsibility of appropriate bodies governing the use of the export operation to define the necessary mechanisms for transcribing OMA DRM Rights Objects. Figure 1 below explains the principle. 
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Figure 1: Exporting from OMA DRM

17.2 Export Modes

The Rights Issuer can specify if the DRM content and Rights Object are available on the original Device after the export (“copy”) or are permanently removed following the export (“move”). 

In the case of “copy”, the DRM content and Rights Object remain on the original Device and are available for consumption following the export.  The Rights Issuer MAY specify the number of times the “copy” export is permitted.  The original Rights Object is exported without state information if it is a stateful Rights Object and MUST remain unchanged on the original Device after the export. 

In the case of “move”, the original Rights Object MUST become permanently unusable on the original Device, after exporting is conducted.  The Rights Object MUST be exported with the current state information at the time of the export if it is a stateful Rights Object.  That is, if a stateful right has been partially consumed, only the remaining portion is exported. The Content Object MAY remain on the original Device.
In either mode, the <export> permission MAY be transcribed into target DRM system or content protection scheme as indicated by the “transcribe” attribute of the <export> element.  
17.3 Compatibility with Other DRM Systems

The targeted DRM system may not support all of the capabilities of OMA DRM.   Some potential areas of incompatibility include:

· Content Types

· OMA REL usage permissions and constraints 

· Multiple Rights Objects for a single content 

· Rights for multiple content objects in a single Rights Object
· OMA REL Inheritance model 

This section defines some general rules to minimize incompatibilities when exporting to non-OMA DRM systems.  The detailed rules for the transcription of OMA Rights Objects to those of another DRM system are specific to the target system and, therefore, are not part this document.

During discovery and download of content for future export, the best possible content and rights should be provided to the Device according to device capability, the capability of the other DRM system, and user preferences.  This information MAY be indicated to the Content Issuer using [UAProf] as specified in section Error! Reference source not found..  

When creating a Rights Object for Export (i.e. <export> permission is included), the Rights Issuer SHOULD construct the Rights Object so that all the permissions and constraints within it are supported by the other DRM system. All permissions and constraints in the original Rights Object MUST be transcribed provided they are supported in the target DRM system.  
As described in section Error! Reference source not found., a single Rights Object can contain rights for multiple content objects either within a multipart DCF or separate (P)DCFs.  The <export> permission is applied to the entire Rights Object so that when such a Rights Object is exported, each associated content object MUST also be exported.

A single content object may have more than one corresponding Rights Object.  If the user wishes to export this content object, all Rights Objects with permission to export to the targeted DRM system MUST also be exported.  If the target DRM system supports multiple rights for a single content object, multiple rights in the original Rights Object MUST be transcribed.  If the target DRM system does not support multiple rights for a single content object, the multiple rights MAY be merged into one Rights Object and then transcribed. 
A single Rights Object may reference a group of Content Objects via the DCF GroupID box. In this case the <export> is applied to all DRM Content Objects that have the associated group key.

The REL defines an inheritance model where rights from one Rights Object can be inherited into another. If export is enabled through either a parent or child RO then all of the Content Objects referenced by both the Child and Parent ROs MAY be exported; in addition to all of the rights specified within both ROs. RIs should consider the ramifications of putting export permission in a parent RO. 
17.4 Streaming to Other Devices

Another form of export allows the user to stream DRM content from the original Device to a rendering Device (i.e. headphones) for immediate playback.  The content MUST be streamed over a copy protected medium where the transmission protocol between the Devices ensures that the DRM content cannot be copied in an unauthorized manner.

The general rules above in terms of transcribing the content and rights SHOULD be followed when streaming over protected links for rendering purposes.

When <export> permissions are granted and the target system is a link protection scheme, it is understood that a transient copy is made to facilitate rendering on the target Device.  The appropriate signalling MUST be used to indicate to the target DRM/protection system, that the streamed content is used only for rendering purposes.
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