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1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks. 

The scope of OMA “Digital Rights Management” (DRM) is to enable the distribution and consumption of digital content in a controlled manner. The content is distributed and consumed on authenticated Devices per the usage rights expressed by the content owners. OMA DRM work addresses the various technical aspects of this system by providing appropriate specifications for content formats, protocols, and a rights expression language.

A number of DRM specifications have already been defined within the OMA. The latest accepted release of the OMA DRM enabler ([OMADRM20], including [DRMDRM20], [DRMDCF20], [DRMREL20]), is referred to within this document as “OMA DRM 2.0”.

This specification defines the ROAP protocol suite extensions necessary to implement necessary functions, as required per [DRMRD-SCE]. More specifically, this specification will specify the interface ROAP-1.1 as defined in [DRMAD-SCE].
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[OMADRM20]
	The OMA DRM 2.0 enabler as described in “Enabler Release Definition for DRM V2.0, 
Approved Version 2.0”, OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMDRM20]
	“DRM Specification, Approved Version 2.0”, 
OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL20]
	“DRM Rights Expression Language, Approved Version 2.0”, 
OMA-TS-DRM-REL-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF20]
	“DRM Content Format, Approved Version 2.0”, 
OMA-TS-DRM-DCF-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMRD-SCE]
	“Secure Content Exchange Requirements, Draft Version 1.0”, 
OMA-RD-SCE-V1_0-20060908-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMAD-SCE]
	“Secure Content Exchange Architecture, Draft Version”, 
OMA-AD-SCE-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDRM-SCE]
	“DRM Specification – SCE Extensions, Draft Version”, 
OMA-TS-SCE_DRM-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL-SCE]
	“DRM Rights Expression Language – SCE Extensions, Draft Version”, 
OMA-TS-SCE_REL-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF-SCE]
	“DRM Content Format – SCE Extensions, Draft Version”, 
OMA-TS-SCE_DCF-V1_0-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMLRM-SCE]
	 “DRM Local Rights Management, Draft Version”, 
OMA-TS-SCE_LRM-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDOM-SCE]
	“DRM User Domains, Draft Version”, 
OMA-TS-SCE_DOM-V1_0-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMA2A-SCE]
	“DRM Agent-to-Agent transfer, Draft Version”, 
OMA-TS-SCE_A2A-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs 

	[SHA-1]
	NIST FIPS 180-2: Secure Hash Standard. August 2002.

http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

	[XML-DSIG]
	XML-Signature Syntax and Processing. D. Eastlake, J. Reagle, and D. Solo. W3C Recommendation, February 2002. http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/

	[XML-Enc]
	XML Encryption Syntax and Processing. D. Eastlake and J. Reagle. W3C Recommendation, December 2002. http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XML-Schema]
	XML Schema Part 1: Structures D. Beech, M. Maloney, and N. Mendelsohn. W3C Recommendation, May 2001. http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 

XML Schema Part 2: Datatypes. P. Biron and A. Malhotra. W3C Recommendation, May 2001. 

http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/

	[OCSP]
	Myers, M., Ankney, R., Malpani, A., Galperin, S. and C. Adams, "Internet X.509 Public Key Infrastructure: Online Certificate Status Protocol - OCSP", RFC 2560, June 1999. http://www.ietf.org/rfc/rfc2560.txt

	[OCSP-MP]
	OMA Online Certificate Status Protocol (profile of [OCSP]) V 1.0, http://www.openmobilealliance.org/

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Constraint
	A restriction on a Permission over DRM Content (DRM V2.0).

	Consume
	To Play, Display, Print or Execute DRM Content on a Device or to render DRM Content on a Render Client. 

	Content
	One or more Media Objects (DRM V2.0).

	Content Issuer
	The entity making content available to the DRM Agent in a Device (DRM V2.0).

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer (DRM V2.0).

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smart card module (e.g. a SIM) (DRM V2.0).

	Domain
	A group of Devices defined by a Rights Issuer such that the Rights Issuer can issue Rights Objects for the group that can be processed by all Devices within the group, and only those Devices (DRM V2.0). 

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device (DRM V2.0).

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object (DRM V2.0).

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale (DRM V2.0).

	Media Object
	A digital work e.g. a ring tone, a screen saver, or a Java game (DRM V2.0).

	Move
	To make Rights existing initially on a source Device fully or partially available for use by a recipient Device, such that the Rights or parts thereof that become usable on the recipient Device can no longer be used on the source Device. 

	Rights
	The collection of permissions and constraints defining under which circumstances access is granted to DRM Content. 

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content.

	Source Device
	The Device that sends out Rights.

	Recipient Device
	The Device that is final destination which receives Rights.

	State Information
	A set of values representing current state associated with Rights. It is managed by the DRM Agent only when the Rights contain any of the stateful constraints (e.g. interval, count, timed-count, accumulated, etc.).

	Superdistribution
	A mechanism that (1) allows a User to distribute DRM Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed DRM Content (DRM V2.0). 

	User
	The human user of a Device. The User does not necessarily own the Device (DRM V2.0).

	
	


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	ROAP
	Rights Object Acquisition Protocol

	RI
	Rights Issuer

	CI
	Content Issuer

	RO
	Rights Object

	CEK
	Content Encryption Key

	REK
	Rights Encryption Key

	
	


4. Introduction

5. ROAP Extensions from previous version
5.1 Overview

5.1.1 The 2-pass Move Rights Protocol
5.1.1.1 Rights issued by Rights Issuer
The 2-pass Move Rights protocol is the protocol by which a Device transfers one or more Rights to the RI, and it is used for moving Rights via Rights Issuer. The Rights Issuer SHALL be the same Rights Issuer that originally issued the Rights Object. The protocol assumes that the Device has a valid RI context for the associated RI.
This protocol includes mutual authentication between Device and RI, integrity-protected request and response, transferring of Rights. This protocol ensures the Rights Issuer is able to verify the received Rights Object was originally issued by the same Rights Issuer. This protocol MAY involve OCSP protocol between Rights Issuer and OCSP Responder for checking status of Rights Issuer’s certificate chain. After successful 2-pass Move Rights Protocol execution, the Rights Issuer MUST conduct RO Acquisition Protocol including optional ROAP-ROAcquisition Trigger as [DRMDRM20], with the Recipient Device. But the RO Acquisition Protocol itself is not part of this protocol.
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 Figure 1 the 2-pass Move Rights Protocol
5.1.2 The 2-pass RO Upgrade Protocol

The 2-pass RO Upgrade protocol is the protocol by which a Device upgrades an existing RO. It can be used for obtaining from Rights Issuer additional Permissions for an RO which does not have these Permissions. This protocol includes mutual authentication of Device and RI, integrity-protected request and the secure transfer of the existing RO (and corresponding State Information if it is stateful), User desired permission and new RO which is intended to substitute the existing RO. This protocol ensures the Rights Issuer is able to verify the existing RO coming from the Device was originally issued by itself. This protocol MAY involve OCSP protocol between Rights Issuer and OCSP Responder for checking status of Rights Issuer’s certificate chain. The successful execution of this protocol assumes the Device to have a pre-established RI Context with the RI.
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Figure 2 the 2-pass RO Upgrade Protocol
5.2 ROAP Trigger

In this version of specification, the XML Schema for ROAPTrigger was extended from DRM 2.1
. The following XML Schema represents ROAPTrigger and the extended parts in this specification were marked as underlined and italic.

<complexType name="BasicRoapTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap:DomainTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="string" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ExtendedRoapTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string" use="required"/>

      </extension>

    </complexContent>

  </complexType>

<element name=”moveRightsTrigger”>

<complexType>
<attribute name="roRequested" type="boolean" default="true" />
</complexType>
</element>










<element name="trgROUpgrade">

<complexType>  
<sequence minOccurs="0" maxOccurs="unbounded">

         <element name="roID" type="ID" minOccurs="0"/>

         <element name="roAlias" type="string" minOccurs="0"/>
         <element name="upgradeInfo" type="string" minOccurs="0"/>
</sequence>
      <attribute name="roRequested" type="boolean" default="true"/>
</complexType>
</element>
<!-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap: BasicRoapTrigger "/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>
      <element name="extendedTrigger" type="roap:ExtendedRoapTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>
The XML representation of the move Rights trigger is defined by re-using the ExtendedRoapTrigger type and assigning the fixed value “moveRights” for the type attribute. It SHALL be signalled as an <extendedTrigger> element which carries a <moveRightsTrigger> element as a child element. Consequently, if the <roapTrigger> element carries an <extendedTrigger> element as defined above with the type attribute set to ”moveRights”, the DRM Agent SHALL initiate a ROAP-MoveRightsRequest PDU with the following exceptions. 
In the case that a DRM Agent receives a ROAP Trigger where the <roapTrigger> element carries a <moveRights> element, the DRM Agent SHALL obtain user’s consent and initiate ROAP-MoveRights protocol with the following exceptions. If the DRM Agent has invalid RI Context for the specified <riID> in the trigger, the DRM Agent MUST initiate the 4-pass ROAP-Registration protocol by using <roapURL> element in the trigger.
Depending on the Rights Issuer policy, Rights Issuer MAY record all Rights Objects while those were issued. In such case, the Rights Issuer doesn’t have to retrieve all information about Rights Object. If the Rights Issuer already recorded the issued Rights Object, the Rights Issuer MUST set roRequested attribute as ‘false’ value in the trigger. If the Rights Issuer didn’t record the Rights Object, the Rights Issuer MUST set roRequested attribute as ‘true’ value or omit roRequested attribute in the trigger.
An RO Upgrade trigger enables the initiation of the ROAP 2-pass RO Upgrade protocol. 
If a <drmTrigger> element (of gen:DrmTrigger type) carries an <body> element (of  type gen:TriggerBody) who in turn carries a child element <trgROUpgrade> , it SHALL be recognized as an RO Upgrade trigger.
The <trgROUpgrade> element MAY carry roID, roAlias and upgradeInfo. The roID and roAlias specifies the RO to be upgraded. The upgradeInfo is textual information for the user to confirm his/her request made in browse session about upgrading an RO, e.g. what existing RO is, what additional permission is. 
When an RO Upgrade trigger is received, the DRM Agent SHALL show the user the upgradeInfo (if it is present) and obtain the user’s consent on whether or not to initiate 2-pass RO Upgrade protocol.
How a ROAP-ROUpgradeRequest is constructed as per RO Upgrade trigger is specified in section 7.1
.
5.3 Registration

5.4 RO Acquisition

5.5 Domain Management

5.6 RO Upgrade
5.6.1 RO Upgrade Request
The ROAP-ROUpgrade Request message is sent from the Device to the Rights Issuer to request upgrading one or more existing ROs. It is described in the sections below.
Message syntax
The <roUpgradeRequest> element specifies the ROAP-ROUpgradeRequest message. It is of type gen:Request and MUST have a <reqInfo> element of ROUpgradeRequestInformation type.
<element name="roUpgradeRequest" type="gen:Request"/>

<element name="roUpgradeReqInfo" type="roap:ROUpgradeRequestInformation" substitionGroup="gen: RequestInformation"/>
<complexType name="ROUpgradeRequestInformation"> 
  <complexContent>

    <extension base="gen:RequestInformation
">

      <sequence maxOccurs="unbounded">        
        <element name="existingRights" type= "roap:RightsInfo
"/>
<element name="upgradeInfo" type="string" minOccurs="0"/>
      </sequence>

    </extension>

  </complexContent>

</complexType>
5.6.1.1 Message description
The description for all the fields except <reqInfo> in RO Upgrade Request message (of type gen:Request) is the same as specified in XXX
. 
The <reqInfo> is of type ROUpgradeRequestInformation, which extends from gen:RequestInformation type and contains the following children elements:
The <existingRights> is of type roap:RightsInfo and specifies the existing ROs, corresponding state information (if stateful) and REK etc. For the description of  roap:RightsInfo, please refer to section xxx
.
The <upgradeInfo> is the same textual information in RO Upgrade trigger. With this filed included in the request message, the RI can determine that the user has confirm his/her request about upgrading RO made in browse session.
To support upgrading multiple RO in one request message, the group of <existingRights> and <upgradeInfo> can occur one or more times in <ROUpgradeRequestInformation> element.
5.6.2 RO Upgrade Response
The ROAP-ROUpgradeResponse message is sent from the Rights Issuer to the Device in response to a ROAP-ROUpgradeRequest message. 
5.6.2.1 Message syntax

The <roUpgradeResponse> element specifies the ROAP-ROUpgradeResponse message. It is of type gen:Response and MUST have a <rspInfo> element of ROUpgradeResponseInformation type.
<element name="roUpgradeResponse" type="gen:Response"/>

<element name="roUpgradeRspInfo" type="roap:ROUpgradeResponseInformation" substitionGroup="gen: ResponseInformation"/>
<complexType name="ROUpgradeResponseInformation">

  <complexContent>

<extension base="gen:ResponseInformation">
  <sequence maxOccurs="unbounded">
     <element name="upgradedResult" type="roap:UpgradedResult"/>
  </sequence>
    </extension>

  </complexContent>

</complexType>
<complexType name="UpgradedResult">

  <sequence>
<element name="existingROID" type="ID"/>
<choice>
<element name="newRO" type="roap:ProtectedRO"/>
<element name="reason" type="string"/>
</choice>
  </sequence>
</complexType>
5.6.2.2 Message description
The description for all the fields except <rspInfo> in RO Upgrade Response message (of type gen:Response) is the same as specified in XXX
. 

The <rspInfo> is of type ROUpgradeResponseInformation, which extends from gen:ResponseInformation type and contains one or more <upgradeResult> element of roap:UpgradeResult type.
The <upgradeResult> element contains existingROID and either newRO (of roap:ProtectedRO type) or reason. If the RO corresponding existingROID is successfully upgraded, then it is newRO that accompanies existingROID, else it is reason that accompanies existingROID. The newRO carries upgradedRO.
5.7 Transferring RO to RI
6. Moving Rights via Rights Issuer

7. Upgrading Rights
ROAP-ROUpgrade protocol enables a Device to obtain from Rights Issuer additional permissions for an existing RO which does not have these permissions. For example, if a user owns an RO which does not include <move> permission and hence is not allowed to be Moved directly to another Device, then by ROAP-ROUpgradeProtocol,  the user can obtain from the Rights Issuer a <move> permission for this RO. Under the control of the <move> permission, the RO and its State Information can be Moved directly between Devices. 
How the message in this protocol is sent and processed is described in the sections below.
7.1 Sending ROUpgradeRequest

The ROUpgrade protocol MAY be initiated by a RO Upgrade trigger. When a Device receives a RO Upgrade trigger, it constructs a ROUpgradeRequest message as per the trigger:
· The <trgROUpgrade> element MAY carry <roID> element.
·  If <trgROUpgrade> element carries one or more <roID> elements, it means that which RO(s) to be Upgraded is specified by RI and hence the Device SHALL NOT request for Upgrading any other RO than is specified by <roID> element(s).
· Else it means that which RO to be Upgraded is not specified by the RI and the Device MAY request for Upgrading any valid RO the user wants to Upgrade.
· The <trgROUpgrade> element MAY carry <upgradeInfo> element.
· If it is present, the Device SHALL put it into roUpgradeRequest element in  ROAP-ROUpgradeRequest message
· The <trgROUpgrade> element MAY carry a "roRequested" attribute. 
· If the value of this attribute is not present or is set as "true", it means the Device who receives RO Upgrade trigger SHALL put <rights> element and <signature> element related to existing RO(s) that it attempts to Upgrade into <existingRights> element (of roap:RightsInfo type) in ROAP-ROUpgradeRequest message.
· Else the Device SHALL not put <rights> element and <signature> element into <existingRights> element in ROAP-ROUpgradeRequest message. 
The ROUpgrade protocol MAY also be intiated without RO Upgrade trigger. For example, the user can operate on some UI (User Interface) to initiate an upgrade for an existing RO. In this case, the Device MUST include the original RO that it is attempting to Upgrade into ROUpgrade Request message. During the construction of the ROUpgradeRequest message, the Device MAY form <upgradeInfo> element according to the user’s operation on some UI (User Interface). What the UI is and how the user operates on it to designate what additional permission he/she needs is out of scope of OMA DRM.
For sending ROAP-ROUpgradeRequest message, the Device MUST:

· Disable the RO that it attempts to Upgrade. 
If any error occurred during sending the request message, the Device MAY resend the message in best effort manner.
7.2 Processing ROUpgradeRequest

To process the ROUpgradeRequest message, the RI MUST:

· Check if it has valid Device Context with the Device that sends the ROUpgradeRequest message. If RI finds that the Device Context corresponding to the <deviceID> element of the ROAP-ROUpgradeRequest message is unavailable or invalid e.g. expired, it MUST respond with NotRegistered error. RI MAY form a <reason> element that includes the textual reason for failure and put it into the response message.
· Verify the Device’s signature on the whole message, using the last <signature> element in the message. The signature verification conforms to [DRMDRM20]. If the verification is not successful, the RI MUST respond with SignatureError error. RI MAY form a <reason> element that includes the textual reason for failure and put it into the response message
· Check the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM20]. If the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error. RI MAY form a <reason> extension that includes the textual reason for failure and put it into the response message
· Verify the RI’s own signature on the <rights> element in the request message, using the <signature> element next to it. If the verification fails, then the RI MUST respond with UnknownRO error. RI MAY form a <reason> extension that includes the textual reason for failure and put it into the response message
· Check whether the State Information, which is represented by the <stateInfo> element in the <rightsInfo> element in the request message, indicates that the Rights in the original RO is still available for the Device that sends the request message, in case the additional permission is about Move permission or Copy permission. If RI finds the Rights is already not available for the Device, then the RI MUST respond with InvalidRO error. RI MAY form a <reason> extension that includes the textual reason for failure and put it into the response message
If all the above check or verifications are well, then the RI MUST respond with a MoveRightsResponse message that contains:
·  <status> element with “success” value. 
· new protected ROs that include the Rights indicated by the original RO and corresponding State Information (if exits) and the Rights indicated by the <upgradeInfo>. 
7.3 Processing ROUpgradeResponse

To process ROUpgradeResponse message, the Device MUST verify the RI’s signature on the response message.
· If the verification succeeds, then the Device MUST check the status in the response message. 
· If the status equals “Success”, then the Device MUST remove permanently the disabled RO specified in section 7.1
 and install the new RO included in the response message.
· If the status does not equal “Success”, then the Device MUST re-enable the disabled RO specified in section 7.1
.
· If the verification fails, then the Device MUST discard the response message, and the Device MAY leave the disabled RO specified in section 7.1 as it is and re-send the ROUpgradeRequest.
8. State Information Format

9. Transport Mapping

9.1 Overview

9.2 HTTP Transport Mapping

10. Security Considerations
10.1 Replay Protection of Stateless Rights Object (Normative)

The replay cache specified in DRM 2.1 is only applied to stateful ROs. The same replay protection mechanism SHALL be applied to stateless ROs with Move permission if acquired through methods other than 2-pass RO Acquisition and Move protocols.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. Example (Informative)

C.1 ROAP Examples

C.1.1 Move Rights Trigger

<roap:roapTrigger

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

version="1.x
">

  <extendedTrigger id="de32r23r5" type="moveRights">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

     </keyIdentifier>

    </riID>

    <nonce>MTIzNDU2Nzg5MA==</nonce>

<roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7e</roapURL>

<moveRightsTrigger roRequested="true" />

</extendedTrigger>

</roap:roapTrigger>
RO Upgrade Trigger
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�Note to Editor: This should have normative reference later


�Notes for editor: please add cross reference for it, thanks.
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