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1 Reason for Change

Using an unknown-hacked device, a pirate IS able to use ROAP to receive deviceRO's for Content from an RI. Lets assume the RI choose to sign the ROAP message and the <rights> element in the roPayload.  Because the pirate has a hacked device, he CAN now modify the deviceRO into a modified-deviceRO for some other Device and securely redistribute the Content as allowed by OMA DRM 9.3.1.3. The mac over the ProtectedRO is insufficient to prevent this, because the hacked device has access to the mac-key and can re-mac his modified-deviceRO. The pirate cannot use ROAP to distribute the modified-deviceRO to his "customers" because he does not have an RI certificate; but he MAY be able to distribute it out-of-band as allowed by OMA DRM 9.3.1.3 - if the out-of-band mechanism does not provide any additional security to prevent this. 

The current text in OMA DRM 9.3.1.3 implies that no additional security for the out-of-band protocol is needed - this is incorrect. Additional security is required. OMA could provide new mechanisms for this in future versions. For 2.1 we propose to make to recommendations to mitigate this threat using current mechanisms. 

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  New Recommendation for Rights Object Payload type

5.3.10 The Rights Object Payload type

Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted portions of the rights. 

<!-- Rights Object Definitions -->

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="rights" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

    <element ref="roap:roPayloadAliases" minOccurs="0"/>
    <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

</complexType>

The <riID> element is of type roap:Identifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with Error! Reference source not found.. The o-ex:id attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XML-DSIG] and MUST be present when the RO is a Domain RO. The <signature> element SHOULD NOT be present when the RO is a Device RO and it is delivered using the RO Acquisition protocol. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). In compliance to the rules of canonicalization specified in Section Error! Reference source not found., the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

Change 2:  New recommendation when installing a DeviceRO

10.3.1.3. Installing a Device RO

…<note to editor: skipped some text in this section. > …

The Device MAY support receiving a Device RO in other ways than through a successful execution of the RO Acquisition protocol. In this case, the Device MUST proceed as follows:

Verifications:

The Device MUST verify that the signature (i.e. the <signature> element in the roap:ROPayload) is present

The Device MUST verify the signature using the RI’s Public Key. 

The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

The Device MUST verify that the <riID> element of the roap:ROPayload matches the RI Identifier in any valid RI context 

The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. 

If the Device RO is received within a DCF and if any of the above verifications fail the Device MAY leave the Device RO as is within the DCF. The Device MAY request a Rights Object for the DCF as described in section Error! Reference source not found..

For reasons of security, it is RECOMMENDED that an RI associates an <individual> constraint to a Device RO that is distributed in other ways than through a successful execution of the RO Acquisition protocol. 

If the <riID> element in the roap:ROPayload of a Device RO does not match the RI Identifier in any valid RI context  the Device MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section Error! Reference source not found. defines when explicit user consent is required. At the point where the Device sends an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger. An HTTP GET on the URL specified in the riURL attribute of the roap:ROPayload SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP Trigger. 

If the RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..
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