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1 Reason for Change

Using an unknown-hacked device, a pirate IS able to use ROAP to receive deviceRO's for Content from an RI. Lets assume the RI choose to sign the ROAP message and the <rights> element in the roPayload.  Because the pirate has a hacked device, he CAN now modify the deviceRO into a modified-deviceRO for some other Device and securely redistribute the Content as allowed by OMA DRM 10.3.1.3. The mac over the ProtectedRO is insufficient to prevent this, because the hacked device has access to the mac-key and can re-mac his modified-deviceRO. The pirate cannot use ROAP to distribute the modified-deviceRO to his "customers" because he does not have an RI certificate; but he MAY be able to distribute it out-of-band as allowed by OMA DRM 10.3.1.3. - if the out-of-band mechanism does not provide any additional security to prevent this. 

The current text in OMA DRM 10.3.1.3. implies that no additional security for the out-of-band protocol is needed - this is incorrect. Additional security is required. OMA could provide new mechanisms for this in future versions. For 2.1 we propose to make to recommendations to mitigate this threat using current mechanisms. 

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  New Recommendation for Rights Object Payload type

5.3.10 The Rights Object Payload type

Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted portions of the rights. 

<!-- Rights Object Definitions -->

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="rights" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

    <element ref="roap:roPayloadAliases" minOccurs="0"/>
    <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

</complexType>

The <riID> element is of type roap:Identifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with Error! Reference source not found.. The o-ex:id attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XML-DSIG] and MUST be present when the RO is a Domain RO. If the <signature> is included in a Device RO it enables distribution of Device ROs without the use of the RO Acquisition protocol. The <signature> element SHOULD NOT be present when the RO is a Device RO and it is delivered using the RO Acquisition protocol. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). In compliance to the rules of canonicalization specified in Section Error! Reference source not found., the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

Change 2:  Identify Security Risk in Threat Analysis

20.4.2.5. Entity Compromise

An attacker may attempt to, physically or otherwise, compromise an entity of the DRM system.

A compromised DRM Agent may result in the disclosure of any of the following:

· The DRMAgent's private key

· Domain keys for any Domain the DRM Agent is a member of

· Rights Object Encryption Keys

· Content Encryption Keys

· DRM Content

It may also result in loss of integrity protection of the DRM Agent's replay cache and/or loss of protection of Rights stored internally in the DRM Agent. Further it may result in loss of DRM Time, potentially allowing permissions to be overridden or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect the above assets may seriously compromise the security of the OMA DRM system and their protection is therefore critical.
A compromised DRM Agent may be able to modify a Device RO in such a way that the Rights Object can be re-issued and accepted by an uncompromised DRM Agent.  This threat occurs only if the Rights Object contains the <signature> element in the roap:ROPayload. A suggested method to limit this threat is to include an <individual> constraint in Device Rights Objects containing a <signature> element in the roap:ROPayload.
In addition, a compromised rendering application in the DRM Agent may also result in the loss of DRM Content. The DRM Agent implementation must therefore be robust and ensure that it only provides unprotected DRM Content to trusted rendering applications.
A compromised Rights Issuer may result in the disclosure of any of the following:

· The Rights Issuer's private key

· Domain keys for any Domain administered by the RI

· Rights Object Encryption Keys

· Content Encryption Keys

· DRM Content

Again, the protection of these assets in RI implementations is crucial to the correct functioning of the OMA DRM.

The effects on a PKI of a compromised CA or OCSP Responder is discussed, e.g., in [RFC3280] and [RFC2560].

The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM Agents and RIs must always verify that the entity they are communicating with has not been compromised by checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM agent compromise by regularly upgrading Domain Generations. 
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