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1. Review Comments

1.1 OMA-TS-SRM-V1_0-20070604-D.doc

	ID
	Open Date
	Type
	Section
	Description
	Status

	TS-Phi AUTONUM 
	2007.07.18
	E
	3.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Definition of SRM uses SRM Agent. SRM Agent not defined
Proposed Change: Add definition for SRM Agent
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment:” OMA DRM with SRM can provide” is unclear.
Proposed Change: Change into “The SRM Enabler provides..”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “While the OMA DRM version 2.0 [OMADRMv2] defines an end-to-end system for Protected Content and Rights Object distribution among the device, the rights issuer and the content issuer, this specification defines mechanisms and protocols of the SRM to extend the OMA DRM version 2.0 to allow users to move Rights between the device and the SRM and to consume Rights stored in the SRM.” Is confusing
Proposed Change: “While the OMA DRM version 2.0 [OMADRMv2] defines an end-to-end system for Protected Content and Rights Object distribution among the device, the rights issuer and the content issuer, this specification defines mechanisms and protocols to extend OMA DRM version 2.0 to allow users to move Rights between the device and the SRM and to consume Rights stored in the SRM.”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “The Rights Issuer and DRM Agent communicate each other by the ROAP as defined in [OMADRMv2]. The DRM Agent and SRM Agent exchange messages as specified in section 5.7.” - implies that the SRM enabler uses ROAP-1.0 as-is. Instead extensions are defined
Proposed Change:  “The Rights Issuer and DRM Agent communicate via ROAP as defined in [OMADRMv2] extended with mechanisms defined in this sepcification. The DRM Agent and SRM Agent exchange messages as specified in section 5.7.”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	4, Figure 1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Figure 1 implies that the SRM enabler uses ROAP-1.0 as-is. Instead extensions are defined
Proposed Change: Add “+ SRM extensions” to “ROAP (OMA DRM 2.0)”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.1.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “This section specifies Rights stored in SRM(s)” OMA specifies protocols – not implementations. 
Proposed Change:  “This section specifies Rights exchanged with SRM(s)” Make consistent throughout the document. 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.1.1.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “In case a DRM 2.0 or 2.1 Rights Object is stored in the SRM” – What about 2.2. and 2.x RO’s?
Proposed Change: “In case a Rights Object is exchanged with the SRM”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.1.1.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Domain Rights Object MAY be transferred to an SRM, for instance in a DCF. No support from the SRM Agent is required to do this. 

Why does the SRM enabler not support domainRO’s? Why not simply say that for domainRO’s with appropriate permissions DRM Agents MAY move the Rights to the SRM Agent for example for Local Rights Consumption outside of the domain… 
Proposed Change: Strike the note: “” 

Also add some text and REL permissions to enable domainRO’s
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.1.1.3 / Appendix B.2.5.3
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Insufficient description of state information. 
Proposed Change: To define state information as in DRM 2.1 for RO Upload
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.1.1.4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “The REK MUST also be securely stored in the SRM.”. Is this in scope for OMA? Are we going to test this? In fact, the normative statements in this section are repeated elsewhere, I guess. 
Proposed Change:  Remove section. 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.1.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: RI Cert chains are only of use to DRM Agents. Also, they do not need protection. So SRM Agent has nothing to do with it. No normatives on SRM Agent. 
Proposed Change: 
 DRM Agents SHOULD store in the SRM the RI Certificate Chains that are required for the RO’s they transfer to a SRM Agent. DRM Agents SHOULD check for these RI Certificate chains on the SRM when evaluating RO’s transferred from the SRM Agent. 

We would also need a specification of how to store these Certificate Chains

	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.5
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: This section describes things that (may) happen as part of the protocols described elsewhere. But neither in this section nor in section 5.7 this is clearly and normatively (MUST/SHALL) specified (especially for Operation Log handling).
Proposed Change: Normatively specify exception handling and operations on the Operation Logs as part of the protocols in 5.7. Maybe provide an informative and short overview/intro here. 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.5.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “If any exception occurs during the Move of Rights from or to the SRM, then a Right is either on the Device or the SRM accessible, i.e. the same Rights MUST NOT be usable at Device and SRM at the same time.” – This is a requirement. But this spec should specify how it is met – so what a DRM Agenet and an SRM Agent MUST do such that this reqirement is met. 
Proposed Change: Remove this.
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.5.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: ” If the transaction is not completed, the DRM Agent MUST keep the Operation Log.” For how long?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.6.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Seems like “Entity A” is always the DRM Agent and “Entity B” is always the SRM Agent.
Proposed Change: Might as well call them DRM Agent and SRM Agent
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.6.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “A message consists of a request and a response”. This definition conflicts with definition in 5.6.4.1., where request and response are both individual messages. 
Proposed Change: “A message is either a request or a response”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Why not consistently use HelloRequest and HelloResponse instead of DeviceHello and SRMHello?
Proposed Change: Remove all mention of DeviceHello and SRMHello. 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.1.1.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “Minor version upgrades MUST always be backwards compatible.” This is a meaningless statement. This specification cannot make normative requirements on other specs. Do we have a section on forward compatibility?

Proposed Change: Delete this sentence. Add real compatibility spec. 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.1.1.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “The optional messages supported”is the capability signaling.  Should we not define profiles?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.1.1.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: MessageBody should have DeviceIDList
Proposed Change: 

MessageBody() {

    Version()

    DeviceIdList()

}
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.2.1.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Somewhat unclear that Supported Algorithms refers only to additionally supported algorithms. Also, if a device supports other algo’s, MUST is say sao?
Proposed Change: “Additionally Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature algorithms, asymmetric encryption algorithms, symmetric encryption algorithm, and key derivation functions) that are supported by the DRM Agent in addition to the default algorithms as specified in section 5.2. These algorithms and associated identifiers MUST be supported by all DRM Agents and SRM Agents.Use of other algorithms is optional. Since all DRM Agents and all SRM Agents must support the default algorithms, they need not be sent in this parameter. Only identifiers for algorithms that are not one of the defaults MAY be sent in the AuthenticationRequest.”
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.2.1.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Encrypted AuthResp Data somewhat unclear. Does the word parameter in the text: “…then the SRM Agent need not include this parameter.” Refer to the Selected Algorithms or to the Encrypted AuthResp Data as a whole?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.2.1.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: 

We need some MUSTs in this text: “Upon receiving the AuthenticationResponse and Status is Success, the DRM Agent verifies the SRM Certificate Chain. After the verification, the DRM Agent decrypts RNS, Version, Supported Algorithms and Selected Algorithms with the Device’s private key.

Then the DRM Agent compares Version to the Version parameter sent in the HelloRequest, and also compares Supported Algorithms to the Supported Algorithms sent in the AuthenticationRequest. If both are identical and it is sure that the Selected Algorithms are from the Supported Algorithms, the DRM Agent continues with section 5.7.2.2.”
And also in similar text earlier. 

Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.2.2.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: We need more MUST in this section. There is a lot of comparison going-on but we do not require any specific result of the comparison and we do not specify what MUST  happen depending on the result.  
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: How is a CRL delivered to a DRM Agent?
Proposed Change: Add an extension to ROAP for this purpose?
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Where is the specification of the CRL itself?
Proposed Change: Add CRL specification
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Via which protocol is a CRL delivered to a Device?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “Communication protocol between the OCSP responder and DRM Agent (The protocol is defined by a trust authority)” – Delivery of OCSP responses is in scope for OMA DRM 2.1- Why not for SRM?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.4.4.1
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Where is the specification of the CRL itself? Where is the signature that must be checked?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.4.6
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: This section proposes a nice idea to TA’s but has very little normative req’s testable by OMA because all specifics are left to the TA. Make it an informative appendix?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.7
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Where does it say clearly that the DRM Agent MUST only grant permission as specified in the ROContainer. 
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.8
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: If HLQRequest contains multiple H(ContentID)s – and for each H(ContentID) the HLQResponse may contain multiple Handle()s, then how does DRMAgent know which Handle() in the returned HandleList() corresponds to which H(ContentID)?
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	5.7.8.1.2
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Could not find format of HandleList()
Proposed Change: Add reference.
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	6
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: This  sections has no normative statements nor does it add much clarification to the mechanisms of the SRM enabler itself. It seems like a very brief and global model of an abstract SRM. 
Proposed Change: Delete chapter
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	Appendix B
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Forward compatibility - We should specify how these data structures might be extended in the future and how an SRM/DRM Agent is supposed to deal with these extensions. Particularly wrt Rights Information. 
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	Appendix B.2.5.3
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: 
Proposed Change: 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	Appendix F
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: This does not meet requirement REQ-FCT-8: “Rights Issuer SHALL be able to restrict the number of times the Rights are transferred between the Device and Secure Removable Media.” 
Proposed Change: Add possibility of count constraint. 
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	Appendix F
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: We should explicitly permit Local Rights Consumption.
Proposed Change: Add <render> permission?
	Status: OPEN



	TS-Phi AUTONUM 
	2007.07.18
	E
	Appendix F
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: Does the <move> permission allow a stateful RO to be split-up? Where does it say this? If So, can an RI disable this?
Proposed Change: Specify that  the <move> permission does not allow split-up of state information. 
	Status: OPEN
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