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1 Reason for Change

Change 1:

According to the current Handle List format, Handles are grouped by their associated ContentIDs. The list generation need the time complexity similar Sort operations (Heapsort: O(nlogn) , Insertionsort: O(n^2)). With a poor processor in a normal secure removable media, the Handle List Query Message processing may slow card performance. In addition, it’s not possible to know how many Handles will be associated with a ContentID, so the current Handle List format is not proper for low end devices having poor memory managing mechanism.
This CR proposes a modification of the Handle List format in order to reduce the potential delay and to be an agnostic format not only for high end devices but also low end devices. The time complexity can be reduced to O(n) by the proposal in this CR.
Current Handle List Format)

H(cid1)   Handle1   Handle2   Handle3   …
H(cid2)   Handle1   …
H(cid3)   Handle4   Handle2 …
H(cid4)  Handle2 …
…
Proposed Handle List Format)

H(cid1)   Handle1
H(cid2)   Handle1
H(cid3)   Handle4
H(cid1)   Handle2

H(cid3)   Handle2

H(cid4)   Handle2

H(cid1)   Handle3
…
Change 2:

It may also be possible that an entire Handle List is bigger than the buffer in Device. According to the section 5.7.8.1, the Handle List Query Message processing is repeated several times until the entire Handle List is transferred to Device. A problem with the mechanism is that Device doesn’t know how many times the message processing is repeated and the size of buffer being allocated to keep the List.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Update of Handle List Format in Appendix B.4
B.4 Handle List

A data structure for a Handle List (HandleList) is described as follows:

HashedContentId() {

    HashedString()

}

HandleList () {

    numOfContentId
16
uimsbf
    for ( i = 0 ; i < numOfContentId ; i++ ) {
        HashedContentId()



Handle()

    }

}

The fields are defined as follows:

· numOfContentId – Number of hashed ContentIds in a Handle List. If the Handle List is divided into chunks, this represents the number of hashed ContentIds in a chunk.
· HashedContentId – Hash of ContentId. A DRM Content identified by this ContentID is associated with a Rights in an SRM identified by a subsequent Handle.
· 
· Handle – This identifies an enabled Rights in an SRM that is associated with the DRM Content identified by the ContentId
Change 2:  Handle List Query Message processing – Addition of a sentence below Table 43
If the Continuation Flag contains the value ‘1’ and Status is Success, the DRM Agent SHOULD send the HandleListQueryRequest again in order to read the next chunk. The DRM Agent repeats the HandleListQueryRequest until the response contains the value ‘0’ in the Continuation Flag parameter. If the DRM Agent receives excessive number of chunks, then the DRM Agent may not have an enough buffer to process all chunks. Then the DRM Agent can abort the repetition of the Handle List Query Message processing. If the Continuation Flag contains the value ‘0’ and no errors or exceptions (Status = Success), the Handle List Query Message processing is completed.
If the DRM Agent sends a different message or sends the HandleListQueryRequest with different parameter values than the previous values, then the SRM Agent resets the operation (i.e. the SRM Agent returns the Handle List from the first chunk again).
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