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1 Reason for Change
This is a CR corresponding to the INP “OMA-DRM-2007-0266-INP_SCE_User_Domain_Information_Acquisition”, which has been discussed in Bangkok meeting. In this CR, we made the change as what was proposed in proposal 2 in INP266. A new trigger type is defined, which is used for the DA/DEA to trigger the RI to get the (updated) User Domain information.
R01 of the CR makes two changes:
1) updated the definition of UserDomain trigger based on the definition of “gen: DrmTrigger” in OMA-TS-SCE_GEN-V0_4-20080214-D ;
2) make a clarification on the implementation of UseDomain trigger and JoinDomain trigger
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it into the current SRM technical specification. 

6 Detailed Change Proposal
Change 1: Define the trigger for UseDomain and Drop Domain Protocol
6.2.3 Domain Usage

6.2.3.1 rdpUseDomainTrigger 

6.2.3.2 







































If the <rdpTrigger> element carries an < UseDomainRequest > element, the PDU MUST be a UseDomainRequest PDU.
A rdpUseDomainTrigger is delivered to a RI to initiate the 2-pass rdp UseDomain Protocol. The message MUST be a <gen:drmTrigger> element as specified in [GEN], section xxx, and MUST be formatted as specified in Table x.

	element / attribute
	usage
	value

	type
	M
	“rdpUseDomain”

	version 
	M
	“1.0”

	resID
	M 
	Default, as specified in [Gen], section xyz

	resAlias
	O
	Default, as specified in [Gen], section xyz

	reqURL
	M
	Default, as specified in [Gen], section xyz

	nonce
	O
	Default, as specified in [Gen], section xyz

	domID
	M
	Specified below

	domainAlias
	O
	Specified below

	signature
	O
	Default, as specified in [Gen], section xyz


Table x: rdpUseDomainTrigger message elements

The <body> element of the rdpUseDomainTrigger MUST have a <udomInfodomID> element:

<element name="domID" type="dom:DomainIdentifier" 

simpleType name="DomainIdentifier">



<restriction base="string">




<pattern value="editor: make equal to 2.1 domainID"/>



</restriction>


</simpleType>

The <body> element of the rdpUseDomainTrigger SHOULD have a <domainAlias> element:

<element name="domainAlias" type="String80" minOccurs=”0”/>

The <domainAlias> element contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <domID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.


<complexType name="UserDomainIdentifier">



<sequence>




<element name="daID" type="gen:Identifier"/>




<element ref="dom:domID"/> 



</sequence>


</complexType>

<element name="udomInfo" type="dom:UserDomainInfo" />


<complexType name="UserDomainInfo">



<sequence>




<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="domainAlias" type="String80" minOccurs=”0”/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>


</complexType>

The <udomInfo> element MUST contain the <udomID> element. The <udomID> element MUST contain the <daID>, which  identifies the DA that manages the User Domain, and the <domID> element, which identifies the User Doman itself in the same way as [OMA DRM 2.1]

The <udomInfo> element SHOULD contain the <domainAlias> element. The <domainAlias> element contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <udomID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.
6.2.3.3 Use Domain Request 

6.2.3.4 Use Domain Response
6.2.3.5 rdpDropDomainTrigger 

A rdpDropDomainTrigger is delivered to a RI to initiate the  2-pass rdp DropDomain Protocol. The message MUST be a <gen:drmTrigger> element as specified in [GEN], section xxx, and MUST be formatted as specified in Table 1.

	element / attribute
	usage
	value

	type
	M
	“rdpDropDomain”

	version 
	M
	“1.0”

	resID
	M 
	Default, as specified in [Gen], section xyz

	resAlias
	O
	Default, as specified in [Gen], section xyz

	reqURL
	M
	Default, as specified in [Gen], section xyz

	nonce
	O
	Default, as specified in [Gen], section xyz

	domID
	M
	Specified below

	domainAlias
	O
	Specified below

	signature
	O
	Default, as specified in [Gen], section xyz


Table x: rdpDropDomainTrigger message elements

The <body> element of the rdpDropDomainTrigger MUST have a <udomInfodomID> element:

<element name="domID" type="dom:DomainIdentifier" 

simpleType name="DomainIdentifier">



<restriction base="string">




<pattern value="editor: make equal to 2.1 domainID"/>



</restriction>


</simpleType>

The <body> element of the rdpDropDomainTrigger SHOULD have a <domainAlias> element:

<element name="domainAlias" type="String80" minOccurs=”0”/>

The <domainAlias> element contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <domID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.


<complexType name="UserDomainIdentifier">



<sequence>




<element name="daID" type="gen:Identifier"/>




<element ref="dom:domID"/> 



</sequence>


</complexType>

<element name="udomInfo" type="dom:UserDomainInfo" />


<complexType name="UserDomainInfo">



<sequence>




<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="domainAlias" type="String80" minOccurs=”0”/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>


</complexType>

The <udomInfo> element MUST contain the <udomID> element. The <udomID> element MUST contain the <daID>, which  identifies the DA that manages the User Domain, and the <domID> element, which identifies the User Doman itself in the same way as [OMA DRM 2.1]

The <udomInfo> element SHOULD contain the <domainAlias> element. The <domainAlias> element contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <udomID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.
If the <rdpTrigger> element carries an < DropDomainRequest > element, the PDU MUST be a DropDomainRequest PDU. If the RDP trigger holds a <nonce> element, a RI MUST include the <nonce> value as a triggerNonce attribute in the DropDomainRequest PDU.

In the case that a RI Agent receives a RDP Trigger where the <rdpTrigger> element carries a < DropDomainRequest > element, the RI SHALL initiate Drop Domain protocol. 
6.2.3.6 Drop  Domain Request

6.2.3.7 Drop Domain Response 
Change 2: make a clarification on the implementation of UseDomain trigger and JoinDomain trigger
8.2. Shared-Key management

When a User Domain Rights Object is secured using Shared-Key management, the <encKey> element in the <ro> element in the <protectedRO> element will contain the REK, encrypted with the Diversified Domain Key (DDK), as specified in section 8.4.2. The <protectedRO> may be distributed out of band using any mechanism to any device. 

To access such an RO, the DRM Agent will join the User Domain via the dmpJoinDomain protocol and receive the Master Domain Key (MDK). The DDK can be derived from the MDK and the identity of the entity that created the RO, as specified in section 8.4.2. Provided that no permission in the <protectedRO> is constrained by a <copy_control> element, by using the DDK the DRM Agent is able to access the REK in the <protectedRO> and MAY grant any permission in the <protectedRO> provided the constraints are met. 

If any permission in the <protectedRO> is constrained by a <copy_control> constraint, then the DRM Agents will set up a SAC to securely exchange the REK. In this case, a sink DRM Agent MUST receive the REK as delivered via a SAC, since the REK is cryptographically inaccessible based solely on knowledge of the MDK and the RO. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

To secure a User Domain Rights Object using Shared-Key management, an RI/LRM will execute the rdpUseDomain protocol with the DA/DEA and receive the RI/LRM specific DDK and ValidationToken. Using the DDK the RI/LRM is able to create and protect the RO as specified in section xxx. As part of the <protectedRO>, using out-of-band mechanisms or the roapROResponse message, the RI/LRM will forward the ValidationToken to the DRM Agent. In the process of installing the RO, the DRM Agent MUST verify that the RI/LRM has been authorized by the DA/DEA to create ROs for the User Domain, by checking the ValidationToken as specified in section xxx. If the RI/LRM ValidationToken has expired or is otherwise invalid, it MAY be renewed by executing the dmpJoinDomain protocol with the DA/DEA. The DA/DEA MAY choose not to renew a Validation Token, for instance when an RI/LRM is suspected to be compromised or when the business relationship between the DA/DEA and RI/LRM has ended. As a condition of acceptance for further circulation, a non-compromised DRM Agent will check the validity of the ValidationToken of the RI/LRM. By not renewing the ValidationToken, the DA/DEA can prevent an RI/LRM from successfully creating new ROs for the User Domain. 

If a member of the domain is known to have been compromised, it can be expelled from the domain by domain upgrade. In this process a new MDK is chosen. DA/DEA will initiate all the members of the domain that are still trusted to re-execute the (1-pass or 2-pass) dmpJoinDomain protocol to retrieve the new MDK by sending them the dmpJoinDomain trigger.  DA/DEA will initiate RI that provides ROs for the domain to re-execute the rdpUseDomain protocol by sending RI the rdpUseDomain trigger.  LRMs that provide ROs for the domain also need to re-execute the rdpUseDomain protocol with the DA/DEA to retrieve their new DDK and ValidationTokens.
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