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1 Reason for Contribution

While engaged in the Technical Specifications (TS) of the Categorization Based Content Screening (CBCS) Enabler, the ARC group has encountered a few issues concerning the interworking between the CBCS Enabler and the DRM Enabler.  These questions were first put by e-mail to the DRM Officers, who suggested the submission of an Input Contribution to the DRM group so as to put these issues on their agenda as discussion items.
2 Summary of Contribution

The purpose of the CBCS Enabler, explained in more detail in section 3 below, is to screen content on the basis of categories associated with the content.  The CBCS Enabler may have different interactions with the DRM Enabler, depending on whether the content is pre-categorized or not.  
If content is pre-categorized, this means that it carries its categories and the content provider’s identity as meta-data.  If the same content is DRM protected then it may be convenient to store this information in a DRM header to avoid having to decrypt the protected content in the CBCS screening process.

Question to the DRM group: which DRM fields or headers would be suitable to store CBCS content categories?   And which DRM fields or headers would be suitable to store the content provider’s identity?  
Can we avoid decrypting the content in the CBCS Enabler if these two pieces of information (categories and content provider identity) stored as some type of unencrypted DRM meta-data?

If the content is not pre-categorized, then the CBCS Enabler may have to analyze the content to determine its category (see section 3 below).  In this case it would need to decrypt the protected content, but we can’t assume that the enabler possesses the decryption key (or indeed the rights object).
Question to the DRM group: has this type of interactions (where an Enabler needs to process DRM protected content) occurred with other Enablers, and can the DRM group recommend any specific interworking solution that does not compromise the DRM-protection of the content?

3 Detailed Proposal

This section provides an informal summary of the CBCS Enabler being specified in ARC.  Note that this is merely informative text, intended to explain the overall purpose and structure of the CBCS Enabler, and that has no formal status.  The CBCS Requirements and Architecture are more formally defined in the documents (you may download these documents directly from the OMA member section via the links):

CBCS RD: http://www.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-RD-CBCS-V1_0-20060711-C.zip
CBCS AD: http://www.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-AD-CBCS-V1_0-20070626-D.zip
The principal idea behind CBCS is that content is first categorized or labelled, and then screened before delivery to end-users according to a set of screening rules.  For example, a category may say that a certain video contains violence level 6.  A screening rule for a certain user may then say that any content with violence level over 3 has to be blocked.

Figure 1 illustrates the general principle behind the CBCS technique as it is currently envisaged by the CBCS AHG of the ARC group.  This figure shows five elements that may be involved in CBCS: the Content Delivery Enabler responsible for delivering content to the user (for example SMS or WAP), the CBCS Enabler that screens the content, the Categorization Entity that determines the category of given content, and an external entity that provides user profiles, for example a Subscription.
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Figure 1. CBCS Concept

The numbered interactions in figure 1 show a typical usage (but by no means the only possible usage) of the CBCS Enabler:

1. A user requests content from a certain enabler (for example HTTP or SMS)

2. The corresponding Content Delivery Enabler (for example a HTTP proxy or SMS Center) calls the CBCS Enabler to screen the content requested by the user

3. The CBCS Enabler asks a Categorization Entity for the category of the requested content

4. The CBCS Enabler retrieves a user profile from the Subscription

5. The CBCS Enabler applies the screening rules set in the user profile, using the category obtained in step 3, and sends a result back to the Content Delivery Enabler. The result can be “block”, “pass”, but there are also other possibilities such as “pass with warning” or “ask a parent for consent before delivery”.

6. The user receives the scanned content.  This may be the content without any modifications, or a replacing message that the original content was blocked, or some other form of modified content.
Figure 1 demonstrates that content screening with CBCS may involve several interactions with distributed elements. However, interactions 3 and 4 may also be internal to the CBCS Enabler, in other words, several of the functions shown in figure 1 may be collocated in a single box.

The ARC group has specified a simple architecture for CBCS with two functional blocks: the Content Categorization Component and the Content Screening Component.  Figure 2 shows these two functional blocks and their main operational interfaces (we omitted the management interfaces for simplicity).
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Figure 2. CBCS Architecture (simplified)

The Content Categorization Component is a black box that provides the category or categories for a given piece of content.  It may actually scan the content, or retrieve the categories from a database; the CBCS Enabler does not specify how this component assigns categories.  The Content Categorization Component has a simple request-reply interface called CBCS-1 that allows a requestor to submit content (or a reference to content, such as an URL, an ISBN number or a movie title), and receive zero or more categories as result.

The Content Screening Component is a policy engine that executes policy rules, and is based on the Policy Evaluation, Enforcement and Management (PEEM) Enabler also under specification in OMA-ARC.  This policy engine can operate in two modes: in proxy mode and callable mode.  In proxy mode, content flows through the policy engine and may be modified in its passage.  In callable mode, a requestor (in CBCS, typically the Enabler that delivers the content) explicitly calls the policy engine for a screening decision, but executes the decision itself.  
If the Content Screening Component uses callable mode, it re-uses the PEM-1 interface already defined by OMA for its PEEM Enabler.  The specification of the Proxy interface falls out of the scope of the CBCS Technical Specifications, as it depends on the Content Delivery Enabler being used.
The content submitted for screening to the Content Screening Component may be pre-categorized, which means that it carries its categories and information about the content provider as meta-data.  In this case the Content Screening Component can directly execute its screening rules without requesting categories from the Content Categorization Component.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CBCS Ad-Hoc Group (AHG) of the ARC group seeks guidance from the DRM Group on the questions formulated in section 2 of this document.
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