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1 Reason for Change

This CR resolves inconsistency comment B-003FH:

	B003-FH
	2007.07.18
	T
	all
	Source: Fraunhofer IIS

Form: OMA-DRM-2007-0290

Comment: It is not mentioned in the SRM TS that there is a problem with move and backup (i.e. duplication of rights).

Proposed Change: Fraunhofer IIS will upload a CR to resolve this problem.
	Status: OPEN


It is important to realise that there is a potential danger in allowing Move and backup of Rights simultaneously. In this case an attacker can backup the Rights from a Device A to an external storage and also keep them available on Device A. Then, the attacker Moves the Rights to an SRM and subsequently to another Device B. Finally, the attacker restores the backup Rights to Device A and has in fact duplicated the Rights.
This attack is similar to an attack in DRM v2.1 related to the ROUpload protocol. In DRM v2.1, this attack is resolved by a local replay cache, which keeps track the ROs that have been uploaded to the RI. Whenever an RO is delivered out-of-band, the replay cache is consulted and the RO is rejected when it has already been uploaded to the RI.
This CR proposes a similar mechanism for SRM. A cache is maintained that keeps track of which ROs have been Moved. When an RO is delivered out-of-band, or retrieved from off-device storage, the cache is consulted before installing the RO.

This CR extends the replay cache from DRM v2.0 similarly as done in DRM v2.1, but in such a way that also backup of Stateful ROs becomes possible. For this, Stateful ROs are not only stored in the cache upon reception, but also their State Information is maintained in the cache. Whenever a Stateful RO is delivered out-of-band, or retrieved from off-device storage, the cache is consulted. If the Stateful RO has not been Moved, it is accepted. If the cache contains matching State Information, the State Information is retrieved from the cache.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the OMA-DRM group to accept the CR.
6 Detailed Change Proposal

Change 1:  Add definitions of Rights Metadata and Rights Object Container
3.2 Definitions

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion (From [OMADRMv2])

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (From [OMADRMv2])

	Handle
	A random number generated by the DRM Agent, which is stored in the SRM and in the Operation Log (kept in the Device) used for associating the DRM Agent to specific Rights for the Move or Local Rights Consumption operation

	Operation Log
	A secure log kept in the Device in which transaction information (e.g. ROID, Handle) is stored until a transaction is completed and that is relevant for recovery procedures and for running the SRM access protocols between DRM Agent and SRM Agents

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over Protected Content (From [OMADRMv2])

	Protected Content
	Media Objects that are consumed  according to a set of Permissions in a Rights Object (From [OMADRMv2])

	Rights
	A Rights Object and its associated states.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant devices (From [OMADRMv2])

	Rights Metadata
	A collection of additional information about the RO Container.

	Rights Object
	A collection of Permissions and other attributes which are linked  to Protected Content (From [OMADRMv2])

	Rights Object Container
	A data format containing a part of a Rights Object, such as Permissions, Constraints and Content Encryption Key.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. (e.g. secure memory card, smart card)


Change 2:  Specify that the <timeStamp> elements is part of the Rights Object Container
5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions and other attributes which are linked to DRM Content(s). The Rights Object is stored in an SRM in the format of the Rights Object Container. The SRM Agent treats the Rights Object Container as an opaque object.

In case a DRM 2.0 or 2.1 Rights Object is stored in the SRM, the Rights Object Container consists of the <rights> element, the <signature> element and the <timeStamp> element in the RO payload (i.e. <ro> element of the <protectedRO> element in the RO Response of ROAP). The RI-signature (i.e. <signature> element in the RO payload) MUST be present in the Rights Object Container. The RI-signature is created by a Rights Issuer that is identified by the <riID> element in the RO payload. The SRM Agent doesn’t verify the RI-signature.

DRM Agents MAY compact the Rights Object Container using WBXML (as defined in section Fehler! Verweisquelle konnte nicht gefunden werden.) before transferring Rights from the Device to the SRM.
It is RECOMMENDED that the Rights Issuer not generate a Rights Object (in XML format) larger than 4096 bytes if the Rights Object may be installed in an SRM. Appendix Fehler! Verweisquelle konnte nicht gefunden werden. specifies the data structure of the Rights Object Container.

Note: The SRM version 1.0 doesn’t support domain Rights Objects. (i.e. Domain Rights Objects SHALL NOT be stored in the SRM.)
Change 3:  Introduce new chapter explaining Replay Protection Mechanisms
8. Replay Protection Mechanisms

Additionally to the two replay protection mechanisms described in [OMADRMv2], it is important to realise that there is a potential danger in allowing Move and out-of-band delivery (e.g. restoring a backup of Rights from external storage) simultaneously. An attacker can backup the Rights from a Device A to an external storage and also keep them available on Device A. Then, the attacker can Move the Rights to an SRM and subsequently to another Device B. Finally, the attacker restores the backup Rights to Device A and has in fact duplicated the Rights.

In order to prevent this attack, the DRM Agent MUST have an additional cache with a reliable identification for all Stateful and Stateless ROs that have been Moved to an SRM. This identification consists of the RO ID (see [OMADRMv2]). The cache also holds the <timeStamp> element (RITS) of the RO and, in the case of a stateful RO, the state information.
Immediately after the Rights are permanently removed during a successful Move of a Stateless RO from the Device to an SRM, the DRM Agent MUST insert the <RO ID, RITS> pair corresponding to the RO in the cache and indicate that the RO has been Moved.
For Stateful ROs, the <RO ID, RITS> pair is cached immediately after installation, together with the state information. Whenever Stateful Rights are consumed, the state information in the cache is updated. Immediately after the Rights are permanently removed during a successful Move of a Stateful RO from the Device to an SRM, the DRM Agent MUST indicate in the cache that the Rights have been Moved.
If a <RO ID, RITS> pair is to be inserted in the cache, but the cache is full and the RITS in the RO is later than the earliest RITS in the cache, then the DRM Agent MUST replace the entry with the earliest RITS in the cache with the new <RO ID, RITS> pair.
When receiving an RO over out-of-band delivery or when retrieving a backup from off-device storage (see [OMADRM v2]), the DRM Agent MUST perform the following procedure:
a) Check in the cache if it contains the RO ID of the received RO.

b) If a) holds and the RO has been Moved from the Device, the RO is rejected.

c) If a) holds and the RO has not been Moved from the Device, the RO is stateful. The RO is installed and the corresponding state information is restored from the cache.
d) If a) fails and the cache is not full, the RO is installed.
e) If a) fails, the cache is full and the RITS of the RO is after the earliest RITS in the cache, the RO is installed.

f) If a) fails, the cache is full and the RITS of the RO is before or equal to the earliest RITS in the cache, the RO is rejected.
Notice that this procedure corresponds to the procedure for the replay protection mechanism for ROs uploaded to an RI from [OMADRMv21].
When an RO is installed, the DRM Agent MUST verify that the RO is not already installed in the Device. If the RO is already installed, the DRM Agent SHALL NOT install the RO again. This holds independently of the way of RO delivery, i.e. it holds for delivery over ROAP as well as for out-of-band delivery.

It is RECOMMENDED that the size of the cache is such that for the majority of users, it never becomes full.
If a Stateless RO that has been Moved from the DRM Agent returns to the same DRM Agent via a Move operation, its <RO ID,RITS> pair MUST be removed from the cache.
If a Stateful RO that has been Moved from the DRM Agent returns to the same DRM Agent via a Move operation, the state information in the cache is updated and backups on off-device storage can be restored again.
8.1 Alternative dealing with a full cache
The DRM Agent MAY maintain separate caches for Stateful and Stateless Rights, such that it can export parts of the Stateless cache to off-device storage.
When the Stateless Rights cache is full, the DRM Agent MAY export a part with the oldest RITS values from the cache to off-device storage. In this case, the DRM Agent MUST keep the hash over the exported part in secure storage. When a Stateless RO with a RITS before the earliest RITS in the cache is delivered out-of-band or re-installed from off-device storage, the DRM Agent MUST request the exported part of the cache, verify its integrity and verify if the RO has been Moved. If not, the RO can be installed, otherwise the RO is rejected. If a Stateless RO with a RITS equal to the earliest RITS in the cache is delivered out-of-band or re-installed from off-device storage, both the cache and the exported cache MUST be consulted.
Notice that this method is not applicable for stateful ROs, since that would imply that each time a stateful right from an RO with an old RITS is consumed, the exported cache is modified to update the state.
8.2 Reduction in size of cache entries
To ensure that that an optimal number of ROs can be stored in the cache, the size of the entries can be minimised. Therefore, instead of the RO ID, a DRM Agent MAY use a smaller identification of an RO. This identification is called the Size-Reduced Identifier (SRID) and consists of the 6 least significant bytes from the hash over the Rights Object Container.
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