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1 Reason for Contribution

The purpose of this contribution is to provide draft text for an “application note” to be included in the DRM 2.0.1 Enabler Release Package. The application note will provide a summary of the important changes between the approved DRM 2.0 ERP and the DRM 2.0.1 ERP. The important changes are those that are in particular deemed to require special consideration in implementation.

2 Summary of Contribution

The text is in the “Detailed Proposal” is intended to be used in the DRM 2.0.1 Application Note titled:


“Important Changes compared to DRM 2.0 ERP OMA-DRM-V2_0-20060303-A”

3 Detailed Proposal

Important Changes compared to DRM 2.0 ERP OMA-DRM-V2_0-20060303-A
This application note summarizes some of the changes introduced in DRM 2.0.1 compared with the DRM 2.0 Enabler Release Package. The changes identified in this application note are considered by the OMA DRM Working Group to require special consideration in implementation. Many of the changes identifies here are bug fixes which if not implemented correctly may result in interoperability problems between conformant and non-conformant devices. Companies with existing DRM 2.0 implementations should take careful consideration of these changes.

All Change Requests identified in this application note are OMA Public Documents, therefore readers may download the original change request to understand the Reason For Change.

DRM Specification 

	Change Request
	Title
	Section
	Summary

	OMA-DLDRM-2006-0060R01
	OCSP Nonce Encoding Clarification
	6.3
	Defines the encoding of device nonce in the OCSP extnValue field.

	OMA-DLDRM-2006-0063R01
	Trigger Nonce Clarification
	5.2.1
	The triggerNonce attribute applies to all subsequent ROAP PDUs.

	OMA-DLDRM-2006-0132R01
	Certificate Caching Extension
	5.2.1.1, 5.2.1.2
	Certificate Caching Extension is removed from Device Hello. DRM 2.0.1 clients should not send this extension in the Device Hello. If an RI receives this from a DRM 2.0 device it can ignore the extension.

	OMA-DLDRM-2006-0237R01
	DCF Hash Clarification
	5.4.3
	Defines the method to send multiple DCF Hash values in the case an RO refers to multiple assets.

	OMA-DLDRM-2006-0258R05
	Device DRM Time Clarification
	5.1.1, 5.4.2.3, 5.4.2.4, 6.2, 6.3, 16.3.5.1
	Provides numerous important clarifications related to DRM time handling. Importantly, devices must support one independent DRM Time per trust model. Also defines the method for devices to validate certificate chains in the presence of nonce based OCSP responses.

	OMA-DLDRM-2006-0288R01
	Support for multiple PKIs
	5.4.2.2, 5.4.2.4, 5.4.3.2, 5.4.4.2, 16.2
	Specifies important guidelines for supporting multiple PKIs in Devices and RIs. The RI Id must be the spkiHash of the RI public key. RIs supporting multiple PKIs must share the same public key for each PKI. Devices must always validate that the RI ID matches the RI Public Key. 

	OMA-DLDRM-2006-0338R02
	DCF Hash Validation Clarification
	9.1
	Clarifies when devices should calculate the DCF Hash. 

	OMA-DLDRM-2006-0406R01
	Clarification on Forward Compatibility for OMA DRM 2.0
	App I
	A new Annex is added to summarise and exemplify the important requirements for DRM 2.0 devices to be forward compatible with future versions of the DRM specifications.

	OMA-DLDRM-2006-0450
	Domain Context Expiry
	8.5
	Clarifies the meaning of Domain Context Expiry, and clarifies that Devices should only attempt to renew an expired domain context during domain RO installation.

	OMA-DLDRM-2006-0460R02
	DRM 2.0 and OMA Download 1.0
	11.3.1.2, 11.3.1.3
	Defines the method of calculating the Download Descriptor size in the case of downloading Rights Objects using OMA OTA Download.

	OMA-DRM-2007-0171
	Identification of multipart  DCFs and multi-track PDCFs
	5.2.1
	Specifies the method of referencing multipart DCFs and multi-track PDCFs in the ROAP Trigger <contentID> element.

	OMA-DRM-2007-0178R01
	Certificate Caching Extension
	5.4.2.2
	Completes the removal of the Certificate Caching Extension from the Device Hello message as per OMA-DLDRM-2006-0132R01. This change clarifies the processing for RI Hello generation.


DCF Specification

	Change Request
	Title
	Section
	Summary

	OMA-DLDRM-2006-0275
	Content ID uniqueness
	5.2.1.8
	Clarifies that Content IDs must be unique per DCF and not only per Content Object.

	OMA-DLDRM-2006-0286R02
	PDCF File Format Fix and Alignment
	7.1.3, 7.1.4
	Clarifies that a PDCF may contain one OMADRMKMSBox per protected track, and in the OMADRMAUHeader moves the KeyIndicator field to enable interoperability between PDCF format and the ISMACryp specification.

	OMA-DLDRM-2006-0423
	PDCF PlainTextLength
	5.2.1.5
	Specifies that the PlainTextLength Common Header field must always be zero in PDCF files.

	OMA-DRM-2007-0172R02
	Identification of Multipart DCF and Multi-track PDCF
	5.2.1.8
	Specifies the method of referencing multipart DCFs and multi-track PDCFs in the ROAP Trigger <contentID> element.


REL Specification

	Change Request
	Title
	Section
	Summary

	OMA-DLDRM-0264R01
	Inherit element in parent rights asset
	5.6
	Further specifies the semantics of parent and child assets and provides additional rules to ensure correct formation of parent and child assets along with valid inheritance relationships.

	OMA-DRM-2007-0162R01
	<uid> in <rights> element
	5.3.3
	Specifies that the <uid> element in the <rights> element must match the “id” attribute of the ROPayload.

	OMA-DRM-2007-379R01
	DRMv2.0 Bugfix party element
	5.8
	Corrects a recommendation to ignore unsupported <party> elements to indicate such element may be located within an <agreement> element, and not in the <asset> element. This is the ODRL specified location for <party> elements. 


Support Files

	Change Request
	Title
	Section
	Summary

	OMA-DRM-2007-0130R01
	Max Length of Nonce
	-
	Updates the ROAP Schema Nonce type to specify a maximum length of 32 for all ROAP nonce elements.
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