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1 Reason for Change

This CR provides the proposed solution to QUALCOMM’s B142 and Huawei’s comment B208.
	B142-QU
	2007.07.18
	T
	5.7.4.1.1, Table 17
	Source: QUALCOMM

Comment: Why is the CRL Update Needed status code needed? Since the SRM always returns the CRL Information List, the DRM Agent can check if the SRM needs a newer CRL.
Proposed Change: Remove the error code.
	Status: OPEN

	B208-HU
	07.07.12
	T
	5.7.4.1
	Source: Huawei

Form: OMA-DRM-2007-0314
Comment:  Currently, the DRM Agent needs to send its own CRL Information List to the SRM. This causes both sides need to make a comparison between the other sides’ CRL and its own CRL. It may be more efficient if request message includes no Device CRL information and only the response message includes SRM CRL information, thus only the DRM Agent sides need to make such comparison.
Proposed Change: 
To remove the parameter in the request message.
	Status: OPEN 


2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG members to review and agree this proposal.

6 Detailed Change Proposal

Change 1:  In the section 5.4.7.1
5.7.4.1 CRL Information Exchange
The DRM Agent reads an SRM’s CRL information list in order to determine if CRL(s) in the Device supersede CRL(s) in the SRM or if CRL(s) in the SRM supersede CRL(s) in the Device as illustrated in Figure 6.
5.7.4.1.1 Message Description

The DRM Agent sends the CRLInformationExchangeRequest to read the CRL Information List from the SRM. The CRLInformationExchangeRequest has no parameters. 

	
	
	

	
	
	




Upon receiving the CRLInformationExchangeRequest, 
the SRM Agent sends the CRLInformationExchangeResponse to the DRM Agent. The parameters of the response are defined in Table 15.
Table 15: Parameters of CRLInformationExchangeResponse
Note: Replace all table name “Parameters of xxxxx” with “xxxx Fields”
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the CRLInformationExchangeRequest is successfully handled or not. The Status value is specified in Table 16

	CRL Information List
	No
	CRL Information is a pair of CRL Issuer ID and CRL Number. The CRL Information List contains CRL Information of all CRLs in the SRM.

CRL Issuer ID is the 160-bit SHA-1 hash of the public key corresponding to the private key used to sign the CRL (i.e. the keyIdentifier field of the authorityKeyIdentifier component in the CRL).
The CRL Number is the value contained in the CRL number extension of the referenced CRL. This value is used to determine when a particular CRL supersedes another CRL.


Table 16: Status of CRL Information Exchange Message
	Status Value
	Description

	Success
	The request is successfully handled.

	
	

	Unknown Error
	The SRM Agent fails to read the CRL Information.


Upon receiving the CRLInformationExchangeResponse, the DRM Agent checks the Status field. If Status is Success, the DRM Agent compares each element in the CRL Information List received from the SRM with the Device’s list. If the CRL Issuer IDs are identical, then the CRL numbers are compared to determine if the SRM’s CRL supersedes the CRL stored in the Device or if the Device’s CRL supersedes the CRL stored in the SRM.
If the DRM Agent finds that CRL(s) in the Device supersedes CRL(s) in the SRM from the same CRL issuer, the DRM Agent MUST transfer the new CRL(s) to the SRM using the CRLUpdateRequest as specified in section 5.7.4.4. If there are multiple CRL(s) to be updated, the DRM Agent repeats the CRL update request.

If the DRM Agent finds that CRL(s) in the SRM supersede CRL(s) in the Device from the same CRL issuer, the DRM Agent MUST retrieve the new CRL(s) from the SRM Agent using the CRLRetrievalRequest as specified in section 5.7.4.5. If there are multiple CRL(s) to be updated, the DRM Agent repeats the CRL retrieval request.

5.7.4.1.2 Format of the Messages  Note:Replace all paragraph name “Message Format” with “Format of Messages”
The MessageBody of the CRLInformationExchangeRequest is empty.




















· 
The message format (MessageBody) of the CRLInformationExchangeResponse is specified as follows.
CrlIssuerId() {

    OctetString8()

}

CrlNumber() {

    OctetString8()

}

CrlInformation() {

    CrlIssuerId()

    CrlNumber()

}

CrlInformationList() {

    numOfCrlInformation
8
uimsbf

    for ( i = 0 ; i < numOfCrlInformation ; i++ ) {

        CrlInformation()
    }

}

MessageBody() {

    status
16
uimsbf

    if ( status == 0 ) {

        CrlInformationList()

    }

}

The field is defined as follows:

· status - Status parameter in Table 15
· CrlInformationList – CRL Information List parameter in Table 15
5.7.4.1.3 Exception Handling

There may be an unexpected exception during the CRL Information Exchange Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The user may be informed of this exception.
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