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 OMA Confidential

	To:
	DRM WG

	Doc to Change:
	OMA-TS-SRM-V1_0-20070604-D.doc

	Submission Date:
	12 Sep 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Wenjie Feng, Huawei, fengwenjie@huawei.com
Renzhou Zhang, Huawei, zhangrenzhou@huawei.com
Osamu Sasaki, Panasonic,  sasaki.osamu@jp.panasonic.com

	Replaces:
	n/a


1 Reason for Change

(1) To provide resolution for B207-HU.
	B207-HU
	07.07.12
	T
	5.7.1.1

5.7.2.1
	Source: Huawei

Form: This input

Comment:  In the current TS, the SRM must include the SRM Certificate Chain  every time it sends the AuthenticationResponse, which result in much transfer redundancy
Proposed Change: It would be more efficient for the DRM Agent to store the SRM Certificate Chain, and to include a Peer Key Identifier List parameter in the AuthenticationRequest to indicate to the SRM whether SRM Certificate Chain has been stored. Correspondingly, SRMID List should be added to the SRM Hello message.


	Status: OPEN


(2) As Osamu suggests, we optimize the message body of HelloResponse in the same way as CR 0384-CR_Change_to_Handle_List_Query_Request, where the flag of peerKeyIdentifierListPresent is removed and one bit is saved.
Change in R01:

(1) Modify the CR as per Yunsang’s comment about the algorithm for SRMID
(2) Correct some editorial errors.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Modify 5.7.1.1 as below
5.7.1.1 Hello Message
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Figure 4: Sequence Diagram – Device - SRM Hello
5.7.1.1.1 Message Description

The DRM Agent sends the HelloRequest (Device Hello message) to initiate a logical channel with the SRM Agent. The parameters of the request are defined in Table 5.

Table 5: Parameters of HelloRequest (Device Hello)
	Parameters
	Protection Requirement
	Description

	Version
	No
	Version is a <major.minor> representation of the highest SRM protocol version number supported by the DRM Agent. DRM Agents MUST support all versions prior to and equal to the one they suggest. 
For this version of the protocol, Version SHALL be set to "1.0" without quotes. Minor version upgrades MUST always be backwards compatible.

	Device ID List
	No
	Device ID List identifies the Device Certificates in the Device to the SRM Agent. The identifiers are the hash of the Device’s public keys in the Device Certificates (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device Certificate). The default hash algorithm is SHA-1.


Upon receiving the HelloRequest, the SRM Agent selects a protocol version supported by the SRM.

After this completing this step, the SRM Agent sends the HelloResponse (SRM Hello message) to the DRM Agent. The parameters of the response are defined in Table 6. If any error occurs during this action, the error MUST be reported to the DRM Agent. The Status parameter of the HelloResponse contains the error cases as specified in Table 7.
Table 6: Parameters of HelloResponse (SRM Hello)
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the HelloRequest is successfully handled or not. The Status value is specified in Table 7.

If the Status contains any error, only this parameter is present in the HelloResponse.

	Selected Version
	No
	The protocol version selected by the SRM Agent. The Selected Version will be min(DRM Agent suggested version, highest version supported by the SRM Agent). The min(A,B) = A where A <= B.

	Trusted Authorithes
	No
	The list of trust anchors supported by the SRM Agent. The trust anchor is the hash of the public key of the root certificate in the Device Certificate Chain (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root certificate). The default hash algorithm is SHA-1.

	SRM ID List
	No
	SRM ID List identifies the SRM Certificates in the SRM Agent to the Device. The identifiers are the SHA-1 hash of the SRM’s public keys in the SRM Certificates (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the SRM Certificate)..

	Peer Key Identifier List
	No
	Identifiers for a Device’s public key stored by the SRM. If the identifiers match the Device IDs in the Device ID List in the preceeding HelloRequest, it means the SRM has already stored that Device IDs and the corresponding Device Certificate Chains, and the DRM Agent need not send that certificate chains in a later message. Keys are identified in the same way as DRM Agents are (a hash of the DER-encoded subjectPublicKeyInfo component of the Device Certificate). If the SRM has stored the Device’s public keys (corresponding certificate chain), then the SRM Agent MUST include this parameter in the HelloResponse.

	Max Number Of ContentIDs
	No
	This field contains the maximum number of ContentIDs that will be returned in the HandleListQueryResponse (see section 5.7.8.1.1).

	Optional Messages Supported
	No
	This field indiciates which optional messages are supported by the SRM.


Table 7: Status of Hello Message
	Status Value
	Description

	Success
	The request is successfully handled

	Unknown Error
	Other errors


Upon receiving the HelloResponse and Status is Success, the DRM Agent continues with the MAKE process in section 5.7.2.

5.7.1.1.2 Message Format

The message format (MessageBody) of the HelloRequest is specified as follows. The messageType and protectedFlag are set to ‘0’.
Version() {

    VersionString()

}

DeviceId()

{

    OctetString8()

}

DeviceIdList() {

    numOfDeviceId
8
uimsbf

    for ( i = 0 ; i < numOfDeviceId ; i++ ) {

        DeviceId()
    }

}

MessageBody() {

    Version()

    DeviceId()

}

The fields are defined as follows:

· Version - Version parameter in Table 5
· DeviceIdList – Device ID List parameter in Table 5
The message format (MessageBody) of the HelloResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
SelectedVersion() {

    VersionString()

}

TrustedAuthorities() {

    numOfTrustedAuthorithes

8
uimsbf

    for ( i = 0 ; i < numOfTrustedAuthorithes ; i++ ) {

        OctetString8()
    }

}

SrmId()

{

    OctetString8()

}
SrmIdList(){
    nbrOfSrmId
          
8
uimsbf

    for ( i = 0 ; i < nbrOfSrmId ; i++ ) {

        SrmId()
    }
}

PeerKeyIdentifier() {

    OctetString8()

}

PeerKeyIdentifierList() {

    numOfPeerKeyIdentifier

8
uimsbf

    for ( i = 0 ; i < numOfPeerKeyIdentifier ; i++ ) {

        PeerKeyIdentifier()

    }

}

OptionalMessages() {

    ocspSupported


1
bslbf

    rightsInfoListSupported


1
bslbf

    riCertificateStorageSupported

1
bslbf

    riCertificateRemovalSupported

1
bslbf

    dynamicCodePageSupported


1
bslbf

    rfu


11
bslbf

}
MessageBody() {

    status


16
uimsbf

    if ( status == 0 ) {
        

        SelectedVersion()

        TrustedAuthorities()
        SrmIdList()
        

PeerKeyIdentifierList()
        maxNbrOfContentIds


16
uimsbf
        OptionalMessages()
    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· 
· SelectedVersion - Selected Version parameter in Table 6
· TrustedAuthorities – Trusted Authorities parameter in Table 6
· SrmIdList-SRM ID List parameter in Table 6
· PeerKeyIdentifierList – PeerKeyIdentifierList parameter in Table 6
· maxNbrOfContentIds – Max Number of ContentIDs parameter in Table 6
· OptionalMessages – Optional Messages Supported parameter in Table 6. The contained flags have meaning as follows:
ocspSupported – if ‘0’, the OCSP Nonce and OCSP Process messages in section 5.7.4.2 and 5.7.4.3 are not supported by the SRM Agent. If ‘1’, the messages are supported by the SRM Agent.
rightsInfoListSupported – if ‘0’, the Rights Info List Query message in section 5.7.8.3 is not supported by the SRM Agent. If ‘1’, the message is supported by the SRM Agent.
riCertificateStorageSupported – if ‘0’, the RI Certificate Store and RI Certificate Query messages in section 5.7.8.7 and 5.7.8.8 are not supported by the SRM Agent. If ‘1’, the messages are supported by the SRM Agent.
riCertificateRemovalSupported – if ‘0’, the RI Certificate Removal message in section 5.7.8.9 is not supported by the SRM Agent. If ‘1’, the message is supported by the SRM Agent.
dynamicCodPageSupported – if ‘0’, the Dynamic Code Page Query and Dynamic Code Page Update messages in section 5.7.8.10 and section 5.7.8.11 are not supported by the SRM Agent. If ‘1’, the messages are supported by the SRM Agent.
5.7.1.1.3 Exception Handling

There may be an unexpected exception during the Hello Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The user may be informed of this exception.
Change 2:  Modify 5.7.2.1 as follows

5. Authentication Message
The DRM Agent sends the AuthenticationRequest to the SRM Agent, in order to select one of the trust anchors, and negotiate security algorithms used by the DRM Agent and SRM Agent. This request expresses Device information and preferences. The AuthenticationResponse expresses SRM information and preferences. The DRM Agent and SRM Agent also exchange their certificate chains and verify them.
5. Message Description

The DRM Agent sends the AuthenticationRequest to initiate a MAKE process. The parameters of the request are defined in Table 8.
Table 8: Parameters of AuthenticationRequest
	Parameters
	Protection Requirement
	Description

	Trust Anchor
	No
	Trust Anchor preferred by the DRM Agent. This is selected from Trusted Authorities in Table 6.
Trust anchors are identified as the hash of the public key of the root certificate in the Device Certificate Chain (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root certificate). The default hash algorithm is SHA-1.

	Device Certificate Chain
	No
	A certificate chain including the Device Certificate. The chain MUST NOT include the root certificate. The Device Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to Appendix E.1
If the Peer Key Identifier List parameter is present in the HelloResponse and the List contains the Device ID corresponding to the Device Certificate Chain, then this parameter need not be sent in the AuthenticationRequest.

	Peer Key Identifier
	No
	An Identifier for an SRM’s public key stored by the Device. If the identifier matches the SRM ID in the SRM ID List in the preceeding HelloResponse, it means the Device has already stored that SRM ID and the corresponding SRM Certificate Chain, and if the root certificate of that SRM Certificate Chain matches the Trust Anchor in the AuthenticationRequest, the SRM Agent need not send that certificate chain in a later message. If the Device has stored the SRM’s public key (corresponding certificate chain) whose root certificate matches the Trust Anchor, then the Device MUST include this parameter in the AuthenticationRequest.

	Supported Algorithms
	No
	Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature algorithms, asymmetric encryption algorithms, symmetric encryption algorithm, and key derivation functions) that are supported by the DRM Agent. Algorithms are identified using common URIs as specified in section 5.2. The algorithms and associated identifiers MUST be supported by all DRM Agents and SRM Agents.

Use of other algorithms is optional. Since all DRM Agents and all SRM Agents must support the default algorithms, they need not be sent in this parameter. Only identifiers for algorithms that are not one of the defaults needs to be sent in the AuthenticationRequest.


Upon receiving the AuthenticationRequest, the SRM Agent verifies the Device Certificate Chain if present. When the Device Certificate Chain is not present even if the HelloResponse doesn’t include Peer Key Identifier, the SRM Agent returns Device Certificate Chain Verification Failed in the Status of the response.
After this action, the SRM Agent sends the AuthenticationResponse to carry the result of the action. The parameters of the response are defined in Table 9. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the AuthenticationResponse contains the error cases as specified in Table 10.
Table 9: Parameters of AuthenticationResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the AuthenticationRequest is successfully handled or not. The Status value is specified in Table 10.

	SRM Certificate Chain
	No
	A certificate chain including the SRM Certificate. The chain MUST NOT include the root certificate. The SRM Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to Appendix E.1
If the Peer Key Identifier field is present in the AuthenticationRequest and contains the SRM ID corresponding to the SRM Certificate Chain, then this field is not needed.

	Encrypted AuthResp Data
	No
	E (PuKeyD , M) where M = RNS | Version | Supported Algorithms | Selected Algorithms
RNS is a random number generated by the SRM Agent

Version is identical to Version received by the SRM Agent in the HelloRequest.
Supported Algorithms is identical to Supported Algorhtms received by the SRM Agent in the AuthenticationRequest
Selected Algorithms specify the cryptographic algorithms selected by the SRM Agent. If the DRM Agent indicated support of only mandatory algorithms (i.e. left out the Supported Algorithm parameter in the AuthenticationRequest, or the DRM Agent only supports the mandatory algorithms), then the SRM Agent need not include this parameter. Otherwise, the SRM Agent MUST provide this parameter and MUST identify one algorithm of each type. 

M is encrypted with the Device’s public key (PuKeyD).


Table 10: Status of Authentication Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Trust Anchor Not Supported
	Trust Anchor in the request is not supported by the SRM Agent

	Device Certificate Chain Verification Failed
	The SRM Agent fails to verify the Device Certificate Chain.

	Unknown Error
	Other errors


Upon receiving the AuthenticationResponse and Status is Success, the DRM Agent verifies the SRM Certificate Chain. After the verification, the DRM Agent decrypts RNS, Version, Supported Algorithms and Selected Algorithms with the Device’s private key.
Then the DRM Agent compares Version to the Version parameter sent in the HelloRequest, and also compares Supported Algorithms to the Supported Algorithms sent in the AuthenticationRequest. If both are identical and it is sure that the Selected Algorithms are from the Supported Algorithms, the DRM Agent continues with section 5.7.2.2.
5. Message Format

The message format (MessageBody) of the AuthenticationRequest is specified as follows. The messageType and protectedFlag are set to ‘0’.
TrustAnchor() {

    OctetString8()

}

DeviceCertificateChain() {

    CertificateChainString()

}

SupportedAlgorithms() {

    Algorithms()

}

MessageBody() {

    deviceCertificateChainPresent
1
bslbf
    peerKeyIdentifierPresent
        1
bslbf
    supportedAlgorithmsPresent
1
bslbf
    rfu

5
bslbf
    TrustAnchor()

    if ( deviceCertificateChainPresent ) {

        DeviceCertificateChain()

    }
    if ( peerKeyIdentifierPresent ) {

        PeerKeyIdentifier()

    }

    if ( supportedAlgorithmsPresent ) {

        SupportedAlgorithms()

    }

}

The fields are defined as follows:

· deviceCertificateChainPresent - if ‘1’, then DeviceCertificateChain is present in this message
· peerKeyIdentifierPresent - if ‘1’, then PeerKeyIdentifier is present in this message
· supportedAlgorithmsPresent - if ‘1’, then SupportedAlgorithms is present in this message
· TrustAnchor – Trust Anchor parameter in Table 8
· DeviceCertificateChain – Device Certificate Chain parameter in Table 8
· PeerKeyIdentifier – Peer Key Identifier parameter in Table 8
· SupportedAlgorithms – Supported Algorithms parameter in Table 8
The message format (MessageBody) of the AuthenticationResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
RandomNumber() {

    RandomNumberString()

}

Version() {

    VersionString()

}

SupportedAlgorithms() {

    Algorithms()

}

SelectedAlgorithms() {

    Algorithms()

}

SrmCertificateChain() {

    CertificateChainString()

}

AuthRespData() {

    supportedAlgorithmsPresent
1
bslbf
    selectedAlgorithmsPresent

1
bslbf
    rfu

6
bslbf
    RandomNumber()

    Version()

    if ( supportedAlgorithmsPresent ) {

        SupportedAlgorithms()

    }

    if ( selectedAlgorithmsPresent ) {

        SelectedAlgorithms()

    }

}

EncryptAuthRespData() {

    EncryptedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {
        srmCertificateChainPresent
1
bslbf
        rfu

7
bslbf
        if ( srmCertificateChainPresent ) {
            SrmCertificateChain()
        }
        EncryptAuthRespData()

    }

}

The fields are defined as follows:

· AuthRespData – M value of Encrypted AuthResp Data parameter in Table 9
· supportedAlgorithmsPresent – if ‘1’, then SupportedAlgorithms is present in AuthRespData
· selectedAlgorithmsPresent – if ‘1’, then SelectedAlgorithms is present in AuthRespData
· RandomNumber – RNS value of Encrypted AuthResp Data parameter in Table 9
· Version –Version value of Encrypted AuthResp Data parameter in Table 9
· SupportedAlgorithms – Supported Algorithms value of Encrypted AuthResp Data parameter in Table 9
· SelectedAlgorithms – Selected Algorithms value of Encrypted AuthResp Data parameter in Table 9
· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· srmCertificateChainPresent - if ‘1’, then SrmCertificateChain is present in this message
· SrmCertificateChain – SRM Certificate Chain parameter in Table 9
· EncryptedAuthRespData –  Encrypted AuthRespData with the Device’s public key
5. Exception Handling

There may be an unexpected exception during the Authentication Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, finds an error by referring to the Status, fails to verify the SRM Certificate Chain, or fails to decrypt the Encrypted AuthResp Data, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The user may be informed of this exception.

In case Version is not matched with the Version parameter sent in the HelloRequest, or Supported Algorithms is not matched with the Supported Algorithms sent in the AuthenticationRequest, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent.
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