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1 Reason for Change

This CR is produced to resolve the SRM CONRR comments B004-FH, B089-QU for my action point AP-830.

	B004-FH
	2007.07.18
	E
	many
	Source: Fraunhofer IIS

Form: OMA-DRM-2007-0290

Comment: On many places in the specification, the word "Rights" is used as if it is a singular noun. This leads to constructions such as "a Rights", which is strange English.

Proposed Change: use "Rights" as a plural noun. Change "a Rights" to "Rights" and update associated verb where necessary (e.g. "a Rights is" -> "Rights are").
	Status: OPEN


	B089-QU
	2007.07.18
	E
	All
	Source: QUALCOMM

Comment: The term “Rights” is used inconsistently and in a confusing manner in the TS. The definition of “rights” is “the authority to perform, publish, film, or televise a particular work, event, etc.” In DRM, rights are delivered/instantiated as a Rights Object. The definition of “Rights” in section 3.2 is wrong.

Proposed Change: Pick appropriate terms (e.g. SRM Rights Object or just Rights Object) to avoid confusion and use them consistently throughout the TS.
	Status: OPEN


The DRM WG has a comment related to usage of term “Rights” in the SRM specification. Although the word has plural form, it is used as a singular word. Some also argues that “Rights” has conventionally different meanings. In order words, it’s not properly used in the spec.
The author of this CR claims that the spec has a new definition of the capitalized “Rights”. Therefore there is no problem to use the term with the definition, even though the term has different conventional meanings.
	Rights
	A Rights Object and its associated states.


Regarding the grammar issue, this CR lists all sentences in the SRM specification having grammatical problems with “Rights”. What this CR proposes is that “Rights” is used without being replaced with a different one and the sentences are changed in order to get rid of grammatical errors. The changes will not harm the context of the document.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Table 1 in section 5.5.2
Table 1: Operation Log
	Log
	Description

	SRM ID
	This identifies an SRM that the Device is interacting with. This is the SHA1-hash of the SRM’s public key in the SRM Certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the SRM Certificate).

	ROID
	This identifies the Right that is the target of a transaction. Refer to section 5.1.4.1

	Handle
	This is generated by the DRM Agent and identifies Rights in the SRM.


Change 2:  Table 29 in section 5.7.5.1.1
Table 29: Parameters of InstallationSetupRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights while stored in the SRM. It is a 10 byte random value generated by the DRM Agent for this Move transaction. Refer to section 5.1.3.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM as specified in section 5.7.5.3.

Size of Rights = Length of RightsInformation + Length of EncryptedRek. RightsInformation and EncryptedRek are specified in section 5.7.5.3.2.


Change 3:  Table 31 in section 5.7.5.1.1
Table 31: Status of Installation Setup Message

	Status Value
	Description

	Success
	No errors during the action

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Duplicate Handle
	The SRM already has the Handle and its corresponding Rights.

	Not Enough Space
	The SRM doesn’t have enough space to store Rights having the same size as the Size of Rights.

	Unknown Error
	Other errors


Note: Globally change the description of “Duplicate Handle” in the spec as above
Change 4:  In section 5.7.5.2.1
The DRM Agent disables the Rights. The disabled Rights cannot be used for the other purposes except the current Move transaction. After disabling the Rights, the DRM Agent continues with section 5.7.5.3.
Change 5:  Below Table 32 in section 5.7.5.3.1
Upon receiving the RightsInstallationRequest, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the Handle and REK with the Session Key
3. Install the Rights Information and REK at a space associated with the Handle. If the Rights Information and REK corresponding to the Handle already exist in the SRM, the SRM Agent returns Success in the Status without performing this action.
Change 6:  In section 5.7.5.3.3 (Note: This should be coordinated with 0403_CR_Clarify_SRM_Exception_Handling_Text)
(Note: This section contains grammatically errors with using “Rights”, but the CR 0403_CR_Clarify_SRM_Exception_Handling_Text from Panasonic fixes them. Change 6 just indicates what errors the section 5.7.5.3.3 has.)
There may be an unexpected exception during the Rights Installation Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

· Case 1: The DRM Agent receives the RightsInstallationResponse containing Handle Not Found in the Status parameter. (This case must not happen if the Move transaction is properly executed as illustrated in Figure 11)

· Case 2: The Rights Installation Message processing in this section is uncompleted for any reason other than those of cases 1.

When the exception occurs, the DRM Agent SHOULD immediately recover it. If the DRM Agent fails to detect the exception, it MUST recover the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a default recovery procedure per case as follows.

· In case 1, the Move is terminated without recovery.

· In case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 5.7.8.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the HandleRemovalResponse contains Success in the Status parameter, then the Move is terminated.

When the Move is terminated, the Rights in the source Device MUST be enabled (i.e. the Rights can be used for any purpose) and the entry for the Move transaction is removed from the Operation Log.
In case 2, if the HandleRemovalResponse contains one of Handle Not Removed and Handle Not Found in the Status parameter, then the DRM Agent continues the Move with the Rights Removal in Device processing in section 5.7.5.4. (Note: It implies that the Rights was installed successfully in the SRM by the uncompleted Rights Installation Message processing. In case of Handle Not Found, after the installation, the Rights was removed from the SRM or its corresponding Handle was updated to use the Rights.)

If the Handle Removal Message processing is uncompleted for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.

(Note: During the recovery of the Rights Installation Message processing, if the DRM Agent fails to receive a proper Status of the Handle Removal Message processing (i.e. fails to receive the response or fails to verify the integrity of the response) more than once and then finally receives Handle Not Found in the Status parameter of the HandleRemovalResponse, it implies that there is a possibility that the Handle was successfully removed from the SRM by an previous uncompleted Handle Removal Message processing. 

In this case, if the DRM Agent continues the Move with the Rights Removal in Device processing as specified in this section, then the user loses the Rights.

The default behaviour is that the Move is terminated without further recovery procedure and the entry for the Move transaction is removed from the Operation Log (i.e. the Rights in the source Device stays in disabled state). A trust authority may decide how to handle the disabled Rights in the Device.)
Change 7:  In section 5.7.6
Rights are Moved from an SRM to a Device as illustrated in Figure 12.
Change 8:  Table 35 in section 5.7.6.1.1
Table 35: Parameters of RightsRetrievalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies Rights that will be Moved from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Change 9:  Below Table 35 in section 5.7.6.1.1
Upon receiving the RightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the New Handle with the Session Key
3. Find Rights corresponding to the Handle
4. If found, overwrite the Handle in the SRM with the New Handle and disable the Rights
Change 10:  In section 5.7.6.2.1
The DRM Agent installs the Rights in the Device. After the Rights installation, the DRM Agent continues with section 5.7.6.3.
Rights received by a DRM Agent via the Move protocol, SHALL NOT be rejected based on the content of the replay cache.
Change 11:  In section 5.7.7
[Initiation of Local Rights Consumption]
To use a DRM Content by consuming its associated Rights, the DRM Agent may collect Rights Information associated with the DRM Content from the SRM (Refer to section 5.7.8.2). If there are more associated Rights than one in the SRM, the DRM Agent may perform it multiple times.
Then the DRM Agent selects one out of the Rights for consumption by referring to permissions and constraints in the Rights Information (Refer to section 5.7.7.1). After the Rights selection, the DRM Agent reads the REK and disables the Rights (Refer to section 5.7.7.2).
[Local Rights Consumption]
A DRM Content is used by consuming Rights from the SRM as specified in section 5.7.7.3.
Change 12:  In section 5.7.7.1
For a DRM Content, there may be Rights either in the SRM or in the Device. Then the DRM Agent selects one out of the Rights. It is assumed that the DRM Agent may read associated Rights Information from the SRM as specified in section 5.7.8.2. The selection may be achieved by the DRM Agent itself or may need the user interaction.

If the DRM Agent selects Rights from the Device, the consumption of the Rights is performed as specified in [OMADRMv2]. 
If the DRM Agent selects Rights from the SRM, then the DRM Agent continues with the REK Query Message processing as specified in section 5.7.7.2.
Change 13:  In section 5.7.7.2
The DRM Agent sends the REKQueryRequest for the SRM Agent to read an REK and disable its corresponding Rights in the SRM. The parameters of the request are defined in Table 38.
Table 38: Parameters of REKQueryRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies Rights whose REKs will be transferred from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Local Rights Consumption transaction.


Upon receiving the REKQueryRequest, the SRM Agent MUST performs the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the New Handle with the Session Key
3. Find Rights corresponding to the Handle
4. If found, read REK of the Rights, overwrite the Handle in the SRM with the New Handle, and disable the Rights
A Trust Authority may decide that the disabled Rights are enabled automatically when a new Device – SRM Hello processing (specified in section 5.7.1) is executed. Default behaviour is that the disabled Rights SHALL NOT be enabled without a request from the DRM Agent that disabled the Rights.
Change 14:  In section 5.7.7.3
The DRM Agent consumes Rights in the SRM in order to use an associated DRM Content. When one of <count>, <timed-count>, <interval>, and <accumulated> is used to constraint permissions granted to the DRM Content, after the DRM Agent retrieves the REK (as specified in section 5.7.7.2), the DRM Agent SHALL consume the Rights as if the Rights are locally installed in the Device, updating the state as specified in [OMADRMv2]. After consumption, the DRM Agent SHALL update the State Information in the SRM when it releases the Rights as specified in this section.

Change 15:  In section 5.7.8.2.1
Table 44: Parameters of RightsInfoQueryRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies Rights whose Rights Information will be transferred from the SRM to the Device. Refer to section 5.1.3.


Upon receiving the RightsInfoQueryRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Find Rights corresponding to the Handle
Change 16:  In section 5.7.8.4
The DRM Agent may remove a Handle from the SRM as illustrated in Figure 17 when its corresponding Rights do not exist in the SRM.
Change 17:  In section 5.7.8.4.1
If Rights corresponding to the Handle already exist in the SRM, then the SRM Agent returns Handle Not Removed in the Status.
Change 18:  Table 52 in section 5.7.8.4.1
Table 52: Status of Handle Removal Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The SRM Agent cannot find the matched Rights.

	Handle Not Removed
	The SRM Agent cannot remove the Handle because Rights corresponding to the Handle already exist in the SRM.

	Unknown Error
	Other errors


Change 19:  In section 5.7.8.5
The DRM Agent may enable Rights in the SRM using this function as illustrated in Figure 18.
Change 20:  In section 5.7.8.5.1
Table 53: Parameters of RightsEnablementRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Handle identifies Rights that will be enabled in the SRM. Refer to section 5.1.3.

	State Information
	Integrity
	New State Information that replaces the original State Information in the SRM. This parameter is OPTIONAL.


Upon receiving the RightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the Handle with the Session Key
3. Enable the Rights corresponding to the Handle. If the State Information is present, overwrite the State Information of the found Rights in the SRM with the State Information. If the Rights are already enabled, then the SRM Agent returns Success in the Status parameter without executing this action.
Change 21:  In section 5.7.8.6
The DRM Agent may remove Rights from the SRM using this function as illustrated in Figure 19.
Change 22:  Table 56 in section 5.7.8.6.1
Table 56: Parameters of RightsRemovalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Handle identifies Rights that will be removed in the SRM. Refer to section 5.1.3.


Change 23:  In Appendix B.2.6
The fields are defined as follows:

· numOfContentId – Number of hashed ContentIds in the Rights Information List
· HashedContentId – Hash of ContentId. A DRM Content identified by this ContentID is associated with subsequent Rights Information.
· numOfRightsInfo – This is the number of enabled Rights in an SRM that are associated with the DRM Content identified by the ContentId
· Handle – This identifies enabled Rights in an SRM that are associated with a DRM Content identified by the ContentId
· RightsInformation – Rights Information of Rights identified by the Handle












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

