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1 Reason for Change

The current SRM-TS does not mention when the authentication context is discarded. This CR addresses the issue by specifying that HMAC Key and Session Key generated by the KDF is discarded after the Hello message is sent to the SRM.  This CR is the proposed resolution for CONR comment B066-PA.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM group approve this Change Request.

6 Detailed Change Proposal
Change 1:  Add descriptions to 5.7.1.1.1 as follows:
5.7.1.1.1 Message Description

The DRM Agent sends the HelloRequest (Device Hello message) to initiate a new logical channel with the SRM Agent. The parameters of the request are defined in Table 5. The DRM Agent MUST terminate any existing SAC (refer to 5.7.3) and discard the current HMAC Key and Session Key after sending the HelloRequest. 
Table 5: Parameters of HelloRequest (Device Hello)
	Parameters
	Protection Requirement
	Description

	Version
	No
	Version is a <major.minor> representation of the highest SRM protocol version number supported by the DRM Agent. DRM Agents MUST support all versions prior to and equal to the one they suggest. 
For this version of the protocol, Version SHALL be set to "1.0" without quotes. Minor version upgrades MUST always be backwards compatible.

	Device ID List
	No
	Device ID List identifies the Device Certificates in the Device to the SRM Agent. The identifiers are the hash of the Device’s public keys in the Device Certificates (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device Certificate). The default hash algorithm is SHA-1.


Upon receiving the HelloRequest, the SRM Agent selects a protocol version supported by the SRM. Furthermore, the SRM Agent MUST terminate any existing SAC and discard the current HMAC Key and Session Key..
After this completing this step, the SRM Agent sends the HelloResponse (SRM Hello message) to the DRM Agent. The parameters of the response are defined in Table 6. If any error occurs during this action, the error MUST be reported to the DRM Agent. The Status parameter of the HelloResponse contains the error cases as specified in Table 7.
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