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1 Reason for Change

The current SRM-TS does not specify an error code to indicate that data sent by DRM Agent is illegal in terms of length or structure. This CR addresses the issue by adding one error code, and closes CONR comment B299-PA.
R01: Restored “Parameter Decryption Failed” error code as per the discussion on Sep 19 morning.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM group approve this Change Request.

6 Detailed Change Proposal
Change 1:  Add an error code to Table 4 in 5.6.4.2 as follows:
5.7.2.2 Status

Each response message (i.e. messageType is set to 1) has status parameter indicating the result whether its previous request message (i.e. messageType is set to 0) is successfully handled or not. Table 4 assigns integer value to each error code of the parameter. This is 2 byte integer.

Table 4: Status
	Identifier Value
	Error Code in Status

	0
	Success

	1
	Unknown Error

	2
	Trust Anchor Not Supported

	3
	Device Certificate Chain Verification Failed

	4
	Parameter Decryption Failed

	5
	SRM Random Number Mismatched

	6
	Version Mismatched

	7
	CRL Update Needed

	8
	OCSP Not Supported

	9
	OCSP Response Verification Failed

	10
	Invalid OCSP Nonce

	11
	CRL Verification Failed

	12
	CRL Not Found

	13
	Parameter Integrity Verification Failed

	14
	Duplicate Handle

	15
	Not Enough Space

	16
	Handle Not Found

	17
	Handle List Not Found

	18
	Handle Not Removed

	19
	Function Not Supported

	20
	RI Certificate Chain Not Found

	21
	Dynamic Code Pages Not Found

	23
	Parameter Failed

	24 ~ 65535
	Reserved For Future Use


Change 2:  Add the error code to Table 7 in 5.7.1.1.1:

Table 7: Status of Hello Message
	Status Value
	Description

	Success
	The request is successfully handled

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 3:  Add the error code to Table 10 in 5.7.2.1.1:
Table 10: Status of Authentication Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Trust Anchor Not Supported
	Trust Anchor in the request is not supported by the SRM Agent

	Device Certificate Chain Verification Failed
	The SRM Agent fails to verify the Device Certificate Chain.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 4:  Add the error code to Table 13 in 5.7.2.2.1:

Table 13: Status of Key Exchange Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	SRM Random Number Mismatched
	The SRM Random Number from the DRM Agent is not identical to its original value in the SRM.

	Version Mismatched
	The Selected Version received in KeyExchagenRequest is not matched with the original value sent in the HelloResponse.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 5:  Add the error code to Table 17 in 5.7.4.1.1:

Table 17: Status of CRL Information Exchange Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	The SRM Agent fails to read the CRL Information.


Change 6:  Add the error code to Table 19 in 5.7.4.2.1:

Table 19: Status of OCSP Nonce Message
	Status Value
	Description

	Success
	The request is successfully handled.

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	The SRM Agent fails to generate the OCSP Nonce.


Change 7:  Add the error code to Table 22 in 5.7.4.3.1:

Table 22: Status of OCSP Process Message
	Status Value
	Description

	Success
	The request is successfully handled.

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	OCSP Response Verification Failed
	The SRM Agent fails to verify the OCSP Response.

	Invalid OCSP Nonce
	The OCSP nonce in the OCSP response is not identical with the OCSP nonce generated by the SRM Agent.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 8:  Add the error code to Table 25 in 5.7.4.4.1:

Table 25: Status of CRL Update Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Old CRL
	CRL in the request is older than the CRL in SRM, or the nextUpdate time of the received CRL is older than the producedAt time of the OCSP response.

	CRL Verification Failed
	The verification of the signature over CRL is failed.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 9:  Add the error code to Table 28 in 5.7.4.5.1:

Table 28: Status of CRL Retrieval Message
	Status Value
	Description

	Success
	The request is successfully handled.

	CRL Not Found
	There is no CRL corresponding to the CRL Issuer ID.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 10:  Add the error code to Table 31 in 5.7.5.1.1:

Table 31: Status of Installation Setup Message

	Status Value
	Description

	Success
	No errors during the action

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Duplicate Handle
	A Rights with the Handle already exists in the SRM.

	Not Enough Space
	The SRM doesn’t have enough space to store a Rights having the same size as the Size of Rights.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 11:  Add the error code to Table 34 in 5.7.5.3.1:

Table 34: Status of Rights Installation Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 12:  Add the error code to Table 37 in 5.7.6.1.1:

Table 37: Status of Rights Retrieval Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 13:  Add the error code to Table 40 in 5.7.7.2.1:

Table 40: Status of REK Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed 
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 14:  Add the error code to Table 43 in 5.7.8.1.1:

Table 43: Status of Handle List Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Handle List Not Found
	There is no Rights in SRM associated with a specific DRM Content that is identified by the ContentID.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 15:  Add the error code to Table 46 in 5.7.8.2.1:

Table 46: Status of Rights Information Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 16:  Add the error code to Table 49 in 5.7.8.3.1:

Table 49: Status of Rights Information List Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Rights Information List Not Found
	There is no Rights Information in SRM associated with a specific DRM Content that is identified by the H(ContentID) in the RightsInfoListQueryRequest.

	Function Not Supported
	This function is not supported by the SRM Agent.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 17:  Add the error code to Table 52 in 5.7.8.4.1:

Table 52: Status of Handle Removal Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The SRM Agent cannot find the matched Rights.

	Handle Not Removed
	The SRM Agent cannot remove the Handle because a Rights corresponding to the Handle already exists in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 18:  Add the error code to Table 55 in 5.7.8.5.1:

Table 55: Status of Rights Enablement Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 19:  Add the error code to Table 58 in 5.7.8.6.1:

Table 58: Status of Rights Removal Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 20:  Add the error code to Table 61 in 5.7.8.7.1:

Table 61: Status of RI Certificate Store Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Not Enough Space
	The SRM doesn’t have enough space to store the certificate chain.

	Function Not Supported
	RI Certificate Chain cannot be stored in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 21:  Add the error code to Table 64 in 5.7.8.8.1:

Table 64: Status of RI Certificate Query Message
	Status Value
	Description

	Success
	The request is successfully handled.

	RI Certificate Chain Not Found
	The SRM Agent cannot find the matched RI certificate chain.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 22:  Add the error code to Table 67 in 5.7.8.9.1:

Table 67: Status of RI Certificate Removal Message

	Status Value
	Description

	Success
	The request is successfully handled.

	RI Certificate Chain Not Found
	The SRM Agent cannot find the matched RI certificate chain.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 23:  Add the error code to Table 69 in 5.7.8.10.1:

Table 69: Status of Dynamic Code Page Query Message
	Status Value
	Description

	Success
	The request is successfully handled and the Dynamic Code Pages are returned.

	Dynamic Code Pages Not Found
	The WBXML Dynamic Code Pages do not yet exist on the SRM. The DRM Agent MAY create new Code Pages as required.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors


Change 24:  Add the error code to Table 72 in 5.7.8.11.1:

Table 72: Status of Dynamic Code Page Update Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Not Enough Space
	The SRM doesn’t have enough space to store the dynamic code tables

	Function Not Supported
	Dynamic Code Tables cannot be stored in the SRM.

	Parameter Failed
	A parameter in the request has an invalid length or structure

	Unknown Error
	Other errors
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