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1 Reason for Change

Per SRM AP 015, this CR resolves SRM CONRR comments B172 and B210 that state:

	B172-QU
	2007.07.18
	T
	5.7.6.2.1
	Source: QUALCOMM

Comment: Installation may fail because the DRM Agent received an invalid REK. In any case, the DRM Agent must remove the Rights Object from the SRM.
	Status: OPEN



	B210-HU
	07.07.12
	T
	5.7.6
	Source: Huawei

Form: OMA-DRM-2007-0314
Comment:
In section 5.7.6, pull move is addressed. But there isn’t any statement about when and which side will determine whether the RO containing <move> permission or not.

Proposed Change: 
To add some statement specifying it.
	Status: OPEN


R02 of this CR added resolution to comment B210.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 2.1 as follows:

2.1. Normative References

	[AES]
	“NIST FIPS 197: Advanced Encryption Standard (AES)”. November 2001. http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

	[IOPPROC]
	“OMA Interoperability Policy and Process”. Version 1.1. Open Mobile Alliance™. OMA-IOP-Process-V1_1. http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_0. http://www.openmobilealliance.org/

	[OMADRMv2.1]
	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_1. http://www.openmobilealliance.org/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”. RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs

	[HMAC]
	“HMAC: Keyed-Hashing for Message Authentication”. H. Krawczyk, M. Bellare, and R. Canetti. Informational. February 1997.  http://www.ietf.org/rfc/rfc2104.txt 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997. http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997. http://www.ietf.org/rfc/rfc2234.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998. http://www.ietf.org/rfc/rfc2396.txt

	[RFC2630]
	“Cryptographic Message Syntax”. R. Housley. June 1999. http://www.ietf.org/rfc/rfc2630.txt

	[RFC3280]
	"Internet Public Key Infrastructure - Certificate and Certificate Revocation List (CRL) Profile". R. Housley, W. Polk, W. Ford, and D. Solo. April 2002. http://www.ietf.org/rfc/rfc3280.txt

	[RFC3394]
	“Advanced Encryption Standard (AES) Key Wrap Algorithm”. J. Schadd, R. Housley. September 2002. http://www.ietf.org/rfc/rfc3394.txt

	[SHA1]
	“NIST FIPS 180-2: Secure Hash Standard”. August 2002. http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. http://www.openmobilealliance.org/


Change 2:  Change section 5.7.6.2.1 as follows:

5.7.6.2.1. Action Description

The DRM Agent MUST perform the following steps:

1) Verify the signature of the Rights Object. If the verification fails, terminate the Move transaction.

2) If the Rights Object is stateful, verify that the State Information is consistent with the <rights> element.
3) Check that the Rights Object has a <move> permission. If there is no <move> permission, the DRM Agent MUST re-enable the Rights on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
4) Check if the <move> permission has a <count> constraint. If there is no <count> constraint, continue with step 4. Otherwise, the DRM Agent MUST check if the remaining count is not zero. If not zero, the DRM Agent MUST decrement the remaining count and continue with step 4. Otherwise (the remaining count is zero), the DRM Agent MUST re-enable the Rights on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
5) 
6) Verify that the REK can correctly unwrap the CEK in the Rights as specified in [RFC3394]. If the REK cannot correctly unwrap the CEK, then the DRM Agent MUST terminate the Move transaction.

7) Install the Rights following the rules of [OMADRMv2.0] for Rights Object installation with the following exceptions:
a. Rights received via the Move protocol SHALL NOT be rejected based on the content of any DRM V2.0 replay cache.
b. The Rights Object SHALL NOT be installed if a Rights Object with the same ROID is already installed. If so, then the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
c. If the <GUID,RITS> pair for the Rights Object is already in the Move Cache, then this <GUID,RITS> pair MUST be removed from the Move Cache after installation of the Rights Object. (see section xxx; editor: reference chapter “8. Replay Protection Mechanisms”, CR 345R07).
After installation, the DRM Agent continues with section Error! Reference source not found..

Change 3:  Change section 5.7.7.3 as follows:

5.7.7.3. Rights Consumption and Release

The DRM Agent consumes a Rights Object in the SRM in order to use an associated DRM Content. If the Rights Object is stateful, the DRM Agent MUST verify that the State Information is consistent with the <rights> element. If the State Information is inconsistent, the DRM Agent MUST NOT consume the Rights Object. In addition, the DRM Agent SHOULD verify the RI signature over the <rights> element. When one of <count>, <timed-count>, <interval>, and <accumulated> is used to constraint permissions granted to the DRM Content, after the DRM Agent retrieves the REK (as specified in section Error! Reference source not found.), the DRM Agent SHALL consume the Rights as if the Rights is locally installed in the Device, updating the state as specified in [OMADRMv2]. After consumption, the DRM Agent SHALL update the State Information in the SRM when it releases the Rights as specified in this section.

Note that a Trust Authority may decide different timing of the Rights Enablement Message activation for each constraint. Default behaviour is that the Rights Enablement Message processing is executed after consumption.















NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

