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1 Reason for Contribution

The SCE enabler has a normative requirement as following:

	SCE-SYS-005

	The SCE enabler SHALL include the means for a Device receiving Shared Rights to acquire a version of the associated DRM Content in a format suitable for rendering on that Device.
	SCE V1.0


Therefore the mechanism for obtaining (P)DCF as suitable format is “in” the scope of SCE and it should be defined.
2 Summary of Contribution

This input contribution aims to discuss several considerations on DRM Content acquisition on SCE sharing and suggestion for the method. The suggestion should use the legacy mechanism as much as possible.
3 Detailed Proposal

<Consideration 1: (P)DCF obtaining method in DRM 2.1>

In OMA DRM 2.1, there are three methods to obtain DRM Content.

In first, OMA DRM Agent can obtain (P)DCF from Content Issuer through interaction with Content Provider in browsing session. Since we are discussing how a recipient Device can obtain (P)DCF in sharing Rights, this method is beyond the scope of this discussion.

In second, OMA DRM Agent can obtain (P)DCF by transferring it from the source Device by using out-of-band mechanism. This is one way of super-distribution. In this case, when the source device copies (P)DCF to the recipient device, the recipient device will be able to tell if it can render the received content. Depending on the cost (e.g. time, size of content) of transferring (P)DCF, it may be costive operation.

In third, as a another way of super-distribution, OMA DRM Agent can request (P)DCF to content issuer with using a ContentURL in the (P)DCF which was received from the source Device. In real-world example, after opening browsing session using the ContentURL, user generally put their device model in content provider’s web site. Since the content provider already have knowledge about specific model, the content provider can issue the (P)DCF, either by generating (P)DCF on the fly with the knowledge of the target device’s capability (e.g. screen size, encryption algorithm, supported media type) or by choosing a (P)DCF from pre-generated ones.

Even though the rights transfer in SCE is not super-distribution, but DRM Agent to DRM Agent transfer, we can utilize the DRM content transfer method in the DRM 2.1 super-distribution.

<Consideration 2: How a DRM Agent can tell if it can render a (P)DCF>

1) There is a field that tells required device capability in (P)DCF. It’s the “ProfileName” header (see DRM 2.1 DRMCF 5.2.2.7, copied below). Note that this ProfileName header started to use from DRM 2.1 not in DRM 2.0.
	5.2.2.7 ProfileName header
The ProfileName header contains a profile name for this DRM Content. The purpose of a profile name is to define in detail what resources are needed to render this content (e.g. codec, profile and level). Note that this specification does not specify actual profile names.

ProfileName = “ProfileName” “:” profile-name-uri

profile-name-uri = token

The profile-name-uri MUST be a unique identifier and a URI according to [RFC2396]. In addition, it MUST resolve to a profile name specified by some standardisation body (e.g. “//www.dlna.org/AAC_ISO_320”). 

Content Authors SHOULD insert a ProfileNames box, containing one or more Profile Names in order to provide a simple way whether this content can be rendered on a specific Device or not.


2) If there’s no ProfileName header in (P)DCF, the DRM Agent should conduct more complex checking e.g. including checking supported encryption algorithm and supported content type.

<Suggested method>

From the above, we can make mechanism to obtain DRM Content which is suitable to render at Recipient Device using ProfileName header and ContentURL;  that is firstly checking whether the Recipient Device can render the DRM Content or not, and secondly if depending on the first checking the Recipent Device can request the (P)DCF from the Source Device or Content Issuer. The detailed steps can be illustrated as below.
[image: image1.wmf]Source Device

Recipient Device

Content Issuer

CID+ProfileName+ContentURL

check if the recipient device can 

render the (P)DCF using 

ProfileName

Request (P)DCF (CID)

(P)DCF

Browsing to request (P)DCF using 

Content Issuer URL

(P)DCF

OR

F

ind 

(P)DCF

Generate (P)DCF

Or Choose pre

-

generated (P)DCF


Steps are:
(1) The Source Device sends Content ID and ContentURL to the Recipient Device. If the (P)DCF has ProfileName header, the ProfileName header is sent together.

(2) If the ProfileName header has been received, 
the Recipient Device checks if it can render the (P)DCF using the received ProfileName header and:
If the Recipient Device can render the (P)DCF, proceed to the step (3-A);

If the Recipient Device cannot render the (P)DCF, proceed to the step (3-B).

If the ProfileName header has not been received, proceed to the step (3-B).

(3-A) The Recipient Device request (P)DCF with identifying the Content ID.
The Source Device sends the requested (P)DCF to the Recipient Device. How to send (P)DCF will be beyond the scope of this specification. Proceed to step (4).

(3-B) The Recipient Device open a browsing session using ContentURL. The recipient device or the user of recipient device requests appropriate (P)DCF in browsing session. It is recommended that the ContentURL contains Content ID to let the Content Issuer identify the content. Though the Content ID differs from (P)DCF instance, it can act as a hint to find another suitable format of (P)DCF. The Content Issuer sends (P)DCF to the Recipient Device using out-of-band mechanism (e.g. DLOTA, HTTP). Proceed to step (4).

(4) End of Step. The Recipient Device now can use (P)DCF.

Considering Rights sharing action e.g. Move operation, Step (1) and the requesting operation (P)DCF in Step (2) can be realized as sharing request message and sharing response message each.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to discuss and agree the proposed concept in principle.
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