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1 Reason for Change

There are several references mentioned in the DRM Specification with different forms defined in Section 2 and some even not listed in Section 2.
In Section 19.1, “[3GPP TS 51.011]” is used while in Section 2.1 “[3GPP TS 51.11]” is listed.  As 3GPP use “51.011” more commonly than “51.11”, it is recommended to modify [3GPP TS 51.11] into [3GPP TS 51.011].
In Section 20.4.2.5, “[RFC2560]” is mentioned while in Section 2.1 and other sections another form “[OCSP]” is used. it is recommended to modify [RFC2560] into [OCSP].
In Section 11.4, “[RFC4234]” is mentioned while in Section 2.1 “[RFC4234]” is not listed.  It is recommended to add an extra item for “[RFC4234]”.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

This CR applies only to the DRM specifications listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.
6 Detailed Change Proposal

Change 1:  Modification in Section 2.1
2.1 Normative References

	[3GPP TS 31.102]
	Technical Specification Group Terminals; Characteristics of the USIM Application (Release 5).

	[3GPP TS 51.011]
	Specification of the Subscriber Identity Module –Mobile Equipment (SIM – ME) interface (Release 5). 
URL:ftp://ftp.3gpp.org/specs/latest/Rel-4/51_series/

	[3GPP2 C.S0023-B]
	URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[AES]
	NIST FIPS 197: Advanced Encryption Standard (AES). November 2001. 
URL:http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 

	[AES-WRAP]
	Advanced Encryption Standard (AES) Key Wrap Algorithm. RFC 3394, J. Schaad and R. Housley, September 2002. 
URL:http://www.ietf.org/rfc/rfc3394.txt

	[Bluetooth SDP]
	Assigned Numbers – Service Discovery Protocol (SDP), Bluetooth SIG, August 2003.

	[CertProf]
	“Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance, 
URL:http://www.openmobilealliance.org

	[DRM]
	“Digital Rights Management”, Open Mobile Alliance™, OMA-Download-DRM-v1_0, 
URL:http://www.openmobilealliance.org

	[DRMARCH]
	DRM Architecture Specification, Open Mobile Alliance™, OMA-Download_DRMARCH_v1_0, 
URL:http://www.openmobilealliance.org

	[DRMARCH-v2.1]
	”DRM Architecture V2.0”, Open Mobile Alliance™, OMA-AD-DRM-V2-1, 
URL:http://www.openmobilealliance.org

	[DRMCF]
	“DRM Content Format”, Open Mobile Alliance™, OMA-Download-DRMCF-v1_0, 
URL:http://www.openmobilealliance.org

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_0, 
URL:http://www.openmobilealliance.org

	[DRMCF-v2.1]
	“DRM Content Format V2,1”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_1, 
URL:http://www.openmobilealliance.org

	[DRMERELD-v2.1]
	"Enabler Release Definition for DRM V2.1". Open Mobile Alliance™. OMA-DRM-ERELD-V2_1, 
URL:http://www.openmobilealliance.org

	[DRMREL]
	“DRM Rights Expression Language”, Open Mobile Alliance™, OMA-Download-DRMREL-v1_0, 
URL:http://www.openmobilealliance.org

	[DRMREL-v2.0]
	“DRM Rights Expression Language V2.0”, Open Mobile Alliance™, OMA-TS-DRM-REL-V2_0, 
URL:http://www.openmobilealliance.org

	[DRMREL-v2.1]
	“DRM Rights Expression Language V2.1”, Open Mobile Alliance™, OMA-TS-DRM-REL-V2_1, 
URL:http://www.openmobilealliance.org

	[DRMREQ-v2.1]
	“DRM Requirements Specification V2.0”, Open Mobile Alliance™, OMA-RD-DRM-V2_1, 
URL:http://www.openmobilealliance.org

	[DRMROAPXSD-v2.1]
	“DRM ROAP schema V2.1”, Open Mobile Alliance™, OMA-TS-DRM-ROAP-V2_1, 
URL:http://www.openmobilealliance.org

	[DRM-v2.0]
	“Digital Rights Management V2.0”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_0, 
URL:http://www.openmobilealliance.org

	[DRM-v2.1]
	“Digital Rights Management V2.1”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_1, 
URL:http://www.openmobilealliance.org

	[HMAC]
	RFC 2104: HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, and R. Canetti. Informational, February 1997,
URL:http://www.ietf.org/rfc/rfc2104.txt 

	[HTTP]
	RFC 2616. Hypertext Transfer Protocol – HTTP/1.1. J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, T. Berners-Lee. June 1999,
URL:http://www.ietf.org/rfc/rfc2616.txt

	[IOPPROC]
	"OMA Interoperability Policy and Process", Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL:http://www.openmobilealliance.org/

	[ISO/IEC 18033]
	ISO/IEC 18033-2, Information technology – Security techniques – Encryption algorithms – Part 2: Asymmetric ciphers. CD3, January 2004.

	[OBEX]
	IrDA Object Exchange Protocol (OBEX), Version 1.3, January 2003.

	[OCSP]
	Myers, M., Ankney, R., Malpani, A., Galperin, S. and C. Adams, "Internet X.509 Public Key Infrastructure: Online Certificate Status Protocol - OCSP", RFC 2560, June 1999. 
URL:http://www.ietf.org/rfc/rfc2560.txt

	[OCSP-MP]
	OMA Online Certificate Status Protocol (profile of [OCSP]) V 1.0, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[ODRL]
	“Open Digital Rights Language (ODRL)”, Version 1.1, 8 August 2002, Open Mobile Alliance™
URL:http://odrl.net/1.1/ODRL-11.pdf or URL:http://www.w3.org/TR/odrl/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laboratories. June 2002. 
URL:http://www.rsasecurity.com/rsalabs

	[RFC 2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding, et al, June 1999, 
URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC 2965]
	“HTTP State Management Mechanism”. D. Kristol, L. Montulli, October 2000 
URL:http://www.ietf.org/rfc/rfc2965.txt.

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed & N. Borenstein, November 1996, 
URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications : ABNF”, D. Crocker, Ed., P. Overell, November 1997, 
URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2387]
	“The MIME Multipart/Related Content-type”, E. Levinson, 1998, 
URL:http://www.ietf.org/ 

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998,
URL:http://www.ietf.org/rfc/rfc2396.txt

	[RFC2630]
	“Cryptographic Message Syntax”, R. Housley, June 1999, 
URL:http://www.ietf.org/rfc/rfc2630.txt

	[RFC3280]
	Housley, R., Polk, W., Ford, W. and D. Solo, "Internet Public Key Infrastructure - Certificate and                 Certificate Revocation List (CRL) Profile", April 2002. 
URL:http://www.ietf.org/rfc/rfc3280.txt

	[RFC3546]
	S. Blake-Wilson, M. Nystrom, D. Hopwood, J. Mikkelsen, T. Wright, “Transport Layer Security (TLS) Extensions”. June 2003. 
URL:http://www.ietf.org/rfc/rfc3546.txt

	[RFC4234]
	D. Crocker, Ed., P. Overell. “Augmented BNF for Syntax Specifications: ABNF.” October 2005.
URL:http://www.ietf.org/rfc/rfc4234.txt

	[SHA-1]
	NIST FIPS 180-2: Secure Hash Standard. August 2002.
URL:http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf 

	[UAProf]
	“User Agent Profile”, OMA -UAProf-v2_0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. 
URL: http://www.openmobilealliance.org

	[WIM]
	“Wireless Identity Module Version 1.1. Part: Security”, OMA-WAP-WIM-v1_1, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org

	[X9.42]
	ANSI X9.42 Public Key Cryptography For The Financial Services Industry: Agreement of Symmetric Keys Using Discrete Logarithm Cryptography, 2003.

	[X9.44]
	Draft ANSI X9.44, Public Key Cryptography for the Financial Services Industry – Key Establishment Using Integer Factorization Cryptography. Draft 6, 2003.

	[X9.63]
	ANSI X9.63 Public Key Cryptography for the Financial Services Industry: Key Agreement and Key Transport Using Elliptic Curve Cryptography, 2001.

	[XC14N]
	Exclusive XML Canonicalization: Version 1.0, John Boyer, Donald E. Eastlake 3rd and Joseph Reagle, W3C Recommendation 18 July 2002. This document is 
URL:http://www.w3.org/TR/xml-exc-c14n/.

	[XML-DSIG]
	XML-Signature Syntax and Processing. D. Eastlake, J. Reagle, and D. Solo. W3C Recommendation, February 2002. 
URL:http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/ 

	[XML-Enc]
	XML Encryption Syntax and Processing. D. Eastlake and J. Reagle. W3C Recommendation, December 2002. 
URL:http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/ 

	[XML-Schema]
	XML Schema Part 1: Structures D. Beech, M. Maloney, and N. Mendelsohn. W3C Recommendation, May 2001. 
URL:http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 

XML Schema Part 2: Datatypes. P. Biron and A. Malhotra. W3C Recommendation, May 2001, 
URL:http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/ 


Change 2:  Modificaiton in 20.4.2.5
20.4.2.5 Entity Compromise

An attacker may attempt to, physically or otherwise, compromise an entity of the DRM system.

A compromised DRM Agent may result in the disclosure of any of the following:

· The DRM Agent's private key

· Domain keys for any Domain the DRM Agent is a member of

· Rights Object Encryption Keys

· Content Encryption Keys

· DRM Content

It may also result in loss of integrity protection of the DRM Agent's replay cache and/or loss of protection of Rights stored internally in the DRM Agent. Further it may result in loss of DRM Time, potentially allowing permissions to be overridden or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect the above assets may seriously compromise the security of the OMA DRM system and their protection is therefore critical.

A compromised DRM Agent may be able to modify a Device RO in such a way that the Rights Object can be re-issued and accepted by an uncompromised DRM Agent.  This threat occurs only if the Rights Object contains the <signature> element in the roap:ROPayload. A suggested method to limit this threat is to include an <individual> constraint in Device Rights Objects containing a <signature> element in the roap:ROPayload.

In addition, a compromised rendering application in the DRM Agent may also result in the loss of DRM Content. The DRM Agent implementation must therefore be robust and ensure that it only provides unprotected DRM Content to trusted rendering applications.

A compromised Rights Issuer may result in the disclosure of any of the following:

· The Rights Issuer's private key

· Domain keys for any Domain administered by the RI

· Rights Object Encryption Keys

· Content Encryption Keys

· DRM Content

Again, the protection of these assets in RI implementations is crucial to the correct functioning of the OMA DRM.

The effects on a PKI of a compromised CA or OCSP Responder is discussed, e.g., in [RFC3280] and  [OCSP].

The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM Agents and RIs must always verify that the entity they are communicating with has not been compromised by checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM agent compromise by regularly upgrading Domain Generations. 
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