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1 Reason for Change

This Change Request aims to extend the OMA DRM SCE REL specification (OMA-TS-SCE_REL-V1_0-20070924-D) in order to allow for proximity related parameters in the Rights Object and builds on the latest draft AD for Secure Content Exchange (OMA-AD-SCE-V0_9_0-20070423-D).  
In short, the proposal introduces the new element <proximity> as an additional child element to the <constraint> element in the REL. 
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

The XML schemas for OMA DRM (OMA-SUP-XSD_DRM_RELODD-V2_1-20070724-C) need to be extended accordingly. This is not included in this particular CR.
The transfer of partial or modified rights or decryption keys for consuming content in the other device that is in proximity is not addressed in this CR and will need to be solved in other parts of the DRM SCE TS. 
In addition, the OMA REL working group needs to be requested for help setting up an appropriate OMNA registry of Proximity Method names and specifications.  

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this specification of REL extensions (“Changes”) is included in the draft DRM SCE REL TS (OMA-TS-SCE_REL-V1_0-20070924-D).
6 Detailed Proposal

As described in the OMA DRM SCE AD (OMA-AD-SCE-V0_9_0-20070423-D) secure content exchange may depend on whether one or more proximity constraints are met. As proximity can be interpreted and determined in numerous ways as detailed in the AD, the Proximity Method(s) to be used for determining whether or not two Devices are in proximity will be indicated by the Rights Issuer through a proximity element in the Rights Object. 

Proximity Constraints

In a Rights Object proximity constraints are just like any other type of constraints and are associated with one permission element at a time. DRM REL 2.0 specifies the default behaviour of a DRM Agent as follows: For a permission to be granted all its constraints must be fulfilled. If a constraint is not understood or cannot be enforced by the consuming Device the parent permission is invalid and must not be granted. If present, a <constraint> element should contain at least one of its child elements. If a <constraint> element does not contain any constraints such as <proximity>, <count>, etc. it is unconstrained, and a DRM Agent must grant unconstrained access according to the permission containing such an unconstrained <constraint> element. This paragraph is based on the DRM REL 2.0 specification. 

Each proximity constraint required by the Rights Issuer shall be listed in the Rights Object with its registered name for the Proximity Method and additional parameters and values that are specific to the particular Proximity Method to be used. The DRM Agent shall process the Proximity Method according to its specification that is registered with OMNA. 

All permissions (as defined in OMA-TS-DRM_REL-V2_0_1-20070731-A, i.e. play, display, execute, print, export) that are bound to a proximity constraint are meant to be applied in the other device that is in proximity to the device containing the RO, and that will then be used to consume the content. 
Registration of Proximity Methods with OMNA 

Because the actual specification of Proximity Methods is out of scope of the DRM SCE Enabler, Proximity Methods shall be registered by third parties under their respective names with the Open Mobile Naming Authority (OMNA). For more information see http://www.openmobilealliance.org/tech/omna/index.htm.

The Namespace Specific String (NSS) of all URNs that use the "oma" NID have the following structure:


urn:oma:{OMAresource}:{ResourceSpecificString}

For each OMAresource there is room for further allocations specific to the resource. It is suggested to use the name drmp for OMAresource and a short name for the Proximity Method for the ResourceSpecificString. 

Example: 
urn:oma:drmp:pm002_sp

However, the appropriate way to use OMNA for the purpose of supporting proximity methods in DRM SCE is to be determined by the OMA REL working group
. This does not affect the proposed changes to the DRM SCE REL specification in this Input Contribution.

For the examples described in Change 3 the corresponding OMNA registration could possibly look like:

(Examples only!)

	MethodID
	Method Reference 
(URL of specification of proximity method and XML scheme of parameters)
	Namespace
	Description

	PM001
	http://www.openmobilealliance.org/tech/omna/drm_prox/pm001-gps-v1_0.txt
	Urn:oma:proximity:pm001_gps:1.0
	Proximity methods using GPS positioning, version 1.0

	PM002
	http://www.openmobilealliance.org/tech/omna/drm_prox/pm002-sp-v1_0.txt
	Urn:oma:proximity:pm002_sp:1.0
	Proximity method involving a service provider, version 1.0


Several proximity constraints simultaneously

By means of including more than one <proximity> element under the same <constraint> in the Rights Object, a Rights Issuer may mandate several Proximity Methods to be tested that must all evaluate to true for the respective permission to be granted. This is according to the specification in OMA DRM REL and holds for proximity constraints the same as for any other constraint. 
Unknown Proximity Method means unfulfilled constraint and not granting permission

If a Proximity Method, as mandated by the corresponding <proximity> element, is not supported by the DRM Agent implementation on the device then the DRM Agent will consider the (proximity) constraint as not met and will not grant the corresponding permission (i.e., the permission that is the RO’s parent element of the constraint). 
7 Detailed Change Proposal

Change 1:  Extending the list of optional child elements under <constraint> by <proximity>
5.2.1 Element <constraint>

	Element
	<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*, oma-dd:proximity?)>

	Semantics
	The <constraint> element is the top most element in the constraint model. It contains the optional <count>, <timed-count>, <datetime>, <interval>, <accumulated>, <individual>, <system>, and <proximity> elements.

The <constraint> element contains <system> elements only when its parent <permission> element contains the <export>, <play>, or <display> element.
If the <constraint> element contains one or more <proximity> elements then all permissions that are bound to the proximity constraint(s) are meant to be applied in the other device, where the other device is the one that is in proximity to the device containing the RO, and that will then be used to consume the content.


Change 2:  Add specification of element <proximity>

5.2.2 Element <proximity>

	Element
	<!ELEMENT oma-dd:proximity ANY>

	Semantics
	The <proximity> element MUST have a method attribute. 

If the Device is not able to process the proximity method as required by the semantics of this element, or doesn’t understand a sub-element of the <proximity> element, then the Device MUST treat the constraint as not met and MUST NOT grant the corresponding permission.

The <proximity> element MAY contain any number of child elements carrying specific parameters depending on the proximity method.

The child elements SHOULD be given in the name space that is named after the name of the proximity method. I.e., if the OMNA registered name of the Proximity Method is urn:oma:{OMAresource}:{ResourceSpecificString}, then the name space for child elements within the <proximity> element should be {ResourceSpecificString}. 


5.2.2.1 Attribute “method”

	Attribute
	<!ATTLIST oma-dd:proximity oma-dd:method (#REQUIRED) >

	Semantics
	The method attribute contains a string value that specifies the URN associated with the required proximity method to be evaluated, e.g., method=”urn:oma:proximity:pm042_iph:3.14”.


Change 3:  Examples for RO’s with proximity constraints using fictive proximity methods
Appendix A. Examples
(Informative)

This appendix contains a number of examples to illustrate the use of Rights Objects.

A.1 Play under Proximity Constraint Using Fictive Proximity Method “GPS”

The rights depicted in this example grant permission to play the corresponding DRM Content.on another device under the constraint that proximity of the two devices is verified using the (fictive) Proximity Method “GPS” and the distance between the two devices is less than 100 meters. The additional parameter to the Proximity Method is given as additional element in the name space that is named after the registered name of the Proximity Method.

Note that the “play” permission given under the proximity constrained in the example below is applicable in the case of rendering the content on the other device. It does not affect possible other “play” permissions without proximity constraints for the device containing the RO.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4p">

 <o-ex:context>

  <o-dd:version>2.1</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:permission>

   <o-dd:play>

    <o-ex:constraint>

     <oma-dd:proximity method=”urn:oma:proximity:pm001_gps:1.0”>

      <pm001_gps:distance>100</pm001_gps:distance>

     </oma-dd:proximity>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Play Permission under a Proximity Constraint if distance measured with GPS is less than 100 meters.

A.2 Display under Proximity Constraint Using Fictive Proximity Method “ServiceProvider”

The rights depicted in this example grant permission to play the corresponding DRM Content.on another device under the constraint that proximity of the two devices is verified using the (fictive) Proximity Method “ServiceProvider” involving a third party. It is assumed that the third party would remotely verify the proximity using additionally provided parameters, such as the URI for the web service to be contacted in order to determine social proximity (e.g., family members) or the position based on the network cell to which the device is attached.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4p">

 <o-ex:context>

  <o-dd:version>2.1</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:permission>

   <o-dd:display>

    <o-ex:constraint>

     <oma-dd:proximity method=”urn:oma:proximity:pm002_sp:1.0”>

      <pm002_sp:URI>https://proximity.coolmno.mobi</pm002_sp:URI>


  <pm002_sp:IMSI>1234567890</pm002_sp:IMSI>

     </oma-dd:proximity>

    </o-ex:constraint>

   </o-dd:display>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Play Permission under a Proximity Constraint using remote evaluation by a service provider
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