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1 Reason for Change

To clarify the relation of SRM to domain ROs. 

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the SRM Specification.
6 Detailed Change Proposal

Change 1:  Add informative annex

Appendix A. SRM and domain Rights Objects (informative)

The SRM enabler allows RIs to issue domain ROs with a <move> permission. This allows all DRM Agents that are members of a domain to receive a copy of the RO and move their copy of the RO to an SRM. 

The result of a move process from a DRM Agent to an SRM is that the RO is stored on an SRM and is disabled on the DRM Agent. The Move Cache ensures that once a DRM Agent has moved its copy of the domain RO to an SRM, it cannot reinstall the original domain RO if this is received via a mechanism different than a move, e.g. out-of-band delivery, restore of a backup, etc. (see section editor: reference chapter on replay protection mechanisms from CR345). This mechanism does allow the RO to be moved back to the device (provided the potential constraints on the <move> permission still allow for this).  A DRM Agent (as specified in this enabler) will, however, not install an RO that is already installed in the device (or accumulate or otherwise combine any available state information associated with an RO). 

Note that in case all members of the domain move their copy of the RO to an SRM (or even the same SRM), then all these copies may be available for unlimited move to devices that are not members of the domain. An RI may choose to limit this by constraining the <move> permission. If for example the <move> permission is constraint with a <count> constraint set to the value of ‘1’, then domain members can move their copy of the RO to an SRM once. This allows users to remove the SRM from the domain member device and insert it into any device and locally consume the Rights from the SRM  - but they cannot move the RO from the SRM to the  device. 

Note that in case a domain RO contains stateful constraints, then the result of a move operation to an SRM is that all state that is available to the DRM Agent is moved to the SRM.  If all members of the domain move their copy of the stateful domain RO to an SRM (or even the same SRM), then all these stateful ROs are individually available for move to and/or local consumption on a single device, which may be a domain member or not. If an RI wants to strictly limit the state that is available to a single device to the value set by the stateful constraints in the domainRO, then it should not include a <move> permission into a stateful domainRO. Note that Rights derived from a stateful domain RO cannot be moved from an SRM to a device if one instance of this domain RO is already installed in this device.
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