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1 Reason for Change

This CR provides clarification to the OCSP Processing text and proposes resolution to CONRR comment B251 
	B251-PH
	2007.07.18
	E
	5.7.4
	Source: Philips

Form: Philips-SRM-CONR.doc

Comment: “Communication protocol between the OCSP responder and DRM Agent (The protocol is defined by a trust authority)” – Delivery of OCSP responses is in scope for OMA DRM 2.1- Why not for SRM?
Proposed Change: 
	Status: OPEN



2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that DRM agree to this CR

6 Detailed Change Proposal

Change 1:  Update references

7. References

7.1 Normative References
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	“NIST FIPS 197: Advanced Encryption Standard (AES)”. November 2001. http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

	[CertProf]
	“Certificate and CRL Profiles”. OMA-Security-CertProf-v1_1. Open Mobile Alliance(. http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”. Version 1.1. Open Mobile Alliance™. OMA-IOP-Process-V1_1. http://www.openmobilealliance.org/

	[OCSP]
	Myers, M., Ankney, R., Malpani, A., Galperin, S. and C. Adams, "Internet X.509 Public Key Infrastructure: Online Certificate Status Protocol - OCSP", RFC 2560, June 1999. 
URL:http://www.ietf.org/rfc/rfc2560.txt

	[OCSP-MP]
	OMA Online Certificate Status Protocol (profile of [OCSP]) V 1.0, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/
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	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_0. http://www.openmobilealliance.org/

	[OMADRMv2.1]
	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_1. http://www.openmobilealliance.org/
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	“PKCS #1 v2.1: RSA Cryptography Standard”. RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs

	[HMAC]
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	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997. http://www.ietf.org/rfc/rfc2119.txt
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	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997. http://www.ietf.org/rfc/rfc2234.txt
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	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998. http://www.ietf.org/rfc/rfc2396.txt

	[RFC2630]
	“Cryptographic Message Syntax”. R. Housley. June 1999. http://www.ietf.org/rfc/rfc2630.txt
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	"Internet Public Key Infrastructure - Certificate and Certificate Revocation List (CRL) Profile". R. Housley, W. Polk, W. Ford, and D. Solo. April 2002. http://www.ietf.org/rfc/rfc3280.txt

	[SHA1]
	“NIST FIPS 180-2: Secure Hash Standard”. August 2002. http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. http://www.openmobilealliance.org/


7.2 Informative References

	
	

	[HTTP]
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	[SRM-RD]
	“OMA Secure Removable Media Requirements”. Open Mobile Alliance(. OMA-RD-SRM-V1_0. http://www.openmobilealliance.org/


Change 2:  Clarify the use of OCSP in 5.7.4
5.7.4 Revocation Status Checking
Revocation status checking between the SRM Agent and the DRM Agent is a necessary procedure that MUST occur before exchanging any message over the SAC. During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL). A DRM Agent MUST cache a CRL that contains revocation status about SRMs, and the SRM Agent MUST cache a CRL that contains revocation status about Devices. If the connected SRM or Device, respectively, is on the CRL then the SAC MUST be terminated. Furthermore, the SAC MUST be terminated if the SRM has a valid OCSP Response indicating the DRM Agent is revoked (see section 5.7.4.3).  The validity dates for the cached CRL (whether in the DRM Agent or the SRM Agent) does not need to be checked for revocation status checking. The CRL update schedule and CRL distribution and thereby criteria for ensuring valid CRLs are beyond the scope of this specification. This section specifies protocols that relevant authorities may require to implement revocation checking.
Note: This Enabler does not require revocation status checking of the RI certificate chain when verifying RI signatures during Move or Local Rights Consumption. However, Devices MUST follow [OMADRMv2.1] requirements when performing ROAP.
For the DRM Agent and SRM Agent to replace old CRL with new CRL, this document specifies protocols for the following purposes:

· CRL Information Exchange (Refer to section Error! Reference source not found.)

The DRM Agent and SRM Agent exchange CRL numbers in order to determine if CRL(s) in the Device supersede CRL(s) in the SRM or vice versa.

· OCSP Nonce (Refer to section 5.7.4.2)

The DRM Agent requests a nonce from the SRM Agent. The DRM Agent uses the nonce for the OCSP request so that the SRM Agent can be provided with the current DRM time and check the revocation status of the Device.
· OCSP Response Processing (Refer to section Error! Reference source not found.)

The DRM Agent passes an OCSP response to the SRM Agent that includes the revocation status of the DRM Agent and the DRM time

· CRL Delivery from Device to SRM (Refer to section Error! Reference source not found.)

The DRM Agent sends its CRL(s) to the SRM Agent. The SRM Agent replaces the CRL(s) stored in the SRM with the received CRL(s).

· CRL Delivery from SRM to Device (Refer to section Error! Reference source not found.)

The DRM Agent retrieves CRL(s) in SRM, and replaces its stored CRL(s) with the retrieved CRL(s).
Some trust models may use an OCSP responder to provide the revocation status of Devices. To enable the SRM Agent to use OCSP to check the revocation status of Devices, the DRM Agent SHOULD support the following:

· OCSP communication between an OCSP responder and the DRM Agent as specified in [OCSP-MP]
· OCSP Nonce request in section 5.7.4.2
· OCSP request generation with the nonce provided by the SRM Agent
· OCSP Response Processing between the DRM Agent and SRM Agent in section Error! Reference source not found.
In order to use OCSP to check the revocation status of Devices, the SRM Agent SHOULD also support the following:

· OCSP Nonce request in section 5.7.4.2
· OCSP Response Processing in section Error! Reference source not found.
The CRL(s) are updated by the following procedure.

· Step 1: The CRL information exchange function in section Error! Reference source not found. is executed.

· Step 2: If the DRM Agent supports the OCSP responder – DRM Agent communication, then the DRM Agent MAY pass the OCSP response to the SRM Agent by using the OCSP Nonce request function in section 5.7.4.2 and OCSP Response Processing function in section Error! Reference source not found..
· Step 3: If the CRL information exchange function finds that CRL(s) must be updated, then the CRL delivery function in section Error! Reference source not found. or Error! Reference source not found. is used.
To minimize the impact of not checking the CRL validity dates, the following procedure is introduced

· Event Counting with a threshold as specified in section Error! Reference source not found..
The DRM Agent and the SRM Agent count events until a predefined threshold is reached, upon which a "fresh" CRL is required. Support for Event Counting is optional; relevant authorities may mandate the use of the event counting mechanism.

Change 3:  Clarification in 5.7.4.2

5.7.4.2 OCSP Nonce

This section is valid for only the DRM Agent that supports the OCSP responder – DRM Agent communication. The DRM Agent MAY get a nonce from the SRM Agent as illustrated in Figure 1 to include in an OCSP request.

[image: image1.emf]DRM Agent SRM Agent

OCSPNonceRequest

OCSPNonceResponse


Figure 1: Sequence Diagram – OCSP Nonce

Change 4:  Clarify OCSP response processing in 5.7.4.3

5.7.4.3  OCSP Response Processing

This section is valid for only the DRM Agent that supports the OCSP responder – DRM Agent communication. The DRM Agent MAY send OCSP Response to the SRM Agent as illustrated in Figure 2.
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Figure 2: Sequence Diagram – OCSP Processing

5.7.4.3.1 Message Description

Upon receiving the OCSP response from the OCSP responder, the DRM Agent sends the OCSPProcessRequest to pass the response to the SRM Agent. The parameters of the request are defined in Table 1.

Table 1: Parameters of OCSPProcessRequest
	Parameters
	Protection Requirement
	Description

	OCSP Response
	No
	OCSP Response contains the revocation status of the DRM Agent, the current DRM time, and the OCSP Nonce transferred by the OCSPNonceResponse as specified in section 5.7.4.2.


Upon receiving OCSPProcessRequest, the SRM Agent verifies the OCSP Response. The SRM Agent MUST verify that the OCSP-provided status of all revocable certificates in the Device Certificate Chain is good (refer to [OCSP-MP]). The SRM Agent MUST be able to detect that an OCSP responder certificate is non-revocable through the use of the id-pkix-ocsp-nocheck extension as specified in [OMADRMv2]. The determination of which certificates in a Device Certificate Chain are revocable is deemed to be part of the trust model of the root of trust of that chain. In case the root of trust does not specify such a policy, the SRM SHALL assume a default model. In the default model only the Device Certificate is revocable and requires an OCSP response to prove its status.
SRM Agents MUST be able to match a nonce sent for OCSP purposes in the OCSPNonceResponse (in section 5.7.4.2) with a nonce in the received OCSP Response.
With the OCSP response, the SRM Agent is able to verify the revocation status of the Device Certificate during the MAKE process in section 5.7.2 and can check the freshness of CRL(s) based on the producedAt time in the OCSP response.

The SRM Agent then sends the OCSPProcessResponse. The parameters of the response are defined in Table 2. If any error occurs during this action, the error MUST be reported to the DRM Agent. The Status parameter of the OCSPProcessResponse contains the error cases in Table 3.  If the SRM Agent doesn’t support the OCSP response processing, it MUST return the error code - OCSP Not Supported.
Table 2: Parameters of OCSPProcessResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the OCSPProcessRequest is successfully handled or not. The Status value is specified in Table 3.


Table 3: Status of OCSP Process Message
	Status Value
	Description

	Success
	The request is successfully handled.

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	OCSP Response Verification Failed
	The SRM Agent fails to verify the OCSP Response.

	Invalid OCSP Nonce
	The OCSP nonce in the OCSP response is not identical with the OCSP nonce generated by the SRM Agent.

	Unknown Error
	Other errors


If no errors or exceptions (Status = Success or OCSP Not Supported), the OCSP Process Message processing is completed.
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