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1 Reason for Change

This CR stipulates more detailed processing, considered from the DEA perspective.

The ability of the DEA to make inactive (as well as active) assignments of sub-domains to ROs is advantageous to the end user experience.
The condition that Rights transfers of sub-domain- restricted Imported Rights Objects require both the Source DRM Agent and the Recipient DRM Agent to each be a member of a sub-domain that is actively assigned to the RO is eased: The Recipient DRM Agent need only be a member of a sub-domain corresponding to an active OR inactive-but-active-in-future assignment.
Sub-domain- semi-restricted Imported Rights Objects are introduced. Rights transfer of such Rights Objects does not require the Recipient Device to meet any sub-domain membership conditions.

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Modify section 7.2.4 text of CR0529 to take advantage of inactive sub-domain assignments, and to allow for sub-domain- semi-restricted Imported Rights Objects
7.2.4 LRM role: Imported-Rights-Objects with <sub-domain> constraint

Within a "sub-domain- restricted" Imported-Rights-Object (Imported-RO), the <rights> element (as signed by LRM via a <signature> element) SHALL include, in particular: an upper bound on the number of User Domain member Devices that can access the Rights for consumption during a given period, and act as Source Device relative to transfer of the Rights during that period.  The <rights> element also indicates the allowed usage relative to the Source Device and the Recipient Device, e.g., Copy or Move. 
The Source Device MUST be a member of a sub-domain that is actively assigned to the RO, while the Recipient Device MUST be a member of a sub-domain that is either actively assigned to the RO or inactive-but-active-in-future.  The Recipient Device MUST be a member of a sub-domain that is actively assigned to the RO in order to consume (or act as a Source Device) relative to the RO. 
In the case of “sub-domain- semi-restricted” Imported ROs, the Source Device MUST be a member of a sub-domain that is actively assigned to the RO, while the Recipient Device is not required to be a member of an assigned sub-domain in order to consume relative to the RO.
Change 2:  Add specifics of Pairing-Key management via new sections 7.2.6 and 7.2.7.  Section 7.2.5 here is unchanged relative to CR0529

7.2.5 DEA role: Bridging Sub-domain- Restricted Imported-Rights-Objects and DRM Agent Pairings

Upon a pairing request by a DRM Agent that references a particular Imported-Rights-Object, the DEA, if applicable per pairing request processing [TBD], creates a new or updated "bridge signature packet” that associates one or more sub-domain IDs with a Rights Object ID (roID) of an Imported-RO. A DEA MAY associate multiple sub-domains with an Imported-RO.  If this is allowed, then that DEA MUST track how much of the allowable upper bound pertaining to an Imported-RO has been used by currently valid (i.e.,”active”) assignments of sub-domains to that RO, so as to ensure that the upper bound is not exceeded.  The DEA SHALL verify when considering pairing requests that d X [the number of sub-domains the DEA assigns concurrently to an RO] does not exceed the upper bound on the number of User Domain Devices that can access the Rights as specified by the LRM within the RO
.

When assigning an existing sub-domain to an RO, the DEA SHOULD avoid using a sub-domain that includes member Devices that are included within an already concurrently assigned sub-domain.

Bridge signature packets include a signature generated by the DEA associated with the LRM that produced the referenced Imported-Rights Object.  Bridge signature packets are specific to a particular Imported-Rights-Object.  

7.2.6 Bridge signature packet specifics: Accommodating inactive assignments

The DEA SHALL be allowed to include within a generated bridge signature packet active-in-future assignments of sub-domains to an RO, as well as assignments that are active at the time of bridge signature packet generation.  If one or more assignments of sub-domains to the RO are not intended to be active at the time of generation of the bridge signature packet by the DEA, these assignments MUST include a (future) start date-time.  A single bridge signature packet may include sub-domain assignments that are currently inactive as well as sub-domain assignments that are in effect, i.e., active, at the time of bridge signature packet generation. There is an expiration date-time relative to each sub-domain assignment. A single start date-time may apply to multiple sub-domain assignments within a bridge signature packet. A single expiration date-time may apply to multiple sub-domain assignments within a bridge signature packet. When constructing a bridge signature packet, the DEA SHALL incorporate all unexpired sub-domain assignments pertaining to the RO. Each such bridge signature packet supersedes any bridge signature packets pertaining to that RO that were produced previously by the DEA.  The latest available bridge-signature packet corresponding to the particular RO (where determination is based, e.g., on date-time of issue) is to be used by Devices. The inclusion of inactive sub-domain assignments to the RO enables the DEA to address the situation where the allowed maximum number of concurrently active assignments of sub-domains to the RO has been reached.
If the pairing request includes reference to a particular Imported-Rights-Object, the requesting DRM Agent SHALL indicate its status as either a prospective Source Device or prospective Recipient Device relative to the particular RO.

The following priority processing rules SHALL apply relative to active vs. inactive assignments of sub-domains that take into account prospective Source Device status vs. prospective Recipient Device status. A Device is said to be accommodated by a sub-domain assignment if the Device is already or is made a member of that sub-domain:

· Both Devices are accommodated by active sub-domain assignment(s), if possible.

· The prospective Source Device is accommodated by an active sub-domain assignment, and the prospective Recipient Device is accommodated by an inactive sub-domain assignment (on a first-available-period basis).

· Both Devices are accommodated by inactive sub-domain assignment(s), where the prospective Source Device is accommodated on a first-available-period basis and the prospective Recipient Device is accommodated on a first-available-period basis once the prospective Source Device has been accommodated.

7.2.7 DEA role: Processing of Pairing Requests

As part of a pairing request that includes reference to a particular Imported-Rights-Object, the requesting DRM Agent MUST transmit the Imported-RO <rights> element and <signature> element to the DEA (if distinct from the LRM), so that the DEA can independently verify the upper bound in the RO (if not a constant), as well as the LRM ID and the RO ID.  The request is made to the DEA associated with the LRM that created the Imported-RO.

A requesting DRM Agent that is a prospective Recipient Device MAY have acquired requisite knowledge of the Imported-Rights-Object <rights> element and <signature> element from a prospective Source Device.

A pairing request to enable Rights transfer MAY occur substantially after the Import. For example, a DRM Agent B MAY, without involvement of DRM Agent A, request from a DEA to be paired with a DRM Agent A (e.g., via a Pairing that securely conveys a DEA-generated PairingSecret to both the ticket-requesting DRM Agent B and the target DRM Agent A).  DRM Agent A, upon becoming aware via DRM Agent B of this Pairing, MAY transmit a pairing request to the appropriate DEA that references one or more Imported-Rights-Objects that DRM Agent A had acquired directly from an LRM, so as to enable legitimate Rights transfer to DRM Agent B. 
If the pairing request includes reference to a particular Imported-Rights-Object, the DEA SHALL process the request as follows: 

1. If sub-domain(s) have already been assigned to the RO (via a bridge signature packet) and the two Devices are in (same or different) such assigned sub-domains, no new membership of Devices in sub-domains need be established prior to fulfilling the pairing request. The bridge signature packet corresponding to the RO is transmitted to the ticket-requesting Device. The issued Pairing includes itemization of the current membership of each of the two Devices in sub-domains. 

2. If sub-domain(s) have already been assigned to the RO and precisely one of the two Devices is in such an assigned sub-domain, then: the DEA puts the Device that is not yet a member of an assigned sub-domain into that sub-domain if there is room. If not, the DEA puts that Device into one of the other assigned sub-domains, if any, if there is room. If not, and the RO allows for it, the DEA assigns an additional sub-domain to the RO (via a bridge signature packet) which includes the previously non-accounted-for Device (where this may be a new sub-domain, or an existing one which already includes the Device or which has room to add the Device as a member). The bridge signature packet corresponding to the RO is transmitted to the ticket-requesting Device. The issued Pairing includes itemization of the current membership of each of the two Devices in sub-domains. 

3. If sub-domain(s) have already been assigned to the RO and neither of the two Devices is in an assigned sub-domain, then: the DEA puts both Devices into a single assigned sub-domain if there is room. If not, the DEA puts the Devices into distinct assigned sub-domains if two or more sub-domains have been assigned to the RO and there is room. If not, and the RO allows for it, the DEA assigns an additional sub-domain to the RO (via a bridge signature packet) which includes both of the Devices or perhaps only one of the Devices if there was room for the other Device in one of the already assigned sub-domains - This additionally assigned sub-domain may be a new sub-domain, or an existing one which already includes the Device(s) or which has room to add the Device(s) as new member(s). The bridge signature packet corresponding to the RO is transmitted to the ticket-requesting Device. The issued Pairing includes itemization of the current membership of each of the two Devices in sub-domains. 

4. If no sub-domains have been assigned to the RO, then the DEA assigns a sub-domain to the RO (via a bridge signature packet) that includes both Devices (where this may be a new sub-domain, or an existing one which already includes the Devices or which has room to add the Devices as new members). The bridge signature packet corresponding to the RO is transmitted to the ticket-requesting Device. The issued Pairing includes itemization of the current membership of each of the two Devices in sub-domains.
If the pairing request does not include reference to a particular Imported-Rights-Object, then no new membership of Devices in sub-domains need be established prior to fulfilling the pairing request. No bridge signature packet is transmitted to the ticket-requesting Device. The issued Pairing SHALL include itemization of the current membership of each of the two Devices in sub-domains.
If a Device has a Pairing with a Device with which it wishes to engage in a Rights transfer relative to a particular RO, but is not aware of a suitable bridge signature packet, the Device submits a pairing request that includes reference to the particular Imported-Rights-Object. The Pairing in the pairing response SHALL supersede the earlier Pairing. The processing by the DEA is done the same as above. 

If two Devices, based on an available RO-specific bridge signature packet and the latest Pairing between them are both members of (same or distinct) bridge-signature-packet- referenced sub-domain(s), then the Rights transfer MAY proceed without further communication with the DEA.
7.2.8 Sharing Rights with Guest DRM Agents under Pairing-Key management












� Note that the union of sub-domains assigned to a particular RO MAY include disjoint sub-domains. 
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