Doc# OMA-DRM-2007-0531-CR_Rights_Transfers_of_Imported_Rights_Objects_for_Sub-domains[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2007-0531-CR_Rights_Transfers_of_Imported_Rights_Objects_for_Sub-domains
Change Request



Change Request

	Title:
	Rights Transfers within Sub-domains
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SCE_DOM-V0_3-20071025-D

	Submission Date:
	08 November 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Kravitz, Motorola, david.kravitz@motorola.com
Hosame Abu-Amara, Motorola, hosame.abu-amara@motorola.com 

	Replaces:
	n/a


1 Reason for Change

The purpose of this CR is to add specifics of Rights transfers for sub-domains under Pairing-Key management.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Add specifics of Rights transfers for sub-domains under Pairing-Key management
7.2.7 Rights transfers of Sub-domain- Restricted Imported-Rights-Objects

[Informative: This method utilizes (non-expired) pairing keys to communicate Rights transfers of sub-domain- restricted Imported-Rights-Objects within or across sub-domains provided there is a (non-expired) bridge signature packet that assigns the sub-domain(s) used during the Rights transfer to the Imported-Rights-Object.]
The nominal case described here assumes that Devices support DRM Time. 

A Recipient Device receives the Rights through a transfer from a Source Device (i.e., a DRM Agent, not an LRM). A Source Device may have previously installed the Rights either as a Recipient Device, or as an Import-Recipient Device (i.e., as a Device that received the Rights directly from an LRM).

Current and future sub-domain assignments to an RO by a DEA may have time gaps, since some future sub-domain assignments to that RO may have already been made by the DEA. When creating bridge signature packets for a given RO, the DEA SHALL ensure that sub-domain assignment periods are contiguous, but the sub-domains that are assigned to the RO may vary from one period to the next.  The DRM Agent’s determination of whether a sub-domain assignment is active or inactive SHALL be based on whether or not the current DRM Time on the Device is within the interval between a start-time and the first subsequent end- time of an assignment.
The DEA SHALL ensure that no sub-domain assignment period begins or ends after the expiration date-time, if any, in the Imported-Rights-Object per the LRM-generated <signature> element over the <rights> element.
Each of the two Devices MUST verify that it is a member of a sub-domain that is assigned to the RO via a bridge signature packet. Each of the two Devices MUST verify that the other Device is a member of a sub-domain that is assigned to the RO via a bridge signature packet. Pairings identify the sub-domains that correspond via membership to each of the two referenced Devices at the time that the DEA prepares the Pairing.  The Pairing that is used for the Rights transfer could have been acquired from the DEA by either of the two Devices. If both Devices have such a Pairing, the latest such Pairing MUST be used (as determined, e.g., via the date-time of issue). Such Pairing MUST include indication that each of the two Devices is a member of an active or inactive-but-active-in-future sub-domain that is assigned to an RO via a bridge signature packet. 

There MUST be an active (and thus unexpired) sub-domain assignment to the RO that is relevant to the Source Device within the bridge signature packet in order for the Rights transfer to be allowed.  The sub-domain assignment is relevant in that there is an unexpired Pairing available that shows the Source Device as a member of that sub-domain.
The most recent available bridge signature packet corresponding to the RO (where determination is based, e.g., on date-time of issue) is used when attempting a Rights transfer, regardless of whether the Source Device or the Recipient Device provides this information to the other
.  This is in addition to the LRM-signature, i.e., the <signature> element over the <rights> element of the Imported-Rights-Object that is transmitted from the Source Device to the Recipient Device.

Installed Rights end-time is initially set as the expiration date-time of the RO if any, and the end-time is adjusted in accordance with the following:

An Import-Recipient Device does not adjust the end-time of the Rights when they are first installed. 

A Recipient Device installs the Rights. The installed Rights start-time of allowed usage (locally or for out-bound Rights transfer) is as soon as the Device is in some sub-domain that is actively assigned. The installed Rights end-time of allowed usage is as soon after the start-time that a period begins during which the Device is not in any actively assigned sub-domain, where determination is based on the sub-domain memberships shown in the Pairing and the sub-domain assignments shown in the bridge signature packet that were used to perform the Rights transfer from the Source Device to the Recipient Device.

Rights transfer below refers to the portion of the Rights that is to be transferred (which may be only a Partial Rights transfer in the case of Stateful Rights).

At the onset of Rights transfer, the Source Device adjusts (i.e., extends) the end-time of allowed usage of the installed RO in accordance with the Pairing and bridge signature packet, if warranted: 
The installed Rights end-time of allowed usage is as soon after the start-time that a period begins during which the Device is not in any actively assigned sub-domain, where determination is based on the sub-domain memberships shown in the Pairing and the sub-domain assignments shown in the bridge signature packet that are used to perform the Rights transfer from the Source Device to the Recipient Device.
If a potential Source Device is a member of a sub-domain that is actively assigned to the RO and a potential Recipient Device is a member of a sub-domain for which assignment to the RO is active or is inactive but will be active in the future, then the Rights transfer SHALL be permitted.

If the attempted Rights transfer is a Copy, then the Rights SHALL NOT be disabled on the Source Device as part of the Rights transfer processing. 

If the attempted Rights transfer is an active-Move, then the Rights SHALL be disabled on the Source Device as part of the Rights transfer processing, and SHALL NOT be re-enabled if the Rights transfer is successful.

If the attempted Rights transfer is an inactive-Move of Stateful Rights, then the Rights SHALL be disabled on the Source Device as part of the Rights transfer processing, and SHALL NOT be re-enabled if the Rights transfer is successful.

If the attempted Rights transfer is an inactive-Move of Stateless Rights, then future access to the Rights on the Source Device at any point after they would first become active on the Recipient Device if the Rights transfer is successful SHALL be indicated as denied on the Source Device as part of the Rights transfer processing, and this future denial of access SHALL NOT be rescinded if the Rights transfer is successful.  This denial of future access to the Rights by the Source Device once the Rights become available for use by the Recipient Device has the effect of adjusting (i.e., retracting) the end-point of allowed usage of the installed RO on the Source Device if the Rights would have otherwise still been available for use at that time by the Source Device based on the Pairing and bridge signature packet used for the Rights transfer. 
An unexpired Pairing MUST be available in order to conduct a Rights transfer, but a Device can continue to locally use the Rights independently of expiration of Pairings provided that the installed RO has not expired based on end-time. 
7.2.8 Rights transfers of Sub-domain- Semi-Restricted Imported-Rights-Objects

[Informative: This method utilizes (non-expired) pairing keys to communicate Rights transfers of sub-domain- semi-restricted Imported-Rights-Objects that require only the Source Device to be a member of a sub-domain that is assigned to the Imported-Rights-Object by an available non-expired bridge signature packet.]

The nominal case described here assumes that Devices support DRM Time. 

There MUST be an active (and thus unexpired) sub-domain assignment to the RO that is relevant to the Source Device within the bridge signature packet in order for the Rights transfer to be allowed
.  The sub-domain assignment is relevant in that there is an unexpired Pairing available that shows the Source Device as a member of that sub-domain.
The Source Device and Recipient Device MUST adhere to proximity constraint(s) as condition of Rights transfer, if present within <rights> element. Details TBD.
The Recipient Device MUST adhere to limited-usage (e.g., temporary or while-in-proximity) constraint(s), if present within <rights> element. Details TBD.
The Source Device MUST adhere to usage-restriction (e.g., lapse in usage while in use on Recipient Device) constraint(s), if present within <rights> element. This MAY affect local usage on the Source Device and/or Rights transfers from the Source Device. Details TBD.
7.2.9 Sharing Rights with Guest DRM Agents under Pairing-Key management













� Since either a potential Source Device or potential Recipient Device may request a Pairing, either Device may initially possess a later bridge signature packet than the other.  


� Note that the Recipient Device, even if unknown compromised, will be unable to later transfer the Rights to a compliant Device without becoming a member of a suitable sub-domain.
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